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Executive Summary
One of the main goals of ASSURED is to provide robust, secure and privacy-preserving
(attestation-related) data exchange, in order to address the ever-changing security landscape
and the need of large complex cyber-physical “Systems-of-Systems” to achieve operational assurance and different levels of trustworthiness, not only for the comprising devices, but for
the service graph chain as a whole. This entails the creation of an attestation data hub that
holds the attestation history of all deployed devices so that any authorized (external) stakeholder
not only can query for specific information about a device’s assurance claims but can also certify and audit the correct execution of the attestation processes that were employed for extracting
such claims. To this end, ASSURED provides a policy-compliant Blockchain-based infrastructure,
which provides a decentralized approach towards the deployment and enforcement of attestation policies, while simultaneously ensuring that the privacy of the devices and stakeholders
involved is preserved (when sharing their attestation results).
In this context, D4.1 [4] had already provided the conceptual architecture of the ASSURED
Blockchain ecosystem documenting all the internal components and the sequence of actions for
supporting secure, authentic and privacy-preserving data sharing. Two of the core building blocks
are, namely, the Security Context Broker (SCB) and the Blockchain Peer which are acting as
trusted operators of the attestation services, through the use of trusted computing technologies
(i.e., TPM-based security enablers as modeled in WP4), that enable the deployment and enforcement of such attestation policies through smart contracts and the secure recording
and auditing of all attestation results, thus, creating the envisioned attestation data hub.
D2.5 aims to provide the in-depth technical details regarding the implementation of the SCB,
the Blockchain Peers, and the underlying data structures and functions. Specifically, we analyze
these components in the context of the creation and deployment of attestation contracts, which
contain the attestation tasks that should be performed by each device in order to verify the operational assurance of the entire system. Note that these models were previously defined in D2.2 [8],
in the form of attestation policies, but are now expressed in a form that leverages the capabilities
of the entire ASSURED Blockchain infrastructure and all the designed ledger maintenance and
data management mechanisms. This not only enables the application of these attestation
policies in a secure and privacy-preserving manner, but also enables the storage of the
attestation history per device in an auditable manner.
Building on these component designs, another goal is to provide detailed information regarding
the implementation of the smart contracts in chaincode, a format that is recognizable by the
Blockchain Ledger. To this end, we first outline the specific tools and methodologies employed
in the implementation. Next, we outline the underlying data structures created in order to support the required functions in the context of the attestation tasks, and we provide detailed lists of
the fields comprising these data structures that contain the necessary information in order to perform these tasks. We also provide implementation details regarding the functions implemented
in the context of the required smart contract functionalities, such as their creation, reading
and application, as well as the reporting, storage and retrieval of the results. Essentially capturing the business logic, defined in D2.2 [8], for supporting the entire security pipeline: Once the
scheduling (attestation) policies have been compiled, as an output of the Policy Recommendation Engine, the last step of the overall security process is the deployment of this set of targeted
policies over the SoS-enabled ecosystem for managing the identified risks, as well as to handle
the real-time supervision and monitoring of the correct execution of these policies. This
is done through the ASSURED Security Context Broker (SCB) via the use of smart contracts
ASSURED D2.5
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leveraging the designed policy-compliant Blockchain infrastructure [4]. The SCB, acting as the
trusted operator of the produced policies, will be triggered by the Policy Recommendation Engine for converting the attestation policies into smart contract logic and further deploy the smart
contract to the ledger. All attestation-related processes and data will be recorded and kept in a
traceable and accountable manner on the permissioned ledger infrastructure, thus, providing
a credible security auditing and certification workflow.
The overall purpose of this deliverable is to provide a reference document on the implemented
functionalities of the SCB and the Blockchain Peer, towards achieving the ASSURED vision of
secure attestation policy deployment, execution, recording and sharing through the use of policycompliant Blockchain structures.
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Chapter 1
Introduction
1.1

Scope and Purpose

As has been discussed in numerous deliverables, the main vision of ASSURED involves the use
of attestation schemes for enhanced operational assurance, as well as the enforcement of
dynamically adaptable policies, which dictate the attestation schemes that should be used. To
this end, a Blockchain infrastructure is envisioned and implemented, which defines a security
process pipeline that aims to achieve the desired trustworthiness levels for the entire system,
while enabling secure, reliable and privacy-preserving extraction and sharing of knowledge and
attestation-related data.
In this context, the scope and motivation of this deliverable is to describe the functionality of
the Security Context Broker (SCB), as well as the implementation of the Smart Contracts,
which constitute the core building blocks of the aforementioned security process pipeline. Based
on the design of the ASSURED conceptual architecture of the Blockchain infrastructure, which
has already been presented in D4.1 [4], where the building blocks, the components and the
entities that comprise the Blockchain infrastructure were introduced, in S2.5 we further analyze
and provide implementation details regarding the SCB and the Blockchain Peer.
The SCB is responsible for offering a trusted bridge between the Blockchain network and the outside world, and essentially acts as a secure oracle to convert the attestation policies into smart
logic. To this end, with the help of the Smart Contract Composition Engine, the attestation
policies are converted into Smart Contracts and deployed through the distributed ledgers to the
devices where they are intended to be applied. Also, an important aspect of the functionality of
the SCB is access control. Specifically, the SCB constitutes a trust operator of the attestation
services, and is responsible for managing the access of the various devices and parties to specific
attestation information, which may have different levels of access and permissions to this information based on their attributes and properties. This process, referred to as Attribute-Based
Encryption (ABE), has also been defined in D4.5 [13].
The Blockchain Peer was introduced in order to enhance the scalability of the entire ecosystem.
Specifically, if each device needed to interact with the Blockchain, then it would be required for
each device to run the Blockchain Client. In order to avoid this restriction, the introduction of the
Blockchain Peer enables each device to interact with the Ledger. The Peer is an entity of the
Blockchain Network that hosts the chaincode to be executed, as well as the Ledger where the
transaction information is written. In ASSURED, the Peer interacts with the edge devices through
their TPM-based wallet, in order to support the execution of the attestation Smart Contract functions, as well as the sharing of the attestation reports on the Ledger.
ASSURED D2.5
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Figure 1.1: Relation of D2.5 with other WPs and Deliverables
Having introduced these entities that support the lifecycle of the attestation policies and the attestation reports, the motivation behind the introduction and use of this entire Blockchain infrastructure is the creation of an attestation data hub, where the attestation history of each device
is stored. This can be used in order to certify and audit the operational assurance state of each
of the devices of the system. This Deliverable will provide details regarding the functionalities of
the SCB, the Blockchain Peer, as well as the implementation of the Smart Contract functionalities, which were defined in D2.2 [8]. This sets the scene for enabling the evaluation of the entire
lifecycle with the policies in the context of the use cases, and the evaluation and instantiation of
each smart contract implementation that has been done here will be put forth in the next version
of this Deliverable, D2.6 [14].

1.2

Relation to other WPs and Deliverables

Figure 1.1 depicts the relationship of the deliverable with other Work Packages (WPs) as well as
the other tasks in the same WP(2). As aforementioned, the focus of D2.5 is on the design of the
core components (of the ASSURED Blockchain infrastructure), namely the Security Context Broker (SCB) and Blockchain Peer, that support all of the data management and sharing services for
the secure communication and recording of both the attestation- and operation-related data.
The former is responsible for performing the access control of all devices and users trying to
access any sensitive information that has been recorded on the ledger and especially the attestation results that have been compiled after the deployment and execution of the attestation
policies through smart contracts. The latter, acts as the trusted operator for enabling the secure
on-chain interactions (of the devices with the ledger) for reading such policies and recording at-
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testation results. Both of these components also interact with the entire ASSURED Blockchain
ecosystem for supporting all these operations through smart contracts. Thus, in this context, all
smart contract models and functions, defined in D2.2 [8], are implemented as part of D2.5. This
will set the scene for the further integration (as part of D2.4) between the Policy Recommendation
Engine and the SCB that is responsible for the conversion of the optimized set of policies to such
smart (attestation) contracts including all the required parameters and input.
Furthermore, the definition of the functional specifications of both the SCB and Blockchain Peers
are also interpreted in the context of WP4 for designing the appropriate crypto protocols towards
achieving the identified security and privacy requirements for the envisioned data sharing behaviours.
Finally, the outcome of Deliverable D2.5 is also intended to support the definition of later activities
in WP4. As aforementioned, all secure data management operations are supported by a device’s
TPM-based Wallet which is defined in D4.5 [13] that interacts with the SCB. Thus, the appropriate
definition of functionalities when it comes to Attribute-based Access Control (ABAC), as part of the
chaincode, needs to be provided. In the same direction, the integration of such crypto protocols
with the SCb and Blockchain Peer (defined in D4.2 [12] and D4.5 [13]) will be performed in the
context of WP5.

1.3

Deliverable Structure

This deliverable is structured as follows: In Chapter 2, we summarize the high-level overview of
the conceptual architecture of the ASSURED Blockchain infrastructure, the key components it
consists of, as well as the data flows regarding the execution of attestation tasks. We also define the complete list of data management services that need to be supported by the ASSURED
Blockchain and especially the Security Context Broker and Blockchain Peers. In this context,
Chapter 3 contains the detailed specification of the Security Context Broker and the Blockchain
Peer components and how they enable the aforementioned data sharing functionalities considering also the security and privacy requirements that need to be achieved (as defined in D1.4 [5]). In
Chapter 4, we provide the implementation details regarding the creation of the Smart Contracts,
such as the underlying data structures, the implemented functions, and functionalities such as
attestation data querying and transaction simulation. In Chapter 5, we define the concept of
private data collections and their use within the ASSURED Blockchain infrastructure, and we
provide details regarding their structure and implementation. Finally, Chapter 6 concludes the
deliverable.

ASSURED D2.5
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Chapter 2
ASSURED Blockchain Framework & Data
Knowledge Management
2.1

Architectural Overview & Actors

ASSURED employs a Blockchain architecture, which aims to record and share essential information regarding the execution and output of the optimal set of policies enforced, while allowing
all the relevant interconnected systems to operate in tandem in a trusted and secure manner,
while allowing cross-department information sharing, as well as expose certain parts of information to the outside world. Next, we provide a brief overview of the ASSURED Blockchain
architecture, which was also presented in D4.1 [4], and we place it in the context of the creation
and deployment process of the Smart Contracts. These are essentially the instantiation of the
attestation policies that have been generated by the Policy Recommendation Engine, and
should be deployed in a verifiable and auditable manner.
The two main building blocks that we will focus on in this deliverable in regards to the Smart
Contract creation and deployment process are the Blockchain Peer and the Security Context
Broker (SCB). Next, we provide a brief description of the functionality of these blocks within
ASSURED:
• Blockchain Peer: This is the entity of the blockchain network, that hosts the chaincode to
be executed in the form of Smart Contract functions, and the Ledger where information
regarding each transaction is written. In ASSURED, a Peer interacts with the edge devices
through their TPM-based wallet, which supports the execution of the attestation smart
contract functions, as well as the recording and sharing of the attestation reports
on the Ledger. Each edge device hosts a TPM-based Wallet, which provides a root-oftrust and constitutes the central building block of the ASSURED Blockchain mechanism.
Depending on their operation mode, Peers can be placed into two categories: Endorsement Peers, which execute and endorse the transaction without writing it to the ledger, and
Committing Peers, which validate transactions once they have been ordered and record
the transaction to the Ledger.
• Security Context Broker: This component acts as the trusted bridge between the trusted
blockchain network and the untrusted outside world. To this end, the SCB is responsible for managing the creation process of the attestation smart contracts, as well as
their deployment to the Ledger. Specifically, the SCB receives the MSPL-based attestation policies that have been produced by the Policy Recommendation Engine, and convert
ASSURED D2.5
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them to smart contracts, by leveraging the designed policy-compliant Blockchain infrastructure. More specifically, the SCB upon reception of the policies, will trigger the Smart
Contract Composition Engine, which creates the appropriate chaincode for all the functions needed for supporting the enforcement, execution, recording and sharing of all attestation related data.

Figure 2.1: ASSURED Blockchain System Conceptual Architecture
Next, we provide a high-level architectural overview of the ASSURED blockchain system, depicted in Figure 2.1. In terms of the conceptual architecture of the ASSURED blockchain system,
each organization participating in the network operates its own private channels, which serve
to isolate data and operations from the other participants in the network. In this context, devices
belonging to an organization and operating within its bounds are organized in departments or
units within the organization, so that the operation of each department or unit is isolated from
the external environment. Conversely, ASSURED also provides each organization with a public
channel, which allows cross-organization information exchange and exposure of private channel
data, which can be retrieved by other entities of the same organization, that belong to different
departments.
The operation of each of these channels is supported by different Blockchain Peers, which
operate the Ledger and host the chaincode, essentially acting as the gateway for supporting the
on-chain interactions of the edge devices with the private ledgers. Such interactions may involve
querying for attestation policies, recording attestation reports, and sharing them with any parties
that may be concerned. Also, note that a Peer can participate in more than one private channel,
but the number of private channels supported is determined by the demonstrator organization,
based on their needs and strategy for dividing operations and systems.
The role of the Security Context Broker, as mentioned above, is to operate as an intermediate
entity, resolving the different requests coming from the various ASSURED components and the
outside world, and facilitates the communication between the Blockchain Peers, the off-chain
storage, and any other components are involved in access control. As mentioned above, one
of these mediation actions is to receive the attestation policies from the Policy Recommendation
engine, and their conversion to Smart Contracts through the Smart Contract Composition Engine.
ASSURED D2.5
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2.2

What Is Happening in the Blockchain Framework - A Narrative Description of Data Flows

The operation of the attestation processes in ASSURED involves the use of attestation schemes
for enhanced operational assurance, as well as the enforcement of dynamically adaptable policies depicting which schemes to operate. Next, we provide a narrative description of the data
flow in the context of the creation of Smart Contracts to perform the required attestation tasks,
based on the architectural description of the Blockchain structure provided above. Specifically,
the information flow consists of the following steps:
1. The Risk Assessment Engine, which is responsible for identifying all the vulnerabilities
and calculating the risks for all the target assets comprising the target system, provides the
resulting risk graph to the Policy Recommendation Engine, which constructs an optimal
set of attestation policies.
2. The Security Context Broker (SCB) acts as the trusted operator of the produced attestation policies, and forwards them to the Smart Contract Composition Engine so that they
can be converted into Smart Contracts, by creating the chain code of the Smart Contract
logic needed for the deployment, execution and sharing of the attestation tasks.
3. These operations are supported by the definition of Smart Contract functions, which will
be further analyzed in Section 4.2.
4. After the creation of the Smart Contracts leveraging the designed policy-compliant Blockchain
infrastructure, the attestation process can begin, when the Verifier downloads the attestation policy ad initiates an attestation challenge to the Prover. This challenge also contains
a random nonce, which is generated by the Blockchain Peer when invoked by the Verifier,
by leveraging information from the Ledger.
5. Upon reception of the attestation challenge, the Prover makes the necessary measurements to formulate its response to the challenge, signs the measured data through its
TPM-based Wallet, and sends it back to the Verifier.
6. The Verifier compares the measured traces to a set of trusted reference values in order
to verify their correctness.
7. An Attestation Report is created based on the result of the attestation, which is sent by
the Verifier to the Blockchain Peer.
8. The Blockchain Peer performs an additional verification of the correct execution of the attestation process. If successful, the result is recorded to the ledger through the Orderer
component. This concludes the attestation process.
9. After completion of the attestation process, a device can make a query to request to read
the attestation history of another device. In this case, it may do so only whether it has the
appropriate attributes and privileges.
10. In order to verify whether the device is allowed to read the other device’s attestation history,
the SCB will fetch the querying device’s certificate from the Blockchain CA.
11. If the certificate possesses all the required attributes and privileges, then the Blockchain
Peer retrieves and sends the requested attestation report back to the querying device.
ASSURED D2.5
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The remainder of this deliverable is dedicated to an in-depth description of the specification,
properties, and the functionalities performed by the SCB and the Blockchain Peers. We will
also provide detailed descriptions of the functions used in the the implementation of the Smart
Contracts, and we will provide detailed breakdowns of the data structures employed, which enable
and facilitate the operation of these functions.

2.3

Data Knowledge & Management Services

After having summarized the ASSURED Blockchain infrastructure, defined in D4.1 [4], for supporting the data management (secure sharing and recording & auditing) of both the attestationand operational-related data, in this section we compile the set of scenarios that depict the exact
functionalities need to be offered by the components of the ASSURED Blockchain infrastructure.
Especially, the SCB and Blockchain Peers that act as a secure “oracle” for: (i) converting the
attestation and data sharing policies into smart contract logic and further deploy them into
the distributed ledgers, and (ii) acting as the trusted operator for enabling the secure on-chain
interaction of the deployed devices (through their TPM-based Wallets [13]) with the DLT for the
secure recording and sharing of all threat intelligence data.
This will set the scene for the design of both the SCB and Blockchain Peers, documented in Chapter 3, including also the identification and mapping of their functional specifications with the security and privacy requirements that need to be achieved per data sharing behaviour. This mapping
is been put forth in the following Table 2.2 where based on the data management and sharing
flows, defined in D1.4 [5], we proceed with fleshing out the generic user stories revolving around
the need for secure communication and sharing services, reading/querying attestation and
data sharing policies, recording attestation reports, access control for devices and users
querying the attestation history of a (sub-)set of devices in the overall service graph chain,
etc. We will then showcase how these are delivered by both the SCB and Blockchain Peers.
Recall that, as defined in D1.1 [7], the actors participating in all data sharing functionalities are
the ones depicted in Table 2.1. These are essentially the entities that drive the specification of
the data management functionalities based on their operational needs.
Actor Name
System Administrator
CIO
Personnel - Worker
Internal Operator
External Member
OEM (Original Equipment Manufacturer)
Consultant for Safety Assessment

Description
Deploys the system and performs the necessary configurations in the environment
of the use case owner.
Seeks security attestation evidence for a given CPS environment.
Works in an environment where ASSURED is deployed without interacting with it.
Works in the environment of the use case before and after ASSURED is deployed.
Interacts directly with the ASSURED platform to perform necessary operations.
Belongs to an external entity and receives information collected inside the use
case environment and shared through the Blockchain of ASSURED
Manufacturer/ Provider of equipment that is used in use case environments. The
OEM can provide hardware as well as software compatibility tools for ASSURED.
Impartial third party operator, independent of the target of certification, that verifies the fulfilment of security, safety requirements stated in related standards (e.g.
ISO12100, EN ISO 10218, DIN 61508).

Table 2.1: Definition of ASSURED Actors
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ID

As a < Role >

DATA 01

System
Administrator

DATA 02

DATA 03

I

want
to
< Action >
make sure that
all risks and
threats, identified by the Risk
Assessment
Engine,
will
be considered
when identifying
the optimal set
of
attestation
scheduling and
data
sharing
policies

so

System
Administrator;
User; Device

make sure that
an optimized set
of calculated attestation & data
sharing policies
will be securely
deployed on the
ledger through
smart contracts

their
deployment,
enforcement and
execution can
be performed
by all authorized
devices
in a certifiable
and auditable
manner.

System
Administrator;
CIO

make
sure
that only authenticated
and authorized
users, capable
of
exhibiting
the
appropriate
Verifiable
Presentations
(VPs) with the
required
attributes,
can
access
all
recorded data &
information on
the ledger

the security and
privacy
level
of
sensitive
information
(attestation
evidence and/or
safety-critical
information on
the
operation
of the devices)
can be preserved - only
valid users with
the appropriate
level of trustworthiness can
access them.

ASSURED D2.5

that
< Reason >
the
security
and
privacy
threats will be
minimized when
these policies
are
enforced
to only those
authorized
devices.

Functionality ASSURED Secure Data Management
SCB-F1
Policies can be correctly defined and can reflect the
needs (and any restrictions)
on the execution of the necessary attestation tasks and
crypto primitives for the establishment of secure and authentic communication channels. This needs to be verified by the SCB that will be receiving such policies (from the
Policy Recommendation Engine [8]) for maintaining their
correctness and integrity.
SCB-F1;
Attestation policies (outputted
PEER-F1
by the Policy Recommendation Engine) and data sharing
policies (defined by the System Administrator) will be securely deployed into the smart
contract chaincode; read by
authenticated and authorized
users and devices; and, executed & stored on the ledger
for further access and sharing. The former will be enabled by the SCB that will
be responsible for performing
Attribute-based Access Control (ABAC) [10, 13] while the
latter with be mediated by
the Blockchain Peer that will
be acting as a “bridge” for
enabling the secure on-chain
interactions through the device’s TPM-bases Wallet [13].
SCB-F2;
We expect that no invalid
SCB-F5;
Blockchain users or outPEER-F1;
sides can get access to the
PEER-F2;
ledgers without been scruPEER-F6
tinized by the SCB which is
responsible for performing the
ABAC based on the Verifiable
Credentials (VCs) of the
users [13].
For efficiency,
the ABAC should also be
performed as part of the
smart contract chaincode
(Chapter 4).
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DATA 04

CIO;
Internal Operator;
OEM; External Member;
Consultant
for
Safety
Assessment

to be able to
interact
with
the ASSURED
Blockchain
in
a
transparent
manner
for
handling
my data access requests
and verify my
attributes

only if I exhibit
the
correct
attributes, my
data
request
can be served
and I can get
access to all
requested
information.

SCB-F2;
SCB-F5;
PEER-F1;
PEER-F2;
PEER-F6

DATA 05

Internal Operator; External
Member;
OEM; Consultant for Safety
Assessment;

be
able
to
securely and efficiently search
on
specific
threat
intelligence
and
attestation history data even
if all recorded
information
is stored in
an
encrypted
format

only information
of interest will
be returned to
each query performed by an
authenticated
user.

SCB-F3;
PEER-F2;
PEER-F3;
PEER-F6;
Note here
that
we
also need
to
guarantee:
query data
confidentiality, and
integrity,
cryptographic
operations,
user and
data
privacy, data
encryption,
authentication
and
norepudiation
and
accountability
of actions
(SR1;
SR2; SR3;
SR4; SR9;
SR10;
SR11;
SR13)

ASSURED D2.5

The Blockchain Peer and the
SCB will collaborate for verifying the correctness of a
user’s VCs and for matching
the data access control policies defined by the System
Administrator. This will be enabled through the TPM-based
Wallet of all devices and users
that can automatically manage the issuance and safeguarding of the appropriate
VPs based on the list of attributes required for accessing specific data (through the
getAttributes SC function Chapter 4).
The ASSURED Blockchain infrastructure should be able
to support the execution of
efficient queries for identifying the information of interest when stored encrypted; either on the public or private
ledger. For the public ledger,
this pertains to external stakeholders that might not know
what to exactly query for,
hence, they are interested in
first identifying wether information of interest is stored in
the distributed ledgers prior
to performing an actual query.
This will be enabled through
the employment of Searchable Encryption (SE) mechanisms offered by the SCB. In
the case of a private ledger
query, a precise matching to
the stored data will sent back
to the user. In both cases, the
following requirement need to
be achieved: (i) Integrity of
data (stored on both ledgers)
can be validated by the Data
Requestor as all data will
be signed by either the Data
Originator or the SCB, (ii) Access to the raw attestation evidence data will be mediated
through the SCB based on the
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DATA 06

Internal Operator; External
Member;
OEM; Consultant for Safety
Assessment;

DATA 07

System
Administrator;
OEM; Personnel

DATA 08

System
Administrator;
CIO; Internal
Operator

ASSURED D2.5

make
sure
that my data
requests
are
securely and efficiently handled
in order to get
back a search
token for been
able to perform
a detailed query
make sure that
any
sensitive
attestation
evidence
or
operational
information
is
encrypted
prior to been
uploaded
on
the Blockchain
infrastructure

the requesting
data can be fully
and
correctly
returned back
to me, if there
exists one or
multiple
data
matches

SCB-F3;
PEER-F2;
PEER-F3;
PEER-F6

only
users
and/or devices
with the appropriate attributes
can
decrypt
them

SCB-F3;
PEER-F3;
PEER-F6

be able to request the secure enrollment
and registration
of a user and
device in a private ledger only
if they can exhibit verified attributes

only
authenticated
and
authorized
devices
can
get access to
the DLT after
have been certified by the
Blockchain CA.

SCB-F2;
PEER-F1;
PEER-F2;
PEERF6
This
also captures SR2;
SR11, and
SR16

pointer it has created to the
ASSURED Data Storage Engine once a new attestation
report was recorded on the
ledger [4], and (iii) Confidentiality of attestation evidence
is enabled through the use
of Attribute-based Encryption
(ABE) mediated by the SCB
as the attribute master key
holder [12].
We expect that a matching file
can be always located and returned - i.e. search correctness. We also note that before the search, the Data Requestor must be verified by
the SCB by employing ABAC.

This requirement pertains to
the need of all information to
be releases to stakeholders
with different levels of access
and information granularity.
We expect that only authenticated uers can gain access to
the information stored on the
ASSURED Data Storage Engine. This will be enabled by
the devices encrypting all the
attestation evidence and operational data, based on the use
of ABE (through their TPMbased Wallets), and mediated
by the SCB who will receive
this encrypted data and store
them on the storage engine.
Every device and user, prior
to getting access to the private ledger, they will be certified by the Blockchain CA
that will issue Verifiable Credentials if they can exhibit attributes verified by the Privacy
CA. This will enable the subsequent management of verifiable presentations by the
TPM Wallet - of a device or
user - when trying to access
specific data.
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DATA 09

Internal Operator; External
Member;
OEM; Consultant for Safety
Assessment;

to send a request for a data
transactions, in
a
transparent
manner,
that
will be securely
executed by the
Blockchain Peer

the data transaction can be
executed only if
I have the correct attributes
and if so the
appropriate
record will be
stored on the
ledger

DATA 10

System
Administrator;
CIO; Internal
Operator

so that a block
can be sent
back to the
client. This is
to capture the
correctness of
ordering.

DATA 11

System
Administrator;
CIO; Internal
Operator

request
the
orderer to pack
the given transactions
and
results into a
block based on
some specific
order
request
the
Peer to first
validate
the
block sent by
the Orderer for
validating
the
transactions
and results in
the block;
if
valid, the Peer
will append the
block to the
current ledger

so that all the
data in that
block can be
finalized. The
Blockchain
state is securely
updated
and
users will be
notified of this
newly published
information

PEER-F1;
PEER-F2;
PEER-F3
This also
captures
requirements
SR2;
SR10, and
SR11 on
the correctness of the
transaction
PEER-F4

We expect that a valid client’s
transaction can be always executed and the results can be
also sent back to the client via
a secure and authentic channel.

PEER-F5;
This also
captures
requirements
SR13 and
SR16

We expect that only those validated blocks are shown and
finalized on the ledger.

We expect that those sent
transactions can be finalized
into an ordered block.

Table 2.2: ASSURED Data Knowledge & Management Functional Specifications
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Chapter 3
Security Context Broker and Blockchain
Peer Specification & Functionalities
After having defined the type of data sharing and management services that need to be supported
in the ASSURED ecosystem, in this chapter, we proceed with a detailed design of the Security
Context Broker (SCB) and Blockchain Peer components, as the core building blocks for enabling
the offering of the functionalities listed in Table 2.2.

3.1

Security Context Broker

In Deliverable D1.4 [5], we have defined the security, privacy and trust requirements when it
comes to the data sharing functionalities that need to be offered in the context of all envisioned
use cases: both when it comes to operational data but also attestation-related data that can
serve as assurance claims on the level of trustworthiness of each device participating in a data
sharing agreement. Here, we introduce the core functionalities of the Security Context Broker
(SCB) and illustrate how these functionalities match the defined requirements. In general, the
SCB serves as a trusted bridge in the data sharing process of internal Blockchain data with
external parties. Its roles and functional specifications include: (i) the conversion of data sharing
policies into smart contracts, aiming towards the sharing of operational data with strict privacy
considerations to be captured (e.g., “Smart Cities”); (ii) connecting the Data Storage engine with
private and public ledgers for on-chain and off-chain storage of attestation-related data; (iii) control over data access within private and public ledgers; (iv) the handling of the registration of new
devices; (v) the orchestration of the generation of Attribute-based Encryption (ABE) master keys;
and (vi) enabling linkability actions on failed attestations as part of the exection of a network
(swarm) attestation [11].
From an architecture perspective, the SCB is set inside the ASSURED Blockchain framework as
a Blockchain user. In this case, it will have its own Blockchain credentials - Blockchain public
and private keys. It will mainly interact with the following components (see Figure 3.1): (1) Smart
Contract Composition Engine; (2) Policy Recommendation Engine; (3) Privacy CA; (4) Blockchain
CA; (5) ASSURED Data Storage engine; (6) ASSURED Blockchain private and public ledgers and
Peer(s); and (7) a Trusted Platform Module (TPM).
In the ASSURED framework, we set the SCB to be a Blockchain user, and allow it to be equipped
with its Blockchain credentials (i.e. public and private keys used in the Blockchain) and other
secret information (e.g., the ABE master key). This party will need to have a trusted anchor to
protect this information, and the TPM can be used in order to fulfill this requirement. The SCB
ASSURED D2.5
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Figure 3.1: Overview of the Interactions between SCB and ASSURED Components
will be equipped with a TPM and thus, it can store the Blockchain key and other cryptographic
keys safely. Note that the information stored in the SCB’s TPM may have some differences
compared to a device’s TPM wallet. This is because in the SCB’s TPM, we mainly store its
Blockchain credentials, devices’ authenticated credentials (obtained from the privacy CA) and
the ABE master key.
The SCB will communicate with the Privacy CA in order to get a token, regarding the validation of
its underlying TPM as evidence of its correct authentication. Then, it will forward this token to the
Blockchain CA for been enrolled and getting the appropriate credentials for its subsequent participation in the Blockchain services - especially for the secure interaction with the gRPC server
that is the technical enabler for executing on-chain transactions with the ledger [9]. The SCB will
work with the Blockchain Peer(s) to maintain effective Attribute-based Access Control (ABAC) on
Blockchain data by using smart contracts and the Membership Service Provider mechanism. The
core of the ABAC mechanisms is to enable Blockchain Peer(s) to verify the Verifiable Credentials
(VCs) and Verifiable Presentations (VPs) that are showcased by any device or user (through their
TPM-based Wallet [13]) for proving that they have the correct attributes to access a specific piece
of information that is stored on the ledger.
Two ASSURED components will interact with the SCB: the Policy Recommendation Engine and
the Smart Contract Composition Engine. These building blocks will help the SCB to generate
attestation and data sharing policies to be deployed through smart contracts. Finally, the SCB will
communicate with the ASSURED Data Storage Engine engine to complete the related off-chain
data storage of the attestation evidence. In what follows, we expand on the main functionalities
supported by the SCB.
SCB-F1. First of all, the SCB is able to manage the creation and deployment of attestation
policies and data sharing policies/agreements based on smart contracts through the interaction
with the Policy Recommendation Engine and Smart Contract Composition Engine. The SCB will
act as a trusted operator to produce policies, and will use the Policy Recommendation Engine
and the Smart Contract Composition Engine to convert the policy into smart contract logic (chain
code). The resulting smart contract will be finally deployed on the private ledger. We note that
this stage is completed with the help of the Blockchain private ledger Peer who will accept the
request from the SCB and merge the chaincode on the ledger. We note that the policy-based
smart contract will be used for attestation tasks, while the data-sharing-based smart contract will
be used for further data access control.
ASSURED D2.5
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SCB-F2. The second functionality supported by the SCB is the Attribute-based Access Control (ABAC) mechanism for the ASSURED Blockchain network. The ABAC mechanism is used
to guarantee that internal or external stakeholders who wish to get access to the recorded
attestation-related and operational data shared by devices based on the security and privacy
requirements defined in data sharing should be authenticated and verified via their attributes.
Recall that there will be two trusted Certification Authorities (CA) used here: one is called Privacy
CA, and the other is called Blockchain CA. Original attributes of devices or entities will be verified
by the Privacy CA in the secure enrollment phase. If the new devices would like to enroll to the
Blockchain network, they forward the attributes to the SCB for verification. Note that a new device
should send a digest policy in order to declare an expected state in order to use its attestation
key. Then, if the policy is valid, the SCB will request the Blockchain CA to create certificates for
the devices. The generated Blockchain credentials will be used to verify the entities who enter the
Blockchain and request operations, e.g., data read requests, on Blockchain ledgers. We state that
the Hyperledger Fabric, which will be further expanded upon in the following chapter, enables us
to make use of a mechanism called Membership Service Provider (MSP), in which this mechanism allows Blockchain users’ credentials to be stored on Blockchain Peer(s), so that the Peer(s)
can always verify the identities of users. For example, after receiving a transaction signed by a
device, a Peer is able to use the device’s public key (stored on the Peer’s local database) to verify
the signature so as to confirm if the Peer should reject or accept the transaction request.
SCB-F3. Another important and innovative feature provided by the SCB is the Data Storage and
sharing via the use of searchable encryption components, the Data Storage engine and smart
contracts.
• Data Storage and sharing on the public ledger: After receiving attestation evidence encrypted under ABE from Blockchain Peer(s), the SCB will send this data to the ASSURED
Data Storage Engine. The Data Storage engine will store the data and return the corresponding pointer. The SCB will encrypt the pointer (under its key) and create a searchable
index. It will further calculate the hash value of the pointer, encrypted raw data, and corresponding attestation ID, and request the Peer(s) to merge the hash value, encrypted pointer
and the index structure on the public ledger. External entities will need to send search request, say under some keywords, to the SCB. The SCB will first check via the smart contract
to see if the entities are allowed to access to the corresponding data. If allowed, the SCB
will send a search token to the Peers to perform secure data search on the public ledger.
If the Peers return some matching encrypted pointers, the SCB will decrypt the pointers
and make a digital signature on the pointers before returning back to the entities. With the
pointer signed by the SCB, an entity will request to retrieve the encrypted attestation raw
data from the ASSURED Data Storage Engine, and then use the attribute keys, created by
its host TPM-based Wallet if the correct attributes are present, to decrypt the data.
• Data Storage and sharing on the private ledger: This is similar to the above, except that
there is no need to encrypt the pointer, and in the private ledger we store the hash value,
plaintext pointer, attestation result and the corresponding (attestation) ID. While the internal
parties request to access the data on private ledger, their credentials can be checked via
ABAC before accessing the private ledger data. We note that for the detailed procedure of
the Data Storage and data sharing, please refer to Deliverable D4.3 [10]. We note that the
data sharing will be recorded by the SCB on the ledger(s).
SCB-F4. The SCB will serve as the role of the creator for the master key in the setup stage of the
ABE. And this key will be used to the master to generate and manage other attribute keys. Recall
that the ABE is used by devices to encrypt their attestation/operational raw data.
ASSURED D2.5
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SCB-F5. The SCB will interact with a TPM. We note that this differs from the TPM-based wallet
that the devices are equipped with. In this case, the SCB is able to store its keys on its TPM,
including its Blockchain credential keys, the ABE master key, the keys used in the searchable
encryption engine, and devices’ credentials.
SCB-F6. The SCB will also act as a Tracing Entity in the swarm attestation stage so that any
failed attestation reports can be linked back to specific devices.
The following Table 3.1 puts forth a mapping of the security and privacy requirements (as defined
in D1.4 [5]) that need to be considered for all aforementioned functionalities, of the SCB, towards
supporting the data sharing services defined in Table 2.2.
ID
1

Requirements
SR1: Data Confidentiality and Integrity for exchanged on-chain and
off-chain data

2

SR2: Authorization and
Access Control for onchain and off-chain data

3

SR3: Cryptography for
Data Storage and sharing

4

SR4: User/Device and
Data
Privacy
within
ASSURED
Blockchain
framework

5

SR9: Data Encryption
for attestation data and
pointer

ASSURED D2.5

Functionalities
This is captured by SCB-F2; SCB-F3; SCB-F4. As for the attestationrelated data, in addition to the use of ABE to protect the confidentiality
of the data, the SCB makes use of searchable encryption components to perform secure data sharing without leaking data information
to Peer(s), the pointer(s) can be encrypted and stored on the ledger,
the integrity of the storage is maintained via the use of a hash function.
As for operational data, they are stored in the private data collection
of a specific device so that only authorized devices/users can have
access to it.
This is captured by SCB-F2; SCB-F3; partially SCB-F1. The SCB
will work with the Blockchain Peers to set up access control via the
Blockchain credentials and the smart contract. For example, in the
Safe Human Robot Interaction (HRI) use case in automated assembly lines, an industrial PC embedded with a TPM wallet, which can
control and update programmable logic of the robots comprising the
system, is able to request updated movement logic or attestation results on the robot it controls. Using its Blockchain credentials from the
TPM wallet, this PC is able to gain access to the Blockchain private
channel and request the private ledger’s Peer to retrieve the related
data. This part is guaranteed via the MSP. Then, the Peer will request further verification from the SCB, which is the IoT Gateway in
this case, to verify if the attributes presented by the PC and signed
by the TPM are correct, and most importantly, if this PC is allowed to
gain access the data. This verification is done via the use of smart
contracts. If the verification result is valid, the SCB will grant permission back to the Peer, so that the Peer can retrieve the data back to
the PC.
This is captured via SCB-F2; SCB-F3; SCB-F4; SCB-F5. Several
main cryptogrpahic operations are supported via the SCB: searchable encryption, digital signature, hash function, ABE’s master key
generation. Furthermore, the corresponding cryptographic keys will
be securely stored within the TPM.
This is captured via SCB-F1; SCB-F2; SCB-F3. The data sharing
policies are well-defined and deployed on the ledger for smart contract
execution. The chaincode cannot be easily readable by Blockchain
users, which means that the data sharing policies (e.g., how a piece
of data should be shared, and shared with whom) could be protected
to some degree. The searchable data and storage pointers are safely
protected. In addition, the use of DAA by the devices enables the SCB
to verify the signatures (i.e., the devices’ credentials) without being
able to make links to the devices (i.e., protecting device privacy).
This is captured via SCB-F3; SCB-F4. The pointer is protected via
encryption and similarly, the attestation raw data is encrypted under
ABE.
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6

7

8

9

SR10: Trustworthiness
of Exchanged On-Chain
and Off-Chain Data
SR11: Entity Authentication for internal and external entities in data access
SR12: Operational Assurance for internal and
external entities

SR13: Non-repudiation
and Accountability of
Data Sharing Actions

This is captured via SCB-F2; SCB-F3.
The data source attributes/identities are provided via Blockchain credentials, data exchange operations are recorded, and data sharing is secured.
This is captured via SCB-F2; SCB-F3. The data sharing entities can
be verified via ABAC.

This is captured via SCB-F1; SCB-F2; SCB-F6. The attestation policies are set and implemented via the chaincode so that devices understand how to perform attestation and the corresponding verification. Similarly, the devices and external parties know how to perform
secure data access via the data sharing based smart contract under
the guidance of the Peer(s) and the SCB. The SCB and the Peer(s)
will authenticate and verify any Blockchain users, who access to channels and ledgers. Meanwhile, they will record the users’ behaviours
and the corresponding behaviours’ results, e.g., failed attestation reports, on the ledger for monitoring and auditing.
This is captured via SCB-F2; SCB-F3; SCB-F5; SCB-F6. The data
sharing done by the SCB and others cannot be denied because the
SCB will record the data sharing on the ledger. Meanwhile, the pointer
will be signed by the SCB, showing that it is a granted and un-deniable
pointer issued by the SCB. The SCB-F5 helps the SCB to store the
signature key pair, i.e., its Blockchain credential keys.

Table 3.1: ASSURED SCB: Requirements and Functionalities

3.2

Blockchain Peer

In the ASSURED Blockchain framework, as aofrementioned, the Blockchain Peer(s) acts as
trusted operators of the attestation services meaning that they provide the necessary interfaces [9] for the secure on-chain interaction of the deployed devices and users with the distributed
ledgers; either for reading attestation policies and recording attestation results or enabling the
query of specific attestation evidence data even when stored in an ecnrypted format (through the
ASSURED Searchable Encryption scheme [10]). The Blockchain Peers mainly interact with the
following ASSURED components (as depicted in Figure 3.2): (i) SCB so that they can offload
any access control functionalities prior to allowing an entity to get on any services as pertains to
stored information, (ii) Blockchain Orderers for making sure of the correct block construction (either depicting attestation policies or attestation results) prior to their recording on the ledger, (iii)
the Blockchain clients which essentially constitute the deployed devices trying to securely interact
as part of the attestation process or external stakeholders that try to verify the correct state of any
of the devices comprising a safety-critical service graph chain, and (iv) both the permissioned
and permissionless ledgers.
The interaction with the SCB involves dealing with the data access requests, which are processed
by the SCB for verifying the requestors’ attributes. As described in D4.5 [13], all certified attributes
are presented by the data requestors through Verifiable Presentations (VPs), self-issued by the
underlying TPM Wallet, based on the verifiable credentials that were issued by the Blockchain CA
during the registration and enrollment of the requestor in the overall network. ASSURED is the
first of its kind to propose the use of hw-based keys (enabled by the DAA scheme) for protecting
the management of such VPs and VCs by the wallet. In this context, the devices (as Blockchain
clients) are those who can issue write, read and update requests to the Peer(s). The clients
themselves, with restricted resources, are basically not recommended to install heavy clients’
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API. Therefore, we leverage the Blockchain Peer(s) in order to handle on-chain data operation
for the clients. To this end, we set the Blockchain Peer(s) act as the “bridge” for the clients, e.g.,
devices, to execute and maintain Blockchain-based operations.
Once the ASSURED Blockchain network is generated, the Blockchain administrator is responsible for the instantiation of the Blockchain Peer(s) [9]. The Blockchain orderer(s) are used to order
the received transactions and further form them into a block. The interactions between Peer(s)
and orderer(s) are necessary for block generation and merging on Blockchain ledgers. Overall,
the Blockchain Peers should have the following functionalities:
Peer-F1. Each Peer is essentially a gPRC Server, as described in D5.2 [9], who is able to maintain a bi-directional stream active with all registered members of a channel. This enables both the
communication from the Peer to a device (e.g., when a new policy is deployed on the ledger, all
registered devices are automatically notified about this event), and the communication from the
devices destined to the Peer, especially, when it comes to the recording of an attestation result.
A Peer should store all the Blockchain client IDs along with their credentials in its local database,
where those clients should belong to the channel managed by this specific Peer, and have been
registered to the Blockchain CA. We note that the Peer will periodically receive credential updates from the Blockchain CA. For instance, a new or existing device may require the Blockchain
CA to issue new or updated credentials due to a change in the status of some of its (certified)
attributes. These credentials are sent to and kept by the device, and are stored in the Peer. Each
Blockchain Peer can manage a local folder/database where all the necessary credentials (e.g.,
devices’ Blockchain public keys) are stored, and this folder is usually called the MSP folder. The
stored files can help the Peer to correctly and safely verify the validity of the devices’ credentials.
For example, a device can use its own Blockchain private key to sign a transaction and send
the signature along with the transaction to the Peer, so that the Peer can use the stored and
corresponding public key to verify the signature.
Peer-F2. Each Peer is able to check the credentials of a Blockchain client. A client is referred to
an entity that does not store the ledger locally. For instance, a device, an external party or the
SCB can be seen as some of the clients of the ASSURED Blockchain network. The Peer can
verify the client’s credentials and either choose to perform further operations on ledger, or to reject
the request. Furthermore, the Peer is allowed to work with the SCB to check the data sharing
policy on the chaincode to verify the access rights. Recall that in the ASSURED Blockchain
framework we leverage Attribute-based Access Control (ABAC) [13]. The ABAC is supported by
both the Peer(s) and the SCB via the use of MSP and data sharing based smart contracts. The
first check is done by the Peer(s) using the MSP. In this case, the request is sent and signed
by a device (through the self-issed Verifiable Presentations), and will be verified by the Peer(s)
with the MSP. If the device’s Blockchain credentials are invalid, the Peer(s) will turn down the
request immediately. Otherwise, the Peer(s) forward the request (and VPs) to the SCB for further
verification. In the SCB, the data sharing policy, from the chaincode, is used to verify the device’s
attributes and the corresponding access rights. If all are valid, then the SCB can send back a
permission to the Peer(s) so that data operations on the ledger can be done, such as reading or
writing ledger data. The verification results, from both the Peer(s) and the SCB, will be sent back
to the device, as well as the corresponding request results if all checks are valid.
Peer-F3. Each Peer is allowed to receive valid transaction requests (i.e., requests sent by valid
Blockchain clients). For example, a client sends a data update request as a transaction to a
Peer, such as an execution of an (attestation contract) function in the chaincode. The Peer can
afterwards execute the transaction. We note that the transaction may include the request for the
execution of the smart contract. The transaction could also include the read and write requests
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Figure 3.2: Positioning of the Blockchain Peer in the ASSURED Ecosystem
on the ledger, and the final status of the execution will be reflected and saved on the ledger.
Peer-F4. Some special Peer(s) act as orderers who receive transactions and their results from
the clients, and are further required to group and order the given data into a block. As suggested
by their name, ordering transactions is their main task. We note that the Merkle tree, formed
with the hash digests of all the transactions, is included in the block, which is used to guarantee
the integrity of transactions. This operation is used for supporting the recording of all attestation
results on the ledger: A Verifier, after the execution of one of the attestation enablers [6] with a
Prover, it provides the (signed) results of the attestation execution (following the data model defined in Section 4.2.1) to the Blockchain Peer who, in turn, verifies the signature and correctness
of results prior to recording them on the ledger.
Peer-F5. Each Peer is able to receive the block sent by the orderer(s) and have further validation
on the block to check if the transaction and the corresponding results are correct. If the validation
is successful, then the Peer will merge the new block on the local ledger.
Peer-F6. Each Peer is able to record devices’ requests and the corresponding requests’ results
(e.g., data sharing operations, attestation results) as a log, and this log may be stored on the
ledger.
The following Table 3.2 puts forth a mapping of the security and privacy requirements (as defined
in D1.4 [5]) that need to be considered for all aforementioned functionalities, of the Blockchain
Peer, towards supporting the data sharing services defined in Table 2.2.
ID
1

Requirements
SR2: Authorization and
Access Control of OnChain Data
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Functionalities
This is captured by Peer-F1; Peer-F2. The Peer will work with the SCB
to maintain access control via the use of Blockchain credentials and
smart contracts.
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2

SR3:
Cryptographic
Operations for On-Chain
Data

3

SR10: Trustworthiness
of Exchanged On-Chain
Data
SR11:
Entity Authentication for Blockchain
Users
SR12: Operational Assurance for On-Chain
Actions

4

5

6

7
8

SR13: Non-repudiation
and Accountability of
On-Chain Actions
SR1: Data Integrity for
On-Chain Data
SR16: Ledger Security

This is captured via Peer-F2; Peer-F3. Several main cryptographic
operations are supported via the Peer: Searchable Encryption - with
the search token given by the SCB, the Peer is able to search on
either the public or the private ledger; Digital Signature - with the
support of the SCB, the Peer can validate the VC or VP of a device;
Hash Function - with the use of the Merkle tree (which is a foundational component supported by the Hyperledger Fabric, like other
Blockchain platforms), the Peer can produce a hash digest for each
transaction within a block to maintain data integrity. In addition, the
corresponding Blockchain credential keys of a Peer will be securely
stored within its embedded TPM.
This is captured via Peer-F2; Peer-F3; Peer-F5. The data source attributes are verified via Blockchain credentials, data operations are
recorded and validated on the ledger.
This is captured via Peer-F1; Peer-F2. The Blockchain entities can be
verified via ABAC.
This is captured via Peer-F1; Peer-F6. The attestation and data sharing policies are set and implemented via chaincode, and can be further executed by Peer(s). The signatures which are created by all the
Blockchain users can be correctly verified by the MSP folder. The operations are subsequently recorded by the Peer(s) and stored on the
ledger.
This is captured via Peer-F1. Since the transactions and messages
are sent by clients, Peers and orderers will be signed via digital signatures, so that their source cannot be disputed.
This is captured via Peer-F4. The Merkle tree is used to guarantee
the on-chain data integrity.
This is captured via all functionalities of the Peer. Much like other
Blockchain platforms, the ASSURED blockchain will use a Merkle tree
to enhance the integrity of ledger data. Identity/credential authentication can be done via signature verification, and ledger data validation
can be provided by the Peer. In addition, auditing for data access and
sharing can be captured by Peer-F6, along with other operational and
attestation data stored on ledger.

Table 3.2: ASSURED Blockchain Peer: Requirements and Functionalities
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Chapter 4
Policy Enforcement through Smart
Contracts
4.1

Smart Contract Composition Engine Overview

As it has been outlined in D2.2 [8], the Risk Assessment engine takes into consideration the
identified vulnerabilities of each hardware asset that runs multiple software processes, as well as
the list of possible attestation tasks that can be performed in order to mitigate these vulnerabilities. Afterwards, by taking into consideration the constraints of the aforementioned software and
hardware assets, the Policy Recommendation Engine generates the MSPL scheduling attestation policies that should be enforced at the edge devices. These policies are then forwarded
to the Security Context Broker (SCB), who is responsible for formulating the Smart Contracts
based on these policies, and deploying them to the permissioned ledger.
In the ASSURED framework, the SCB is provided with a Smart Contract composition engine to
generate attestation-based smart contract logic. The core interactions between the two parties
are described as follows. When the SCB receives the attestation policies as mentioned above,
it provides them as input to the Smart Contract composition engine, which aims to translate
the descriptions of the policies into programmable algorithms (e.g. by using Javascript). Next,
the engine will compile these algorithms into a format that is recognizable by the blockchain
ledger, i.e., in chain code, which will only be deployed to, as well as readable and executable
by, the ASSURED blockchain ledger.
The Smart Contract composition engine will then send the generated code proposal as a transaction to the appropriate blockchain Peer(s), who will then deploy the chain code to their respective local ledger(s). Then, the attestation smart contracts can be used in order to perform
the specified attestation related operations. In the following, we focus on the technical details
of the enforcement of policies through Smart Contracts, including the functions used in their implementation, the registration and deployment of the Smart Contracts, as well as the querying
process performed by the SCB in order to acquire data from blockchain Peers to store them on
the off-chain database.
Next, we provide some information regarding the aforementioned Peers, which will be useful in
order to describe the implementation details of the Smart Contract Functions. Peers are responsible for maintaining the state of the network and a copy of the ledger. In this context, there are
two different types of peers: endorsing and committing Peers:
• Endorsing Peers: When a transaction is proposed, these Peers can simulate and endorse/approve the transaction. After the transaction is endorsed, the transaction will be
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submitted to the Blockchain.
• Committing Peers: Once the transaction is submitted, these peers verify the endorsements, validate the transaction results, and commit the transaction to their Ledger.
Note that there may be an overlap between endorsing and committing peers. Specifically, endorsing peers can be seen as a subset of the set of committing peers, since all Peers can commit
blocks to the distributed ledger. The operation mode of the Peers can be configured during network design, so that a set of Peers can operate only as endorsers, while another set can only
operate as committing Peers. It is also possible to balance multiple requests to different endorsers to achieve better throughput, or to send a request to multiple endorsers in parallel to
achieve reduced latency.

4.2

Smart Contract Functions Implementation

The motivation behind the implementation of the smart contract functions, as well as the basic
innovation of the use of smart contracts in ASSURED, is the deployment and enforcement of
attestation policies in a certifiable and auditable way. To this end, we next provide the list of Smart
Contract functions that have been implemented in the 1st release of the ASSURED platform
(month 18), or are scheduled for the 2nd release (month 30).
Note that the ASSURED implementation utilizes the Hyperledger Fabric application development framework [3], integrated with the gRPC [2] remote procedure call (RPC) framework. This
will be further analyzed in D5.2 [9], where we provide further details on the implementation of the
blockchain infrastructure. Note that the Fabric utilizes the Go language, in which the functions
presented in this section were implemented. Note that, in the GO language, fields and variables
are split into two categories:
• Exported, whose names start with an Uppercase letter, and are visible to other packages.
• Unexported, whose names start with a lowercase letter, and are only visible within their
own package.
In ASSURED, in order to facilitate the overall flow, each of the implemented Smart Contract
functions belong to one of these two categories, depending on their domain of execution. For
example, CreatePolicy is an exported function (note that the first letter is in uppercase), as it
can be invoked by the SCB throgh the Fabric SDK GO in order to deploy a new Policy under a
unique PolicyID in the ledger. On the other hand, getStatePolicy() is a unexported function
(note that the first letter is in lowercase), which aims to provide the ability for a function to retrieve
a Policy struct, after providing its PolicyId.
The implemented functions are listed in Table 4.1.
Type

Smart Contract Function

Description

Release

E

CreatePolicy()

This function is called from the side of the Security Context Broker
in order to create a Smart Contract based on an MSPL policy and
store it in the ledger. There, it will be accessible by the device that it
is intended for, and it is tied with a Device ID by which it is identified.

1st
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E

ReadPolicy()

E

NonceGeneration()

E

CreateAttestation
Report()

E

CreateMetadataAnd
ControlDBPointer()

U

getStatePolicy()

U

isReportIdExists()

U

searchByPartial
CompositeKey()

U

hashSHA3Hash512()

U

getCollectionName()

ASSURED D2.5

This function can be evoked by a device, when it gets notified about
the deployment of an Attestation Smart Contract on the ledger. Essentially, the device connects to the blockchain Peer in order to execute this function, so that it can either query if the newly deployed
policy is destined for the querying device based on the Device
ID contained in the policy, or to check all policies that are intended
for the Device ID of the querying device. Prior to the device being
able to query for a policy, it will be checked whether it has the correct
privileges and attributes for accessing the policy.
Prior to the execution of a policy, it needs to be ensured that the execution instance is fresh and not a result of a replay attack, which
would aim to repeat a previously correct execution of an attestation process by a compromised device. To address this kind of
attacks, this function creates a random but reproducible nonce
as an attestation challenge and is executed by the Blockchain Peer
upon request by the device through gRPC APIs.
After executing an attestation policy, the device needs to communicate with the Blockchain Peer to create an attestation record on
the ledger. This function sends the attestation result to the Peer,
signed by both the Prover and the Verifier’s Attestation Keys (AKs).
Upon verification of the attestation results, the Peer creates an attestation report with all the necessary information, including the
previously generated nonce that was used for the particular attestation task. This function enables ASSURED to provide a traceable,
auditable and accountable attestation process.
Appends metadata and a controlDBPointer to a previously written
attestation report and stores it in the ledger. When the aforementioned attestation report is sent to the Blockchain Peer, raw traces
are produced as part of the attestation report, which are stored in
an offline database. The pointer created with this function is stored
on the ledger and points to these traces.
As aforementioned, the ReadPolicy() function can be evoked by
a device in order to query about whether a newly deployed policy is
intended for it by checking the DeviceID. If it is, this function is called,
which returns the corresponding policy record, that is flagged as
accessible to external stakeholders.
As aforementioned, it is possible to store an attestation report on
the ledger under a specific PolicyID, which is characterized by a
ReportID. This is a helper function that can be called in order to
determine whether there are two different attestation reports with
the same ReportID stored under the same PolicyID.
In ASSURED, it is possible to create composite keys by using the
PolicyID, DeviceID and TaskID values, so that it can be tied to a
specific policy, device and task. This function searches the records
of existing composite keys to find whether a record exists in the
Blockchain.
Applies the SHA3-512 hash function to a set of data in order to
produce their hash value. This can be used to create the aforementioned composite keys, or to produce hashes of the PolicyID,
DeviceID or TaskID for the sake of preserving privacy.
Private data collections are predefined data collections, usually in
JSON format, that stakeholders can use in order to keep transactional data private, in the context of the a Hyperledger Fabric
blockchain consortium. This function finds the correct private collection name and extracts it from the MSP ID of the submitting client.

1st

1st

1st

1st

1st

1st

1st

1st

1st
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U

verifyClientOrg
MatchesPeerOrg()

E

Attestation
Verification()

E

ValidateReport
Signature()

U

getAttributes()

U

endorsementPolicy()

E

GetAR()

E

GetARBasedOnDID()

E

GetARBasedOnAType()

E

GetARBasedOnTime()

Used when a client submits a request to a Blockchain Peer within
their organization, and it identifies that the client organization ID
and the Peer organization ID match, so that a client from another
organization does not attempt to read or write private data from this
Peer.
This function is called by the Verifier during an attestation process,
and it can verify whether the configuration data traced by the Prover
match the trusted reference values stored at the side of the Verifier.
The output of this function is binary, whether the attestation is successful or not, and can be used both in the case of Control Flow
Attestation (CFA) and Configuration Integrity Verification (CIV).
After an attestation report has been generated, this function can be
called to verify whether the signature of the provided attestation report has been created by a valid TPM, that has already been registered and enrolled in the system in a secure and verifiable manner.
After this is validated, theattestationVerification() function
can be called.
In ASSURED, attribute based encryption has been implemented,
which enables the encryption of data, so that it can only be decrypted by a device that exhibits specific attributes. In this case,
and in case of any other operation that requires a device to possess
specific attributes, this function is called in order to verify whether
the requesting device possesses these attributes, so that the operation can be permitted. This functionality is referred to as Attributebased Access Control (ABAC).
This function specifies the set of Blockchain Peers via policy control,
which are responsible to execute the smart contract, and validate
the output of the process. This function is executed automatically by
the SCB when an attestation spart contract is deployed, and allows
endorsings to check that all the credentials used in the attestation
process are valid.
As it was previously mentioned, attestation reports can be created
and stored at the ledger in order to maintain the traceable, auditable
and accountable nature of the ASSURED attestation process. To
this end, this function can be called in order to retrieve all the attestation reports stored in the ledger, which have been recorded by the
devices comprising the target ecosystem.
Similarly to the above, this function poses a query to the ledger in
order to retrieve attestation reports based on a specific DeviceID.
Thus, it returns the entire chain of attestation reports for a specific
device, producing a complete log on the assurance level of the device.
Functions similarly to the above, but is used to query for, and retrieve, attestation reports that have been generated by using a specific type of attestation (e.g., CFA, CIV).
This function can be used to query for attestation reports that have
been performed on a specific device, that have been performed
within a specific time window.

1st

1st

2nd

2nd

1st

1st

1st

2nd

2nd

Table 4.1: ASSURED Smart Contract Functions

4.2.1

Smart Contract Data Model Definition

Next, we provide descriptions for the data models that are used in the context of Smart Contract
definition, in order to facilitate the operational needs and functional specifications of ASSURED in
regards to the deployment of attestation policies, as well as the secure sharing of the attestation
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results. These models are presented in the form of data structures, comprised of fields in the
form of a JSON schema, which represents the properties that need to be contained in each
structure.
We define several different types of data structures, depending on the context of the task that
they will be used in, and the data that they need to contain. The defined data structures are given
below, and the fields contained in each structure are given in the Tables listed in each type of
structure:
1. Policy Data Structure (Table 4.2): This is one of the most important structures in ASSURED, since it contains all necessary information in order to define a Policy. It is primarily used by the SCB, which is responsible for formulating the Policies. After invoking the
CreatePolicy() function, the Policy structure is stored in the Blockchain Ledger.
2. AttestationTask Data Structure (Table 4.3): Is contained within the Policy Data Structure
under the name Task, and contains information regarding the attestation tasks that each
device is eligible to perform.
3. AttestationReport Data Structure (Table 4.4): Is contained within the Policy Data Structure under the name Report, and contains information regarding the attestation report results after the attestation is concluded. It is primarily used by the devices which are responsible for formulating the attestation report. After invoking the CreateAttestationReport()
function, the report is stored in the ledger, under a unique PolicyID.
4. AttestationPKI Data Structure (Table 4.5): Is contained within the Attestation Report Data
Structure, under the name AttestationPublicKeys, and contains information regarding the
Public Keys of the Prover and the Verifier that are used during an attestation process.
5. PrivateControlFlow Data Structure (Table 4.6): This is a special structure that is stored
in a private collection under a unique ReportId, after the CreateAttestationReport()
function is invoked by a device.
6. ControlFlowData Structure (Table 4.7): Temporarily exists only in the PrivateControlFlow
Data Structure, and contains information regarding the control flow traces that were attested, after the attestation is concluded.
7. PrivateNonce Data Structure (Table 4.8): During the attestation process, a random
nonce is generated by the Blockchain Peer, when invoked by the TPM-based Wallet of
the Verifier. This nonce should be signed by the device to be attested, so that the Verifier
can ensure freshness and protection from replay attacks. However, until the attestation
task is executed, the nonce should remain private. To this end, the purpose of this data
structure is to store the nonce in a private collection until the attestation task is completed. Then, when the Prover device sends the Attestation Report to the Blockchain Peer,
it also includes the nonce. Then, the Peer can verify if the correct nonce was used, which
constitutes an indication that the Verifier is trustworthy.
8. Nonce Data Structure (Table 4.9): As previously mentioned, the nonce used in an attestation task should be added to the Attestation Report that is sent from the device to the Peer.
This data structure, which is contained in the AttestationReport Data Structure under the
name NonceUsed, contains the nonce that was used as a challenge during the attestation
and is used by the Blockchain Peer in order to ensure the validity of the attestation.
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Name
PolicyID

Data Type

CreatedAt

string

Devices

[]string

SecurityOperation

string

DeviceCharacteristics

[]string

ASSURED D2.5

string

JSON Schema
‘json:”policyID”‘

Description
String identifier that is used
as a unique key for depicting a specific policy. It is
also required so that devices are able to query for
a specific policy, based on
the required functionality to
perform.
‘json:”createdAt”‘
String identifier that contains the creation date of
the policy. Used for complex queries on the ledger
that are based upon creation date of a Policy.
‘json:”devices”‘
An array of strings that contains the DeviceIDs that the
policy is intended for. After
being notified about the deployment of an Attestation
Smart Contract, the device
can query the ledger in order to read the Attestation
Tasks of this PolicyID.
‘json:”securityOperation”‘
A string identifier that denotes where the device is
operating, either on the
cloud or on the edge.
‘json:”deviceCharacteristics”‘ The list of characteristics
that a device should possess, in order to be able to
execute this particular policy. These characteristics
should be present in order
to successfully execute the
policy and to be able to execute the internal attestation tasks in terms of available resources, such as
the installed OS, the CPU
or the memory characteristics. Note that, in this
case, a chain of policies
can be defined in order to
verify the presence of these
characteristics. For example, if there exists one policy that dictates a required
characteristic of the device,
such as a specific OS, there
should also be an additional
policy, that verifies that the
device operates on the particular OS.
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ListOfAccessAttributes []string

Task

[]AttestationTask

Report

[]AttestationReport

TraceDBPointer

string

‘json:”listOfAccessAttributes”‘ The attributes that a device must have so that it
can read this particular policy. For example, in the
context of the smart manufacturing use case, there
will be different policies per
manufacturing floor. Therefore, an attribute in this
case would represent that
this specific ID is part of
the manufacturing floor for
which this policy pertains to.
‘json:”task”‘
An array of AttestationTask
structs that each device in
the Devices field is going to
read and the perform the required attestation tasks, depending on the Resources
that need to be attested.
‘json:”report”‘
An array of AttestationReport structs that each
device will populate with
their respective ControlFlow
traces after the attestation
is concluded.
‘json:”traceDBPointer”‘
A string identifier that is
used by the SCB in order
to store the value of the primary key, after the system
traces are stored in an offchain database.

Table 4.2: Policy Data Structure
Note that, in regards to the Policy Data Structure given in Table 4.2, it is possible that some
aspects may change in the second release. For example, instead of using an array of AttestationTasks, an approach that could be followed in order to reduce complexity and execution/endorsement time could be to use Go HashMaps as map[string]*AttestationTasks,
where the key will be the TaskID and the value will be a pointer to the AttestationTasks. Similarly to the Report field, a Go HashMap could be defined as map[string]*AttestationReport,
where the key will be the ReportID and the value will be a pointer to the AttestationReport.
Name
TaskID

ASSURED D2.5

Data Type

string

JSON Schema
‘json:”taskID”‘

Description
A unique string identifier that is
used in order to represent a specific instance of an attestation
task. This is used as a unique key
identifier of the task, and may be
used in order to identify complex
queries on the ledger, which may
consist of multiple tasks, which are
identified with their TaskID.
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TypeID

string

ResourcesToBeAttested

[]string

ExecutionCondition

[]string

‘json:”type”‘

A string identifier that is used in order to describe the type of attestation task. Specifically, the value
0 represents Configuration Integrity Verification, and the value
1 represents Control Flow Attestation.
‘json:”resourcesToBeAttested”‘ Each policy depicts the execution
of an attestation task, or a series of
attestation tasks. Each attestation
task, especially CFA (since we refer to property-based attestation),
should trace and attest to specific system properties and software functions. This field is a
list of system properties and resources to be considered for attestation per attestation enabler.
For instance, in the context of CFA,
this can be a list of software functions to be attested, and in the context of CIV, it can consist of the type
of configuration binaries to be attested.
‘json:”executionCondition”‘
Containsany dependencies in
terms of the order of execution with any other processes
or attestation tasks to run in the
device. Such dependencies are
also extracted from the policy
(as part of the attestation policy),
since the Policy Recommendation
Engine calculates the order of
execution of all tasks per each
device, in order to enhance the
level of trustworthiness of the
entire service graph chain.

Table 4.3: Attestation Task Data Structure
Name
ReportID

Data Type

string

JSON Schema
‘json:”reportID”‘

DeviceID

string

‘json:”deviceID”‘

ASSURED D2.5

Description
A string identifier that is
used as a unique key for
identifying a specific attestation report.
Complex
queries on the ledger involving multiple reports utilize the reportID field to
identify the relevant reports.
A string identifier that is
used to indicate the device
that creates the attestation
report.
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TaskID

string

RecordedAt

string

ListOfAccessAttributes []string

Result

bool

Signature

string

AttestationPublicKeys

AttestationPKI

TypeOfPublicKey

typeOfPublicKey

ASSURED D2.5

‘json:”taskID”‘

A string identifier that is
used to designate the
TaskID of the task that was
performed, and based on
which the attestation report
was generated.
‘json:”recordedAt”‘
A string identifier that contains the creation date of
the attestation report. Complex queries on the ledger
may be based upon this
field.
‘json:”listOfAccessAttributes”‘ This field refers to the list
of attributes that a device or
party must possess, in order to be able to read this
particular attestation report.
‘json:”result”‘
Contains the result of the attestation, which can either
be pass or fail, depending
on whether the attestation
was successful or not.
‘json:”signature”‘
The signature contains two
parts: i) The signature on
the system measurements
that were provided by the
Prover to the Verifier, and
ii) the signature by the Verifier that performs the verification and provides the results. Both these signatures
are created through the Attestation Keys of their respective TPM wallets, and
are used in order to verify
the integrity of the data.
‘json:”attestationPublicKeys”‘ An AttestationPKI struct,
which contains x509 public key signatures of the
Prover and the Verifier in
string form.
‘json:”typeOfPublicKey”‘
An enumeration type identifier, which is used to indicate the type of the public key, which can either
be Elliptical Curve (EC)
or RSA. Note that, although the typeOfPublicKey
is kept as an enum field
(EC or RSA) of the Attestation Report, it can be also
retrieved directly from the
Public Key [1].
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Hash

string

ControlFlowDBPointer

string

Metadata

[]string

NonceUsed

Nonce

‘json:”hash”‘

Contains the hash value of
the attestation report, which
is calculated by the Verifier
and signed with its Attestation Key.
‘json:”controlFlowDBPointer”‘ A string identifier, that is
used by the SCB to store
the value of the primary
key of the attestation control
flow after the attestation report is concluded, in an offchain database.
‘json:”metadata”‘
An array of strings that is
used by the SCB to store
ABE encrypted metadata
after a attestation report is
stored in the ledger.
‘json:”nonceUsed”‘
A Nonce struct that contains information regarding
the Nonce that was used by
the TPM as a nonce challenge prior to attestation.

Table 4.4: Attestation Report Data Structure
Name
AttestationPKIProver

Data Type

AttestationPKIVerifier

string

string

JSON Schema
‘json:”attestationPKIProver”‘

Description
A string identifier that is
used to hold the Public part of the Prover’s
AK, which is used to sign
the traced configuration or
control-flow data, in order to
be sent to the verifier.
‘json:”attestationPKIVerifier”‘ A string identifier that is
used to hold the Public
part of the Verifier’s AK,
which is used to sign the
attestation report, after the
attestation process is complete.

Table 4.5: AttestationPKI Data Structure
Name
ReportID

Data Type

string

JSON Schema
‘json:”reportID”‘

Flow

[]ControlFlow

‘json:”controlFlow”‘

Description
A string, which is used as a
unique identifier when Control Flow data is stored in a
private collection.
An array whose elements
are struct-type Control Flow
data, that are stored in the
private collection under the
ReportID key.

Table 4.6: PrivateControlFlow Data Structure

ASSURED D2.5

Page 29 of 55

D2.5 - Security Context Broker Specification and Smart Contract Definition & Implementation for
Policy Enforcement

Name
SymbolName

Data Type

string

JSON Schema
‘json:”symbolName”‘

LibraryOrBinary

string

‘json:”libraryOrBinary”‘

InstructionPointer

[]string

‘json:”instructionPointer”‘

Description
Denotes the software function name, whose execution
we need to trace.
In the context of CIV attestation, this contains the
name of the library or binary that needs to be verified through the attestation
process, in order to ensure
that it has not been manipulated or tampered with.
Contains the representation
of the Control Flow Graph,
meaning the sequence of
instructions that were executed and traced in the context of the software function indicated by the SymbolName field.

Table 4.7: ControlFlow Data Structure
Name
PolicyID

Data Type

string

JSON Schema
‘json:”policyID”‘

DeviceID

string

‘json:”deviceID”‘

TaskID

string

‘json:”taskID”‘

Nonce

Nonce

‘json:”nonce”‘

Description
A string identifier of the policy that the nonce corresponds to.
A string identifier of the device that the nonce corresponds to.
A string identifier of the task
that the nonce corresponds
to.
The nonce struct, that is
used to store information regarding the nonce that is
used to make a nonce challenge prior to the attestation
of the device.

Table 4.8: PrivateNonce Data Structure
Note that, in the PrivateNonce Data Structure given in Table 4.8, the PolicyID, DeviceID and
TaskID fields can also combined in one composite key, in order to hash it using the unexported
function hashSHA3Hash512(). The hashed data key is then used as a unique Id where the nonce
is stored in the private collection.
Name
Nonce

ASSURED D2.5

Data Type

string

JSON Schema
‘json:”nonce”‘

Description
Refers to the byte array,
containing the random
value that is used in order
to ensure freshness of an
attestation process, and to
protect from replay attacks.
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BlockNubmer

‘json:”BlockNumber”‘

string

In order to ensure that the
nonce is random and reproducible, it should be
based on the ID of a specific block on the ledger.
This field contains the ID of
the block that was hashed
in order to create the nonce,
so that the nonce can be reproducible.

Table 4.9: Nonce Data Structure

4.2.2

Smart Contract Creation

Recall the functions that were previously defined in Section 4.2 and constitute the basis for the
implementation of the Smart Contracts to be used in the context of ASSURED. Next, we provide
the implemented code for each of these functions, as well as a description of their operation.
Note that in the following description, we follow the process that is followed starting from the
generation of an attestation policy by the Policy Recommendation engine, and ending at the
deployment of this policy as a Smart Contract.
In the first step of this process, the Security Context Broker calls the CreatePolicy() Function,
shown in Figure 4.1, when it receives the attestation policies sent by the Policy Recommendation Engine (PRE). Then, the SCB unpacks the data from the received policy, and formulates a
CreatePolicy transaction request. Next, the SCB sends the transaction request to a bidirectional streaming go-GRPC server. The server receives the streaming request and uses Go
reflection to determine the name of the struct, in order to redirect it to the appropriate function,
which is the CreatePolicy() function in this case. The server interacts with its internal FabricGo-SDK module, i.e., the library that offers the connectivity to the HyperLedger Fabric Blockchain
infrastructure, and the following steps are followed in order to create the Smart Contract:
When a transaction comes for an operation that comes from a user of device, where the attributes
need to be checked, then the certificates need to be sent together in order to do attribute-based
access control. When a transaction comes from a blockchain component, in this case with CreatePolicy, the transaction does not come from a device or user. It comes from the SCB. This is a
component that doesn’t have a certificate. It will use the system credentials.
Note that i
1. The SDK sends a transaction proposal to one or more endorsing Peers. Note that, in
this case, as well as in any other case where the transaction is initiated by an ASSURED
Blockchain-related component (such as the SCB, the Smart Contract Composition Engine,
or the endorsement Peer), there is no access control performed, and the interaction is
based on system credentials. However, in cases where a transaction is initiated by a
device or a user, as it will be shown later in functionalities such as the creation of the
attestation report, the reading of a report or the reading of a policy, an attribute-based
access control is going to be done on the chaincode based on the verifiable presentations
that will be provided by the device on the user, leveraging the verifiable credentials managed
by the TPM wallet. This functionality will be described in detail in D4.5 [13], and it will be
implemented in the second release.
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Figure 4.1: CreatePolicy() SC Function
2. The endorsing Peer simulates the transaction using the chaincode, the current state of the
ledger, and the provided parameters from the request.
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3. The Peer returns the result of the simulation to the SDK. The result is a set of keys/values
that were updated during the simulation. This is intended to ensure that there are no repeating identifiers for the different policies that may be created and committed to the ledger.
The simulation process is further analyzed in Section 4.2.3.
4. The SDK collects this set, signs it with the private key, and sends it to the ordering service.
Note that there can be more than one key/value set, depending on whether the transaction
proposal was sent to one or multiple Peers.
5. The ordering service validates the signature and sets, and places them in a queue.
6. When the queue is full, or after a predefined time period passes, the order takes these sets,
packs them in blocks, signs the blocks and sends the blocks to the Peers.
7. The Peers validate the signatures, and check that the state of the ledger is the same as the
state of the ledger at the time that the simulation was executed.
8. If the validation is successful, this transaction updates the ledger, and returns an event back
to the GRPC server. Otherwise the transaction is stored in the Blockchain, but the ledger is
not updated.
9. The GRPC server receives the event.
10. Finally, the GRPC server deploys the results to all devices that this policy is intended for.

Figure 4.2: ReadPolicy() SC Function
Once the attestation policies have been committed to the ledger, the ReadPolicy() Function,
shown in Table 4.2 is used in order to retrieve a policy struct. This function is mostly used by
devices that need to apply the policies that are intended for them. Specifically, when a device
receives an event regarding the existence of a new policy, the workflow of actions is as follows:
1. The device extracts the PolicyID from the event and formulates a ReadPolicy transaction
request.
2. the device sends the transaction request to a bidirectional streaming go-GRPC server.
3. The server receives the streaming request and uses Go reflection to determine the name of
the struct, in order to redirect it to the readPolicy function, named after the corresponding
chaincode function.
4. The server connects to the Fabric-Go-SDK. Since ReadPolicy() relies on the getStatePolicy() function, this connection is formulated as a query. This query is essentially a chaincode
invocation, which reads the current state of the ledger, but does not write to it.
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5. The chaincode function queries a certain PolicyID key on the ledger.
A client application, which is part of the TPM wallet running on a device, can submit such a readonly transaction. This is part of a functionality offered by ASSURED, which serves to create an
attestation history chain per device on the ledger, where each such request performed by a
device is recorded. This attestation history chain provides auditable evidence of these transactions, and can be read by anyone who may require such evidence, for example a certification
body.
However, this can also be used by a device that aims to communicate with another device, but
first requires security guarantees prior to communication. In this case, normally the procedure
would involve running the attestation protocol, but this attestation history can be used in order
to make this process more efficient, especially in cases where CFA would be required, which
is very computationally intensive. An alternative would be for the requesting device to read the
attestation history chain. This reading action is stored on the ledger, and constitutes additional
evidence that shows which devices had access or tried to read the attestation of which other
device, in terms of the overall service graph. These read-only queries do not change the state
of the ledger, but the Peers will validate and add the transaction to the ledger chain as auditable
evidence of the transaction.
Once the attestation task is concluded, an attestation report can be created by using the CreateAttestationReport() Function, given in Figures 4.3, 4.4 and 4.5, and involves the formulation of
a CreateAttestationTransaction request by the device. Note thet the attestation report report will
be first signed by the TPM Wallet Attestation key or the DAA Key, depending on the privacy
requirements of the scenario. Thus, the string representation as input to the function will actually
be the signed version of the report. The actual signature will also be added as a parameter in the
second release of the implementation. Afterwards, the device sends the transaction request, as
well as the control flow traces, to a bidirectional streaming go-GRPC server. The server receives
the streaming request, and uses Go reflection to determine the name of the struct in order to redirect it to the appropriate function. In this case, this function is named createAttestationReport
after the corresponding chaincode function. The server connects to the Fabric-Go-SDK and the
following steps are followed:
1. The SDK sends a transaction proposal to one or more endorsing Peers.
2. The endorsing Peers simulate the transaction by using the chaincode, the current state of
the ledger, and the provided parameters from the request. This process will be elaborated
on in Section 4.2.3.
3. The Peer returns the result of the simulation to SDK. The result is a set of keys/values which
are updated during the simulation.
4. The SDK collect this set, signs it with a private key, and sends it back to the ordering service.
Note that there can be more than one set in this step, depending on whether the transaction
proposal was sent to one or multiple Peers.
5. The ordering service validates the signature, and puts the sets in a queue.
6. When the queue is full, or when a predefined time period passes, the order take these sets,
packs them in a block, signs the block and sends the block to Peers.
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Figure 4.3: CreateAttestationReport() SC Function (Part 1)
7. The Peers validate the signatures, and check that the state of the ledger is the same as the
state of the ledger when simulation was executed.
8. If the validation is successful, this transaction updates the ledger, and returns an event back
to GRPC server. Otherwise the transaction is stored in the Blockchain, but the ledger is not
updated.
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Figure 4.4: CreateAttestationReport() SC Function (Part 2)
9. The GRPC server receives the event.
10. Finally, the GRPC server deploys the results back to the SCB.
The CreateMetadataAndControlDBPointer() function, given in Figure 4.6, concerns the update of a specific report struct within a Policy struct, once the SCB creates the necessary metadata and stores the control flow traces. Then, the SCB formulates a CreateMetadataAndControlFlowDBPointer transaction request. Afterwards, the device sends the transaction request to
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Figure 4.5: CreateAttestationReport() SC Function (Part 3)
a bidirectional streaming go-GRPC server, which receives the streaming request and uses Go
reflection to determine the name of the struct in order to redirect it to the appropriate function
(in our case this function named createMetadataAndControlFlowDBPointer after the corresponding chaincode function). The server connects to the Fabric-Go-SDK and the following steps are
followed:
1. The SDK sends a transaction proposal to one or more endorsing Peers.
ASSURED D2.5

Page 37 of 55

D2.5 - Security Context Broker Specification and Smart Contract Definition & Implementation for
Policy Enforcement

Figure 4.6: CreateMetadataAndControlDBPointer() SC Function
2. The endorsing Peers simulate the transaction using the chaincode, the current state of the
ledger, and the provided parameters from the request.
3. The Peers return the result of the simulation to the SDK. The result is a set of keys/values
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which were updated during the simulation.
4. The SDK collect this set, signs it with the private key, and sends it to the ordering service.
Note that there can be more than one such set, depending on whether the transaction
proposal was sent to one or multiple Peers.
5. The ordering service validates the signature, and puts the sets in a queue.
6. When the queue is full, or a predefined period of time passes, the order takes these sets,
packs them into blocks, signs the blocks and sends the blocks to the Peers.
7. The Peers validate the signatures, and check that the state of the ledger is the same as the
state of the ledger when simulation was executed.
8. If the validation is successful, this transaction updates the ledger, and returns an event back
to the GRPC server. Otherwise the transaction is stored in the Blockchain, but the ledger is
not updated.
9. The GRPC server receives the event.
10. Finally, the GRPC server deploys the results back to the SCB.
Note that, both the CreateAttestationReport() and the CreateMetadataAndControlDBPointer()
function are not concurrently request safe. In other words, if two or more devices try to execute one of these functions function under the same PolicyId key, only the first transaction that
will reach the Ordering Service is going to be committed to the ledger. Any other transactions
will fail and will be marked as INVALID. The Peers will then raise a silent warning stating “Reason
code [MVCC READ CONFLICT]”, meaning that two or more transactions are trying to modify the
same key.
This is addressed by the Hyperledger Fabric by using lock-free optimistic concurrency, referred
to as Multiversion Concurrency Control (MVCC), which is a mechanism to ensure consistency
in the ledger and to prevent double spending. Double spending attacks aim to exploit flaws in
systems, by introducing transactions that use or modify the same resource multiple times, such
as spending the same coin multiple times in a cryptocurrency network. A key collision is another
type of problems that can occur while processing transactions submitted by parallel clients, and
which may attempt to modify the same key/value pairs at the same time. This issue is expected
to be addressed in the Second Release .
The NonceGeneration() function, given in Figures 4.7 and 4.8, involves the creation of a unique
nonce and storing it as a private collection prior to attestation, that will eventually be used by
the device as an attestation challenge. Then the device formulates a createNonce transaction
request. Note that this function is invoked by the device after the invocation of the ReadPolicy()
function. Which basically means that if a device needs to perform the execution of an attestation
task, then it aims to create the nonce in a manner that is predicated but random, so that it can be
later verified.
Afterwards, the device sends the transaction request to a bidirectional streaming go-GRPC server.
The server receives the streaming request and uses Go reflection to determine the name of the
struct in order to redirect it to the appropriate function (in our case this function named is createNonce, similar to the NonceGeneration() chaincode function). This process is further elaborated
on in Chapter 5.
getStatePolicy(), given in Figure 4.9, is a helper function, that is able to retrieve a policy
record stored with a flag, which indicates that it is accessible by external querying stakeholders.
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Figure 4.7: NonceGeneration() SC Function (Part 1)
First, some checks are made to verify whether the request is valid, meaning that there is such
a policy stored with the given PolicyID, and then the policy record is returned, along with the
corresponding attestation report.

isReportIdExists(), given in Figure 4.10, is a helper function, that is used in order to check
whether an attestation report with a specific ReportID already exists, to prevent it from being
stored again. In the next release, this function will be modified to also include the position of the
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Figure 4.8: NonceGeneration() SC Function (Part 2)
Attestation Report within the array that matches with the given ReportID in the return statement.

searchByPartialCompositeKey, given in Figure 4.11, is an internal function that searches the
records in the Blockchain by using composite keys, and returns the policy structs that apply to the
elements of the composite key in the form of an array. This function currently operates by using a
ReportId to be found among a pool of composite keys. The composite keys are then split, and the
PolicyID is retrieved. Then, the PolicyID is used by the getStatePolicy() function, in order to
retrieve the Policy struct. Depending on the needs of ASSURED, more options will be added and
handled by this function in the second release, and could be eventually used by multiple complex
queries.
The hashSHA3Hash512() function, given in Figure 4.12, is an internal function, that can be used
on a set of data in order to produce their hash value. This can be used to create composite keys,
or to produce hashes of the PolicyID, DeviceID or TaskID.
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Figure 4.9: getStatePolicy() SC Function

Figure 4.10: isReportIdExists() SC Function

getCollectionName(), given in Figure 4.13, is an internal helper function, that can be used when
a request is submitted by a client, and can be used to get a collection containing the submitting
client’s identity. It returns the MSP ID of a submitting client, as well as the name of the collection,
depending on whether it refers to a private nonce or a private flow collection.

verifyClientOrgMatchesPeerOrg(), given in Figure 4.14, is an internal helper function, that is
used in order to verify whether the client organization ID and the Peer organization ID match. In
case the client does not belong to the same organization as the Peer, the client is not authorized
to read or write private data from the Peer, which belongs to a different organization.
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Figure 4.11: searchByPartialCompositeKey() SC Function

Figure 4.12: hashSHA3Hash512() SC Function
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Figure 4.13: getCollectionName() SC Function

Figure 4.14: verifyClientOrgMatchesPeerOrg() SC Function

4.2.3

Transaction Simulation and Read-Write Set

In the previous section, we mentioned the execution of a simulation process, which is performed
when the SDK sends a transaction proposal to one or more endorsing Peers, who simulate the
transaction using the chaincode, the current state of the ledger, and the provided parameters
from the request, in order to ensure that there are no repeating identifiers for the different policies
that may be committed to the ledger. In this section, we expand on this simulation process.
During simulation of a transaction at an endorsing, a read-write set is prepared for the transacASSURED D2.5
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tion, which is formulated as follows:
• The read set contains a list of unique keys and their committed version numbers (but not
values) that the transaction reads during the simulation.
• The write set contains a list of unique keys and their new values that the transaction writes.
Note that overlap with the keys present in the read set is permitted.
A delete marker is set (in the place of a new value) for the key, if the update performed by the
transaction is to delete the key. Furthermore, if the transaction writes a value multiple times for
a key, only the last written value is retained. Also, if a transaction reads a value for a key, the
value in the committed state is returned, even if the transaction has updated the value for the key
before issuing the read. In other words, Read-your-writes semantics are not supported.
As previously noted, the versions of the keys are recorded only in the read set; the write set just
contains the list of unique keys and their latest values set by the transaction. Various schemes for
implementing versions can be implemented. The minimal requirement for a versioning scheme is
to produce non-repeating identifiers for a given key. For instance, one such scheme can involve
the use of monotonically increasing numbers for versions. In the current implementation, we use
a Blockchain height based versioning scheme, in which the height of the committing transaction
is used as the latest version for all the keys modified by the transaction. In this scheme, the height
of a transaction is represented by a tuple (txNumber is the height of the transaction within the
block). This scheme has many advantages over the incremental number scheme. Primarily, it
enables other components such as stateDB, transaction simulation and validation to make
efficient design choices.
Next, we provide an example read-write set, prepared by the simulation of a hypothetical CreatePolicy transaction, which stores a new Policy under the policy1 ID. For the sake of simplicity, in
the example, we use the incremental numbers approach was used for representing the versions:

<TxReadWriteSet>
<NsReadWriteSet name="assured">
<read-set>
<read key="policy1", version="1">
</read-set>
<write-set>
<write key="policy1", value="Filled Policy struct">
<write key="policy1", isDelete="false">
</write-set>
</NsReadWriteSet>
<TxReadWriteSet>
Additionally, if the transaction performs a range query during simulation, the range query, as well
as its results, will be added to the read-write set as query-info.

4.3

Attestation Data Querying

In the context of ASSURED, we require the trusted SCB to build the data storage and access
bridge between the ASSURED blockchain users and the ASSURED data storage [10]. In this
context, recall the getAR() function which was mentioned in the previous section, and serves to
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perform a query, in order to retrieve an attestation report. Also, access control to attestation data
in the ASSURED framework is attribute-based, meaning that access to queried data is permitted
with different levels of granularity and controlled based on the attributes of the querying device.
This is achieved through Attribute-Based Encryption (ABE) [12], which allows access to data
based on specific characteristics and permission levels.
Data storage. Once there is a piece of attestation data that is generated by devices (e.g., device
prover and verifier), the attestation result and the corresponding raw data will be handled as
follows, w.r.t. the private and public ledgers:
• Private Ledger: The device will first encrypt the raw data under ABE scheme to output
the ABE ciphertext. And it sends the ciphertext to the SCB. The full copy of the encrypted
attestation may include encrypted attestation contents, the attestation ID and the corresponding metadata related to the attestation. Note that this metadata will not reveal any
meaningful results regarding the attestation. The SCB can forward the above information,
excluding the metadata, so that they can be saved in the ASSURED data storage, and the
SCB receive a storage pointer denoting the position where the data was stored. The SCB
further computes a hash value of the pointer, the encrypted copy and the ID, and forwards
the hash value, the pointer and attestation ID back to the Peer as a transaction. The Peer
will merge the pointer, the ID, hash value and attestation result (in plaintext format) directly
on the private ledger.
• Public Ledger: The SCB will use the metadata to construct a searchable keyword index
structure, and the pointers to form encrypted data structure, and the two structures are
strictly bounded with each other. The structures will be sent to the Peer so as to be merged
on the public ledger, in which the metadata and the pointers are both protected under
searchable encryption. Furthermore, the metadata will be constructed as a dictionary which
can be publicly shared with external parties. In this case, in the dictionary, there should exist
all the necessary ”keywords” related to the encrypted pointers - which basically correspond
to the attestation raw data - that can be used by external parties for data searching. Note
that the connection between the SCB and the ASSURED data storage may not be always
a live and online connection. Once there is a data storage requirement, the SCB should
authenticate itself to the ASSURED data storage so as to request a storage service. To this
end, the SCB must be registered to the data storage before all the data storage starts.
Data access. Regarding the access of attestation data, we will also consider two separated
cases: one is for the private ledger, and the other is for the public ledger.
• Private Ledger. If a device, registered to the current channel, would like to access an attestation result stored on the private ledger and the corresponding raw data, it should first
try to call the data access function (getAR()) defined and deployed in the smart contract
(chain code). To execute the function, it should send a transaction request to the Peer.
The Peer will execute the function and meanwhile the function will double check the access
policy to verify if the device has appropriate rights to access the attestation - via attributes
verification. If the check is successful, the Peer can retrieve the hash value, the attestation
ID, the attestation results and pointer; and it sends back to the device. With the pointer, the
device is able to access the ASSURED data storage to get access to the stored encrypted
attestation raw data. Note that devices should be also registered to the data storage beforehand, and authentication of entry is required. After downloading the encrypted attestation,
the device should request the help from the TPM so as to retrieve the decryption key via
the verification of its attributes to the TPM. The TPM will send back the corresponding key
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matching the device attribtues. With the key, the device can decrypt and recover the attestation data fully on its own. It is important to note that with the getAR() function, whose
purpose is to get the attestation result from the private Ledger, ASSURED will give different
querying capabilities depending on the granularity of the attestation results. Specifically,
the following types of queries can be constructed: (i) Queries based on one ReportID, (ii)
Queries requesting the attestation history chain from a specific DeviceID, and (iii) Composite queries. For example, a composite query may request all the attestation reports based
on a specific type of attestation task (such as CFA or CIV) for a specific time frame.
• Public Ledger: Similarly to the private ledger attestation retrieval, external parties can
obtain attestation based on the information given in the public ledger. To this end, based on
the metadata/keyword dictionary, an external party can choose which metadata keyword(s)
it would like to search on the public ledger. And then it sends the keyword(s) to the SCB,
so that the search token(s) can be generated by the SCB. Given this token, the party can
perform a search over the public ledger to identify the ”matching” encrypted pointer(s).
Then it will request the SCB to decrypt and return the plaintext pointer(s), so that the party
can reach the encrypted data from the data storage. It is important to note that no device
or user can directly interact with the data storage engine. After the SCB obtains the
aforementioned pointer is obtained by the SCB, the pointer is not sent by the SCB to the
device to query the data storage engine to return the data based on the pointer. The SCB
itself decrypts the pointer, queries the data storage engine in order to fetch the data based
on the pointer. Afterwards, the data, which is already encrypted with Attribute Based
Encryption (ABE), is provided to the user. Therefore, all data in the data storage engine
is queried by the SCB. In the above process, we highlight that the keys used for decryption
and for searchable token generation are secured within the TPM. When they are needed,
they will be provided by the TPM to the host, e.g., the external party and the SCB. The
external party should be registered to the data storage before data retrieval as well. Note
that more details related to ASSURED data storage design will be presented in D5.2 [9].

Figure 4.15: Overview of the interactions among attestation raw data storage and access
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Chapter 5
Private Data Collection
Private data collections in ASSURED are constructed as predefined data collections, usually
expressed in JSON format, that enable stakeholders within a Hyperledger Fabric blockchain
consortium to keep certain transactional data private, while still allowing for a consensus to
be reached among all required nodes. These can be used in cases where data needs to be
preserved in the ledger in an auditable manner, where they can be efficiently evaluated and
verified. For example, this functionality can be used in order to store Control Flow data by
a device so that it can be afterwards added to the corresponding attestation report by using
the CreateAttestationReport() function presented in Section 4.2.2, or to store nonces in the
ledger as described in Section 4.2.1.
A private data collection definition contains one or more collections, each one of which contains a policy definition listing the organizations in the collection, as well as properties used to
control dissemination of private data at endorsement time and, optionally, whether the data will
be purged. The collection is approved by channel members, and then deployed when the chaincode definition is committed to the channel. The collection file needs to be the same for all
channel members. If the Peer CLI is used in order to approve and commit the chaincode definition, then the --collections-config flag should be used in order to specify the path to the
collection definition file.
Collection definitions consist of the following properties:
• name: The name of the collection.
• policy: The private data collection distribution policy defines which organizations’ Peers
are allowed to access the collection data expressed using the Signature policy syntax,
with each member being included in an OR signature policy list. To support read/write
transactions, the private data distribution policy must define a broader set of organizations
than the chaincode endorsement policy, as Peers must have access to the private data in
order to endorse proposed transactions.
• required PeerCount: Represents the minimum number of Peers (across authorized organizations) to which each endorsing Peer must successfully disseminate private data,
before the Peer signs the endorsement and returns the proposal response back to the
client. Requiring dissemination as a condition of endorsement will ensure that private data
is available in the network even if the endorsing Peer(s) become unavailable. When the
required PeerCount is 0, no distribution is required, but there may be some distribution if
max PeerCount is greater than zero. A required PeerCount of 0 would typically not be recommended, as it could lead to loss of private data in the network if the endorsing Peer(s)
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becomes unavailable. Typically, some distribution of the private data at endorsement time
should be required, in order to ensure redundancy of the private data on multiple Peers in
the network.
• max PeerCount: For data redundancy purposes, the maximum number of other Peers
(across authorized organizations) that each endorsing Peer will attempt to distribute the
private data to. If an endorsing Peer becomes unavailable between endorsement time and
commit time, other collection member Peers who have not yet received the private data
at endorsement time, will be able to pull the private data from Peers the private data was
distributed to. If this value is set to 0, the private data is not disseminated at endorsement
time, forcing private data pulls against endorsing Peers on all authorized Peers at commit
time.
• blockToLive: Represents how long the data should live on the private database in terms
of blocks. The data will live for this specified number of blocks on the private database and
after that it will get purged, making this data obsolete from the network so that it cannot
be queried from chaincode, and cannot be made available to requesting Peers. To keep
private data indefinitely, that is, to never purge private data, set the blockToLive property to
0.
• memberOnlyRead: When this value is true, the Peers automatically enforce that only
clients belonging to one of the collection member organizations are allowed read access to
private data. If a client from a non-member organization attempts to execute a chaincode
function that performs a read of a private data key, the chaincode invocation is terminated
with an error. This field should be set to false if more granular access control within individual chaincode functions should be endcoded.
• memberOnlyWrite: When this value is true, the Peers automatically enforce that only
clients belonging to one of the collection member organizations are allowed to write private
data from chaincode. If a client from a non-member organization attempts to execute a
chaincode function that performs a write on a private data key, the chaincode invocation is
terminated with an error. This field should be set to false if more granular access control
within individual chaincode functions needs to be encoded, for example if it is required for
certain clients from non-member organizations to be able to create private data in a certain
collection.
• endorsementPolicy: An optional endorsement policy to utilize for the collection that overrides the chaincode level endorsement policy. A collection level endorsement policy may
be specified in the form of a signaturePolicy, or a channelConfigPolicy as a reference to
an existing policy from the channel configuration. The endorsementPolicy may be the same
as the collection distribution policy. However, it is possible that it may require either less or
additional organization Peers.
Next, we provide an example of a collection definition JSON file in ASSURED, which contains an
array of two private collections, which are used in order to be able to store a privateNonce, as
well as privateControlFlow structs as private data in the Peers’ private state:

[
{
"name": "Org1MSPPrivateNonceCollection",
"policy": "OR(’Org1MSP.member’)",
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"required PeerCount": 0,
"max PeerCount": 1,
"blockToLive": 3,
"memberOnlyRead": true,
"memberOnlyWrite": false,
"endorsementPolicy": {
"signaturePolicy": "OR(’Org1MSP.member’)"
}
},
{
"name": "Org1MSPPrivateFlowCollection",
"policy": "OR(’Org1MSP.member’)",
"required PeerCount": 0,
"max PeerCount": 1,
"blockToLive": 3,
"memberOnlyRead": true,
"memberOnlyWrite": false,
"endorsementPolicy": {
"signaturePolicy": "OR(’Org1MSP.member’)"
}
}
]
In the above JSON collection file, two collections using the names Org1MSPPrivateNonceCollection
and Org1MSPPrivateFlowCollection were used. These two collection names are handled by the
getCollectionName() unexported function, which was mentioned in Sections 4.2 and 4.2.2.
Note that these collection names, as well as the collection definition JSON file, may be changed
in the second release according to the project’s needs.

5.1

Transaction Flow with Private Data

As previously mentioned, in ASSURED, private collections are used as part of storing sensitive
data such as the privateNonce and privateControlFlow structs. When private data collections
are referenced in chaincode, the transaction flow is slightly different in order to protect the confidentiality of the private data, as transactions are proposed, endorsed, and committed to the
ledger. Specifically, the transaction flow with private data is as follows:
1. The client application submits a proposal request to invoke a chaincode function (reading
or writing private data) to endorsing Peers which are part of authorized organizations of the
collection. The private data, or data used to generate private data in chaincode, is sent in a
transient field of the proposal.
2. The endorsing Peers simulate the transaction and store the private data in a transient data
store (a temporary storage local to the Peer). They distribute the private data, based on
the collection policy, to authorized Peers via gossip protocol.
3. The endorsing Peer sends the proposal response back to the client. The proposal response includes the endorsed read/write set, which includes public data, as well as a
hash of any private data keys and values. No private data is sent back to the client.
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4. The client application submits the transaction (which includes the proposal response with
the private data hashes) to the ordering service. The transactions with the private data
hashes get included in blocks as normal. The block with the private data hashes is distributed to all the Peers. Thus, all Peers on the channel can validate transactions with
the hashes of the private data in a consistent way, without knowing the actual private
data.
5. At block commit time, authorized Peers use the collection policy to determine if they are
authorized to have access to the private data. If they do, they will first check their local
transient data store to determine if they have already received the private data at chaincode
endorsement time. If not, they will attempt to pull the private data from another authorized
Peer. Afterwards, they will validate the private data against the hashes in the public block
and commit the transaction and the block. Upon validation/commit, the private data is
moved to their copy of the private state database and private writeset storage. The private
data is then deleted from the transient data store.
The primary components in a private data collection are:
• The private data that is specified in the private data collection definition. Private data is
sent with the gossip protocol from Peer to Peer within the organizations that are specified
in the corresponding policy. Private data is stored in a private database on the Peer. The
ordering service isn’t used and can’t access the private data.
• A hash of the data, which is endorsed, ordered, and written to each Peer on the channel.
This hash is evidence of the transaction and can be used for audit purposes. This adds
transparency on the system, because even if the private data is altered, a new hash will
produced and distributed to all Peers, stating that there is a new private transaction.
• Private transactions are governed by smart contracts, meaning that access control mechanisms can be used in the chaincode, to specify which clients can query private data
in a collection. Specifically, an access control list for a private data collection key or
range of keys can be defined. Afterwards, the client submitter’s credentials can be retrieved
using the GetCreator() chaincode API, or the CID library API GetID() or GetMSPID(), so
that it can be verified that they have access permission before returning the private data.
Similarly, a client could be required to pass a passphrase into the chaincode, which must
match a passphrase stored at the key level, in order to access the private data. Note that
this pattern can also be used to restrict client access to public state data.

5.2

Protecting Private Data Content

If the private data is relatively simple and predictable (e.g. transaction dollar amount), the privacy
of this data could be compromised by channel members who are not authorized to the private data
collection, by trying to guess the content of the private data via brute force hashing of the domain
space, in hopes of finding a match with the private data hash on the chain. Therefore, private
data whose nature is predictable should include a random “salt” value, which is concatenated
with the private data key and included in the private data value, so that a matching hash cannot
realistically be found via brute force. The random “salt” can be generated at the client side (e.g.
by sampling a secure pseudo-random source) and then passed along with the private data in the
transient field at the time of chaincode invocation.
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In the context of ASSURED, the data that is stored in the private collection is complex and cannot
be guessed easily, so the aforementioned brute force attacks against these data hashes are
almost impossible to perform successfully. However, for additional privacy, we could also use an
encryption/decryption mechanism, in order to ensure that even if an attacker can break the
hashes using brute force, the actual data remains encrypted.
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Chapter 6
Conclusions
In this Deliverable, we defined the functionalities and the role of the Security Context Broker
and the Blockchain Peer. These provide the building blocks that the Blockchain-based Smart
Contract deployment and enforcement process is based on, and this Deliverable provides a detailed and comprehensive technical reference on the functions and data structures implemented
to this end. With the definition that we provided in this Deliverable, we set the scene for the
implementation of the Blockchain infrastructure that is defined in D5.2 [9].
For the deployment, conversion and enforcement of policies, technologies were used such as
gRPC and Hyperledger Fabric. Essentially, gRPC is a Remote Procedure Call framework that
can support the level of abstraction required for the application of ASSURED in complex, heterogeneous Systems-of-Systems, and it provides functionalities for distributed services, such as
the Blockchain infrastructure of ASSURED. Additionally, the Hyperledger Fabric provides a suite
of stable frameworks, tools and libraries that support a versatile design that satisfies a broad
range of industry use cases. Based on the functional specification of this Deliverable, we have
essentially provided a first version of the implementation of the Smart Contract functionality. Further functionalities regarding the implementation of the SCB, the Blockchain Peer abd the Smart
Contracts will be documented in [?].
In the next version of this Deliverable, D2.6 [14], the Smart Contracts will be enhanced to also
cover the functionalities that have not been implemented in the first release, such as additional
functionalities to be able to perform more complex queries with regards to the attestation history.
We will also enhance the implementation of the SCB, so that it can support Attribute-based Access Control. This functionality envisions a secure and authentic interaction between the TPM
of the SCB, which acts as its Root-of-Trust, and the TPM-based wallet of the device. Essentially,
the protocols defined in D4.5 [13] in the context of attribute-based access control and verifiable
credentials will also be instantiated. Finally, the implementation of the Smart Contract functionalities for capturing attestation policies and data sharing policies will also be performed in the
next version of this Deliverable.
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List of Abbreviations
Abbreviation

Translation

AE

Authenticated Encryption

ABE

Attribute-based Encryption

AK

Attestation Key

CA

Certification Authority

CFA

Control-flow Attestation

CIV

Configuration Integrity Verification

CSR

Certificate Signing Request

DAA

Direct Anonymous Attestation

DLT

Distributed Ledger technology

EA

Enhanced Authorization

EK

Endorsement Key

GSS

Ground Station Server

MSPL

Medium-level Security Policy Language (MSPL)

NMS

Network Management System

Privacy CA

Privacy Certification Authority

Prv

Prover

PCR

Platform Configuration Register

PLC

Program Logic Controller

RA

Risk Assessment

RAT

Remote Attestation

SCB

Security Context Broker

SoS

Systems of Systems

SSR

Secure Server Router

S-ZTP

Secure Zero Touch provisioning

TC

Trusted Component

TLS

Transport Layer Security

TPM

Trusted Platform Module

Vf

Virtual Function

VM

Virtual Machine

Vrf

Verifier

WP

Work Package

ZTP

Zero Touch Provisioning
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