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ABSTRACT

1

Internet of Things (IoT) devices have enveloped our surroundings and have been increasingly deployed in many domains. Even
though the IoT has generated unprecedented opportunities, the
poorly secured design of IoT devices makes them an easy target for
cyber attacks. Aimed at securing IoT devices, Remote Attestation
(RA) is a security technique that identifies threat presence in IoT
systems. Typically, RA is an atomic procedure that requires uninterrupted connectivity to execute. However, in energy harvesting
context where intermittent IoT devices go into sleep mode immediately after regular operations, the atomic property is difficult to
achieve. In this paper, we propose RESERVE, a novel lightweight
RA protocol designed specifically for Intermittent loT devices. RESERVE aims to improve the security of intermittent systems by
detecting malware presence during online mode and guaranteeing
with some probability software legitimacy during offline mode. In
particular, RESERVE ensures trustworthiness by organizing the
device’s software into modules, and after regular operation each
device attests as many modules as fit in its energy budget.

Internet of Things (IoT) devices are permeating our surroundings
by increasingly getting deployed in multiple domains ranging from
smart homes to smart cities. However, the vast majority of IoT
devices lack even basic security properties, and testing of these
devices is often overlooked due to their low-cost nature. Thus,
attacks like stuxnet [18], Mirai botnet [17], smartTV hack [2], and
IoT-ransomware [1], to mention only a few, have exploited IoT
vulnerabilities and have shown to be devastating.
To deal with the expanding attack surface in IoT, Remote Attestation (RA) is a well-established security mechanism that detects
malware presence in a device. In RA, a trusted party called Verifier
verifies the trustworthiness of a potentially untrusted device called
Prover. Classically, RA gets executed randomly at unpredictable
times and requires an uninterrupted power supply during attestation. In addition, during attestation, the Prover stops its regular
operations for a certain period of time to perform RA execution.
Thus, RA is an overhead operation. This is a very strong assumption
for the energy-harvesting environments which deploy intermittent
devices and therefore cannot rely on a continuous power source.
To this end, performing RA over a network of devices that work
under intermittent connectivity remains an open challenge.
Europe has recently begun the green transition to reduce the
global energy footprint and eventually be climate-neutral by 2050.
Intermittent IoT devices are increasingly used in different fields
such as oil-gas exploration, weather monitoring, and military application. Due to their sensitive mode of operation and deployment
in inaccessible terrains, it is essential to guarantee the security
of their operations because it frequently results in financial loss.
To preserve energy, these devices perform their regular task and
switch to sleep mode. Thus, executing uninterrupted RA is challenging. Intermittent IoT systems require the development of novel
RA protocols that address the interrupted nature of these systems
and yet provide much-needed security.
Contribution of the Paper. In the context of the challenges
described above, this paper brings two main contributions:

CCS CONCEPTS
• Security and privacy → Network security; • Computer systems organization → Embedded systems.
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INTRODUCTION

• To the best of our knowledge, RESERVE is the first RA protocol designed to enable attestation of intermittent IoT systems.
• RESERVE brings novelty in the RA domain by releasing
the atomic execution assumption of the state-of-the-art RA
protocols and allowing interruptibility in the attestation execution.
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RELATED WORK

RA is often classified into three main categories based on architectural designs [8]: (1) software-based, (2) hardware-based, and
(3) hybrid RA schemes. As there is no requirement for specialized
trusted hardware, software-based RA techniques (e.g.,[16]) are less
expensive than hardware-based RA techniques, but they provide
weaker security guarantees. On the other hand, hardware-based
RA protocols (e.g., [4]) rely on the use of a specific hardware platform as a secure execution environment to assure their security.
However, low-cost IoT devices cannot employ expensive specialized hardware platforms. Thus, hybrid RA schemes (e.g., [13]) are
suitable for IoT devices because they rely on a hardware/software
co-design principle consisting of a minimal read-only hardwareprotected memory to guarantee uninterrupted, safe, and secure
code execution. However, existing RA protocols are not practical
for energy-harvesting systems because they require continuous
power supply.
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Figure 2: Device Operations of RESERVE protocol

SYSTEM MODEL
4

We assume an intermittent IoT system, in which the devices cannot guarantee to perform the entire attestation execution along
with their regular operations. Yet, due to the deployment of these
devices in safety-critical domains (such as nuclear plants, oil-gas
explorations, and military applications), it is indeed crucial to verify
the trustworthiness of these devices. To design a RA protocol in
this setting, we consider the presence of the following entities as
shown in Figure 1.

Considering the intermittent system described in Sect. 3, we assume
the presence of a Software Adversary (SWadv ) in the system. The
primary objective of a SWadv is to compromise any Dev in the
network by injecting malware. The SWadv can either perform its
attack remotely (e.g., remote adversary) or by being present near
to the device (e.g., local adversary).
Assumptions. In line with the state-of-the-art RA techniques [5,
9, 11, 12, 15], we keep out of our current scope the physical adversary (capable of capturing the device or performing hardware
modifications) and Distributed Denial of Service (DDoS). We also
assume that a SWadv can not modify the hardware of any device.
Moreover, in the current scope of the paper we assume that and
Vrf have established a secure communication for their regular operation. Thus, we do not consider a communication adversary that
has full control on the communication channel, e.g., performing
packet drop or eavesdrop attack.
Device requirements. In the following we discuss the minimum
device requirements, that are also aligned with the existing hybrid
RA schemes like [10, 12, 14, 19].
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Figure 1: System model of RESERVE protocol

• Read-Only Memory (ROM): It contains the RESERVE software and the 3-bit secret random seed of the Pseudo Random
Number Generators (PRNG). This guarantees that a SWadv
cannot modify the attestation measurement.
• Memory Protection Unit (MPU): It guarantees that device
key is accessed only by RESERVE protocol resided in ROM.
• Secure writable memory: Only RESERVE has read-write
access to this memory region, which is used to securely
store checkpoints.
• Real-Time Clock (RTC): Each IoT device needs to have a
clock which is not modifiable by software.

• IoT Device (Dev): We assume heterogeneous IoT devices
Dev deployed in the network. The design of the software
running in the Dev is based on the modular principle, where
each module is associated to a Checkpoint (ChkPoint). To
preserve energy, Dev will run self-attestation whenever it
wakes up to perform regular operations.
• Verifier (Vrf): The Verifier is an external trusted party that
verifies the trustworthiness of Dev. We assume that Vrf has
access to the binaries of each device and has pre-computed
the legitimate hash values for each ChkPoint. The base stations can act as a Vrf since Dev connects to them directly.
• Network Operator (OP): OP guarantees the secure bootstrap
of the software deployed on each Dev and the secure key distribution among devices at the beginning of the IoT system
operation. OP is also responsible for ensuring the instrumentation of Dev software into ChkPoint.

5

RESERVE PROTOCOL: THE IDEA

In this section, we present an approach for attestation of intermittent IoT devices. Due to the disruptive nature of the intermittent
systems, it is not guaranteed that an IoT device Dev can complete
the execution of an uninterrupted RA procedure.
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As depicted in Figure 2, Dev’s software 𝑆𝑊𝐷 follows a modular
architecture, consisting of many modules, each uniquely identified
as 𝑆𝑊𝑀𝑖 , for 1 ≤ 𝑖 ≤ 𝑛. One module is a standalone software
component that is also the minimal unit for which Dev should
perform an uninterrupted attestation in order to be recognized by
the Vrf. Given that the Dev’s software is instrumented during the
bootstrap phase, we assume that each module is associated to a
checkpoint ChkPoint. One ChkPoint contains Program Counter,
Stack Pointer, Register File and Main Memory. The Vrf has access to
the binaries of all the modules and knows in advance the expected
legitimate state of each module.
We consider an intermittent system where each Dev remains
offline and wakes up for a short-period of time to perform its regular operation utilizing a pre-defined energy budget. When the
regular operation does not consume the entire allocated energy
budget, it will use the remaining energy to accommodate an attestation execution. As soon as the Dev completes its regular operation
𝑂𝑢𝑡𝑝𝑢𝑡 = 𝑒𝑥𝑒𝑐𝑢𝑡𝑒 (𝑆𝑊𝐷 ) (Step 1 in Figure 2a), it self-triggers RA
and computes each module’s attestation , i.e, performing collisionresistant hash of the software module, ℎ𝑎𝑠ℎ(𝑆𝑊𝑀1 ). To guarantee
the freshness of the measurements, the attestation result 𝐴𝑡𝑡 includes also the timestamp (Step 2 ). Once the module attestation is
finished, the Dev uses a pseudo-random generator (PRNG) to generate a random number (𝑅𝑖 ), selects a line of code 𝑆𝑊𝑀1 (𝑅𝑖 ) from
the module 𝑆𝑊𝑀1 , and stores 𝑀1𝑂𝑟𝑖𝑔 = 𝑆𝑊𝑀1 (𝑅𝑖 )||𝑅𝑖 securely in

We assume an Internet of Things (IoT) network with intermittent
devices (e.g., Tmotesky device). RESERVE uses the IEEE 802.15.4
MAC layer protocol and 6LoWPAN as an adaption layer to communicate between the Dev and the Vrf. This configuration is very
popular in IoT settings [5–7]. The de-facto communication protocols (e.g., 6LoWPAN, ZigBee, etc.) give a maximum packet length
of 128 bytes, of which 102 bytes can be used for data transfer in
real-world IoT settings [3]. In RESERVE, we consider the following
attestation parameters details in Table 1.
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it securely to the Vrf as a single response Σ (Step 5 ).
When the Dev wakes up in the next round, it will begin attestation of the remaining modules that were not verified during
the previous round, e.g., 𝑆𝑊𝑀2 in Figure 2b. To ensure that the
attested modules (i.e., 𝑆𝑊𝑀1 ) have not been compromised during the offline mode, the Dev will check if the line saved inside
the checkpoint 𝑀1𝑂𝑟𝑖𝑔 matches the current state of the module’s
code 𝑆𝑊𝑀1 (𝑅𝑖 ), by comparing them using Hamming distance Δ =
𝑑𝐻𝑎𝑚𝑚𝑖𝑛𝑔 (𝑆𝑊𝑀1 (𝑅𝑖 ), 𝑀1𝑂𝑟𝑖𝑔 ), and returning 0 if the module is
correct (Step 4 in Figure 2b). Similar to the first round, before
switching to sleep mode, the Dev computes Σ = 𝑂𝑢𝑡𝑝𝑢𝑡 ||𝐴𝑡𝑡 ||Δ
(Step 5 ) and sends it to the Vrf (Step 6 ).

TECHNICAL DETAILS
Table 1: Simulation setup: Parameters for RESERVE experiments
Data-size

Output

8 bit

Attestation Att

32 byte (SHA256 hash algorithm)

Timestamp

8 byte

Seed of PRNG R

2 bit

Random string selected

20 byte

Δ for 10 modules

10 bits
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1 ) along with the attestation response 𝐴𝑡𝑡 (Step 2 ) and sends

Parameters

CONCLUSIONS AND FUTURE WORKS

In this paper, we presented RESERVE, a lightweight and novel RA
approach for intermittent IoT systems. RESERVE brings traditional
security mechanism like RA to intermittent IoT systems to address
the security loopholes. RESERVE lays the basic foundation of applying novel RA protocols for intermittent IoT systems. As future work,
we will implement RESERVE on real IoT devices (for e.g., MSP430)
and also perform emulations based on the Contiki platform to verify
its scalability and efficiency on a large network. In addition, we will
also explore other hardware/software implementations.

the ChkPoint corresponding to that module (Step 3 ). The output
of the regular operation 𝑂𝑢𝑡𝑝𝑢𝑡, as well as the attestation responses
𝐴𝑡𝑡 of each individual module, will be stored locally on the Dev
till it consumes the energy budget. Before switching to sleep mode,
the Dev computes Σ (Step 4 ) by concatenating the 𝑂𝑢𝑡𝑝𝑢𝑡 (Step
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