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EXECUTIVE SUMMARY
This deliverable describes the ASSURED’s Dissemination and Communication Channels and
Plan, as defined in Task 7.1 “Communication strategies, planning and tools” of Work Package
7 (WP7) “Dissemination, Communication, Standardization, Exploitation and Training”. It details
the ASSURED’s outreach strategy and framework and outlines the envisaged dissemination
and communication activities, as well as the impact measures. It is aimed to be a guiding
document for the projects’ partners to align on main objectives and planned communication
and dissemination activities, but also to define a common framework for coordination with other
main parties such as the EC (in particular our Project Officer and other representatives) and
other related H2020 projects. In this respect, the main objectives of the ASSURED’s
Communication and Dissemination activities are to:


Ensure broad visibility and raise awareness about ASSURED, spreading knowledge
about the project and its results, establishing a distinctive and recognizable identity that
will support marketing efforts.



Reach, stimulate and engage a critical mass of relevant stakeholders to ensure that the
results of the project are effectively showcased, leading to validation, improvement and
possibly further adoption of the developed technologies and concepts, especially towards
target vertical sectors.



Facilitate exploitation of the project’s outcomes and promote the development of
innovative solutions based on the ASSURED technologies and architectures.



Foster impactful contribution to relevant standardization bodies as appropriate and
relevant to planned exploitation plans and the project’s outcomes.



Ensure liaisons with related initiatives in research and innovation domains such as NGI,
BDVA, FIWARE, AIOTI while establishing close coordination with relevant programmes,
such as 5G PPP programme, working groups and bodies.

The ASSURED IT infrastructure includes the project website as the main communication tool
as well as all communication and dissemination materials which are used within the project.
The dissemination and communication material, which will be created during the project, will
be presented in D7.2 and D7.3 on “Exploitation, Standardization, Dissemination and
Communication Activities”.
ASSURED will engage in dissemination, communication and community building towards
industry, including network operators and infrastructure providers, SMEs, standardization
bodies, researchers, as well as citizens, public authorities and initiatives, policy makers and
relevant communities and projects as appropriate. To showcase the benefits of the novel,
highly-usable, and resilient cybersecurity, privacy and data protection management
framework, targeted at “Systems-of-Systems” (SoS) enabled ecosystems, will be a core
mission around which the ASSURED promotional efforts will be organized, starting from the
four piloting communities in the context of smart cities, smart manufacturing, smart aerospace,
and smart satellite communications.
A comprehensive set of dedicated dissemination, communication and training activities will
contribute to the overall success of ASSURED, with the clear ambition to directly help the
growth and consolidation of ASSURED concepts, models and identified security, privacy, trust
and operational assurance enablers in real-world industries.
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1 INTRODUCTION
1.1 PURPOSE OF THE DOCUMENT
The present deliverable is prepared in the context of Work Package 7 (WP7) “Dissemination,
Communication, Standardization, Exploitation and Training” and aims to develop an
overall dissemination and communication strategy for ASSURED for outreach and impact
creation, taking into account the characteristics of the information that needs to be
disseminated, the target audiences and groups and the impacts to achieve. The expected
outcomes and impacts, assessment metrics and tools are defined. This strategy provides the
mechanism within the different awareness-raising, and promotional and community building
activities that will be carried out during the course of the project. Dissemination activities ensure
the visibility and awareness of the project and support the widest adoption of its results among
potential users. Our dissemination and communication plan prepares the way for successful
exploitation by facilitating internal communication within the project from the outset.
Dissemination and communication activities will be actively pursued from the beginning to the
end of the project – engaging continuously with both internal and external audiences. The
activities have been clustered into three main phases.
The first phase is called “awareness creation” and consists of building up the ASSURED
branding and corporate identity, as well as establishing the ASSURED website and additional
project information material, such as standard templates for project documents and
presentations.
In the second phase, the consortium partners will work on scientific papers to be
submitted to conferences and journals to discuss the scientific results of the project.
This will give the consortium the opportunity to make presentations at conferences and
workshops as to further raise awareness among the scientific and industrial stakeholders. This
will facilitate lively discussions on project’s topics at these events by providing new insights
and feedback on the project´s progress to project partners. This feedback will contribute to the
project´s success and possibly also follow-up research activities. Furthermore, scientific
publications and a selection of deliverables (those that are public) will be published on the
project website to keep interested parties informed about the latest progress. Furthermore,
Twitter/LinkedIn and Blog associated with the project will be constantly updated to reach a
wider and diverse audience and increase their interest. Besides that, newsletters, press
releases, posters, information about workshops and conferences, among others, are an
integral part of this dissemination phase to enable a highly interactive communication within
and outside the consortium. Finally, we expect to publish additional press releases and
newsletters as soon as significant milestones are reached or for specific project events.
In the third phase, dissemination activities will feed in to exploitation, which means using
the results for commercial purposes or in public policymaking. There will still be some ongoing
dissemination activities after the project has ended to promote the project results (e.g., the
project website will be online for further five years, and similarly, social media, and cooperation
activities with other projects, talks at conferences and follow-up projects, will be kept alive),
and the main focus will be to exploit them and attract the target audience group.
In this context, WP7 focuses on identifying the relevant stakeholders that have to be contacted
in order to reach the right supporters at the right time. It also involves preparation of the
promotional materials and organising dissemination activities to create an open, secured,
decentralised, user-oriented and highly engaged ASSURED community. The purpose of this
deliverable is, therefore, to outline an inclusive dissemination and communication plan for the
realisation of the above stated goals and in particular to:
© 2020-2023 ASSURED Consortium
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Identify target audiences, including a broad range of stakeholders in the pilots’ industries
communities;



Present the strategy put in place for the dissemination and communication of knowledge
and results;



Describe ASSURED website architecture and present the initial results;



Depict the methods, tools and promotional materials that will be used in the project’s
dissemination and communication;



Provide a complete overview of the planned activities, as well as list potential liaisons
opportunities to be activities in the project;



Describe the envisaged events and training activities as well as introduce the
standardization plan;



Define the rules and procedures that will be applied to implement, monitor and evaluate
all the communication and engagement activities;



This is a ‘living’ document, able to accommodate any required customisation. The
dissemination planning will thus be constantly evaluated and revised in the course of the
project. Major updates will be included in the Periodic Reports.

1.2 STRUCTURE OF THE DOCUMENT
The sections of the deliverable at hand are organized in the following manner: After the
introductory chapter, Section 2 depicts the mission of ASSURED and the fundamental aspects
of the dissemination and communication plan, including the main objectives, the description of
the target audiences and the strategic planning of the envisioned activities. Section 3 presents
the various types of dissemination activities and tools – such as the project’s website, that will
be used in order to support the project’s dissemination and communication activities. Section
4 focuses on activities related the collaboration with relevant initiatives and the standardization
plan. Section 5 depicts the metrics for the evaluation of the dissemination and communication
activities. Section 6 concludes the document.

© 2020-2023 ASSURED Consortium
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2 DISSEMINATION STRATEGY
Efficient dissemination and communication actions during the ASSURED project ensure short
and long-term success of the project. Therefore, promotion, dissemination, stakeholder
engagement and impact creation activities are central to the whole ASSURED effort and will
be closely coordinated among the various WPs to create a cohesive plan of actions for the
effective engagement of all target stakeholders in the cybersecurity ecosystem.
One of the primary objectives of ASSURED is to design and develop an innovative, formally
verified run-time assurance framework for securing CPS supply chains: by leveraging edge
computing eco-systems, a universal distributed solution will be developed for the
transformation of CPSoS into distributed safety-critical CPSoS solutions, hosting mixedcriticality applications. The consortium is therefore targeting, among others, key initiatives in
the vertical domains, and stakeholders of the industry and emerging related technologies
markets. This aims to raise awareness on the benefits, which the provided ASSURED
architecture, can bring to ensure cybersecurity solutions to a broad range of advanced
communication systems and vertical industries.
Moreover, ASSURED will engage in dissemination, communication and community building
towards industry, including network operators and infrastructure providers, SMEs,
standardization bodies, researchers, as well as citizens, public authorities and initiatives, policy
makers and relevant industrial communities and projects as appropriate. To showcase the
benefits of the developed ASSURED framework and solutions will be a core mission around
which the ASSURED promotional efforts will be organized, starting from the piloting
communities in the context of smart cities, smart manufacturing, smart aerospace, and smart
satellite communications.
A comprehensive and well-structured set of dissemination activities will ensure a broad
promotion and effective showcasing of the developed concepts, technologies, use cases and
results. This will include off-line and online communications, digital presence, participation in
and organization of events, contributions to standardization, interaction with the 5G PPP
projects, the 5G PPP WGs and the 5G IA, and liaisons with relevant national / local initiatives
(especially around the trials), as well as with other European research and innovation initiatives
(such as NGI, IoT-LSP, Big Data, FIWARE etc.). The following sections describe ASSURED’s
mission, overall communication and dissemination objectives, key stakeholders,
communication phases and communication channels that will guide and streamline ASSURED
communication and dissemination activities.

2.1 ASSURED MISSION
The vision of ASSURED is to design and implement a novel policy-driven, formally verified,
runtime assurance framework in the complex domain of CPS. As the demand for increasingly
complex and autonomous CPSs grows, similarly does the need for certification mechanisms
to ensure their safety. ASSURED will design and develop of a novel, highly-usable, and
resilient cybersecurity, privacy and data protection management framework, targeted at
“Systems-of-Systems” (SoS) enabled ecosystems, aiming at:


providing strong system integrity and operational assurance (through advanced
property-based attestation mechanisms) of safety-critical components towards the
enactment of the integration of heterogeneous Cyber-Physical Systems, with sound
statements on their security properties, to hierarchical compositions of SoS with federated
trust;

© 2020-2023 ASSURED Consortium
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providing a set of continuous risk-assessment and management mechanisms able to
evaluate in real-time the existing risks of the entire SoS ecosystem against an enhanced
threat model including network operation and availability attacks, low-level system attacks
and data privacy risks and propose the appropriate mitigation actions;



providing a Blockchain decentralized market that enables enhanced knowledge
sharing of increased operational threat intelligence, among the various stakeholders
met in such CPS supply chains, by supporting them towards the continuous monitoring of
the health state of safety-critical components and the accountable reporting of newly
discovered Advanced Persistent Threats (APT);



accountable sharing of these operational threat intelligence data flows, through the
provision of advanced Blockchain-control services based on novel TC-based, lightweight
security and privacy-preserving protocols, encountered in today’s hyper-connected digital
supply networks.

ASSURED relies on these core pillars: remote attestation of properties, dynamic real-time
risk assessment, and enforcement of self-learning adaptable policies. With this, we claim
that a SoS can withstand even a prolonged siege by a pre-determined attacker with known or
unknown capabilities as the system can dynamically adapt to its security and safety state.
Even more, ASSURED’s intelligent multi-layered framework allows a very high degree of
automation, something that is definitely required in CPS and IoT scenarios where the mere
number of devices will prohibit human intervention for security management.
In this context, ASSURED cybersecurity framework will be demonstrated in four different
critical scenarios: Smart Manufacturing, Smart Cities, Smart Aerospace, and Smart Satellite
Communications

2.2 DISSEMINATION AND COMMUNICATION OBJECTIVES
ASSURED’s dissemination and communication activities are overarching throughout the whole
duration of the project and aim to ensure a broad promotion and effective showcasing of the
developed concepts, technologies, use cases and results. In terms of communication and
marketing, this ambition translates into the following main objectives.


Ensure broad visibility and raise awareness about ASSURED, spreading knowledge
about the project and its results, establishing a distinctive and recognizable identity that
will support marketing efforts.



Reach, stimulate and engage a critical mass of relevant stakeholders to ensure that the
results of the project are effectively showcased, leading to validation, improvement and
possibly further adoption of the developed technologies and concepts, especially towards
target vertical sectors.



Facilitate exploitation of the project’s outcomes and promote the development of
innovative solutions based on the ASSURED technologies and architectures.



Foster impactful contribution to relevant standardization bodies as appropriate and
relevant to planned exploitation plans and the project’s outcomes.



Ensure close coordination with relevant H2020 projects and EC bodies, while establishing
liaisons with related initiatives in research and innovation domains such as NGI, 5G PPP,
FIWARE, BDVA, AIOTI, etc.

© 2020-2023 ASSURED Consortium
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2.3 ASSURED STAKEHOLDERS
ASSURED aims at reaching out at several different target groups with dedicated dissemination
and communication activities with specific messages based on relevant interests’ areas. The
Figure 1 provides a helicopter view of the stakeholders’ groups identified while Table 1 below
provides the detailed ASSURED impact and benefit for each target.

FIGURE 1: ASSURED STAKEHOLDERS

TABLE 1: IMPACT BY GROUPS OF STAKEHOLDERS

Target stakeholder group

SoS / ICT Supply Chain
Owners

Benefits
Heavily Interconnected SoS/Supply Chains
Owners. They use products connected to the
project’s outcomes. They have or exploit network and
data assets from third parties and infrastructure
providers. Main target sectors include enterprises
with needs in network security services, machine
learning services and smart networking solutions.
Infrastructure / Network providers. They provide
the virtual and physical hardware that can be
exploited by the ASSURED paradigm to undertake
cybersecurity services from the framework.

Security Solution Providers
Vendors / Professionals

They are the direct customers of ASSURED. They
develop, extend and provide innovative cybersecurity
services,
sophisticated
security,
privacy,
accountability and mitigation mechanisms and
decision support applications, empowered with the
abilities to develop their own services using the
ASSURED SDKs.

Industry Associations &
Technology Clusters

Includes project's results to collaborative research
activities (roadmap, white papers, position papers),
within the consortium, liaison with similar projects (i.e.
CONCORDIA, CyberSec4Europe, etc.) and the

© 2020-2023 ASSURED Consortium
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bilateral participation in events for knowledge
exchange
Cybersecurity Engineers
Architects

They acquire the ASSURED building blocks /
services and utilize them in scenarios that are
addressed to their cybersecurity needs.

Investors

Includes technology evangelists, angel investors, and
other private and/or public funds. They support
investments for innovation and can be involved in
specific partnerships with e.g. cybersecurity service
providers and/or infrastructure providers to deliver
innovative business services.

Academia, Research institutes,
PhD students

Includes universities, engineering schools, research
centres, industrial R&D departments, etc. They
perform state-of-the-art research & innovation and
disseminate their efforts, procedures and results to
the wider community. They aim at the continuation of
the research & innovation results and they may also
exploit results in training and mentoring activities.
They are direct contributors and facilitators (also as
part of the consortium) to the project outcomes.

Policy Makers

They include the European Commission (and
corresponding agencies, e.g. ENISA, etc.),
governmental and international ministries. They
establish regulations, policies and recommendations
with which the various initiatives need to comply.
They directly influence the research activities, and
benefit from the fast, direct and expanded adoption of
these guidelines, which also facilitate and strengthen
international collaborations.

Standardization bodies

They include standardization bodies including TCG,
TC CYBER, CSCG, IETF, etc. They pave the way
and develop standardization roadmaps. They can
solidify their efforts through the adoption and
dissemination of the standards from the project, as
well as further expand these standards with
contributions from the project. They provide input to
the project, as well as receive input and benefit from
the project innovations.

General public

They are informed about the EC efforts in supporting
European industries competitiveness for the benefit
of the whole society.

2.4 DISSEMINATION AND COMMUNICATION PHASES
ASSURED will follow a phased approach to defining, planning, organizing and exploiting a rich
set of activities and instruments in the most effective way towards building a strong and vibrant
ASSURED community in the EU that will make a difference in the future development of the
© 2020-2023 ASSURED Consortium
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field and cybersecurity scene at large. Accordingly, the project will follow a 3-stage approach
to outreach and impact creation, as follows:
Stage 1 - Awareness creation and marketing foundation (M01-M12)
During this current phase, we have designed the dissemination and communication strategy,
including target groups, planned activities and a selection of dedicated communication tools
and community building activities. Moreover, we have started to inform all relevant
stakeholders about the ASSURED scope and objectives and to define the liaisons and
interaction mechanisms with the rest of the 5G PPP entities and players, including ongoing 5G
PPP phase 3 projects.
Outcomes/Measures: The ASSURED website (www.project-assured.eu) created and
launched, including a calendar of relevant events. The dissemination and communication plan
(D7.1) as the current document. A project presentation (slides) will be created. Dedicated
social media channels have been set up and currently animated (Twitter and LinkedIn). A first
project flyer will be created and an ASSURED e-newsletter circulated.
Stage 2 - Stakeholders outreach and engagement bootstrap (M13-M24)
Stage 2 of the ASSURED dissemination and communication plan will actively reach out to the
main target stakeholders towards generating interest in ASSURED activities and outcomes
and set a solid foundation for the planned dissemination and showcasing activities.
Stakeholders will also be approached to provide support for the promotion of the project thanks
to close collaboration of all WP 7 tasks. In this phase, the planning for first event participation
and organization will commence.
Outcomes/Measures: Slide-based presentations of first project results. A first video to be used
to raise awareness. Animation of social media channels. A number of news items published
on the ASSURED website and media, newsletters, and participation in selected events, to
promote the project and its trials. Organization and fostering of the first innovation ASSURED
workshop, when the very early set of results will be available (M13), as to gather feedback on
the requirements and the security attestation models by the industrial community.
Stage 3 - ASSURED showcasing and global outreach (M25-M36)
Stage 3 of the dissemination and communication plan will actively engage and support
industry, SMEs and all target stakeholders in the adoption and deployment of the concepts,
technologies and tools offered by ASSURED through dedicated promotional activities. This
includes scientific publications, development and distribution of promo materials, deliverables,
participation in selected events, organization of dedicated workshops, demos, exhibitions,
liaisons with relevant initiatives (e.g., AIOTI, NGI, GUARD, DataVaults etc.) and with verticals
(e.g. Smart City Expo World Congress) and coordination with 5G PPP bodies and projects as
relevant. It is expected that standardization efforts will intensify as the technologies developed
and the trials will mature along the project’s lifetime. The organization of additional scientific
workshops – to be co-located with other well-established security events (e.g., CCS,
ESORICS, NetSoft, etc.) and in collaboration with other relevant initiatives with which a liaison
will be established - will be focused on scientific topics related to the core value propositions
of ASSURED by addressing novel (and often controversial) topics in cyber-security, such as
trade-offs and double-edged sword techniques. Beyond the study of cyber-security, privacy
and trust as standalone components, it is also important to look at how to balance their tradeoffs especially when it comes to several contradicting requirements, such as security vs
privacy, security vs trust, and security vs usability.

© 2020-2023 ASSURED Consortium
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FIGURE 2: ASSURED COMMUNICATION AND DISSEMINATION PHASES

2.5 ASSURED INTERNAL COMMUNICATION COORDINATION
In order to ensure smooth and effective communication and coordination among the partners,
ASSURED has set up, since the kick-off, the use of advanced ICT means, like audio and video
conferencing (Skype, GoToMeeting), instant messaging, electronic mail, e-mailing lists for the
whole project (all@project-assured.eu) and mailing lists for specific work packages.
Moreover, to improve efficiency and collaboration, the partners will make use of online Docs
(SharedDrive, Online MS solutions) and Document Management System (DMS) within the
cloud infrastructure offered by DTU. Moreover, as soon as the COVID emergencies subsidies,
the project will hold various physical meetings hosted in turn by the consortium partners. At
least two to four plenary meetings are planned yearly to guarantee consistency and integrity
of the project. PCT meetings will be held in this context. Additional workshops or meetings will
be held as required by the work plan and the needs identified by the project. In case of special
conditions that do now allow the organisation of physical meetings, online meetings will be
planned instead properly.
The SharePoint tool set up and maintained by DTU, will be utilised for the exchange of working
documents and ideas for brainstorming, as well as keeping an action plan of activities. This
platform will provide a digital workspace to support the electronic communication and
cooperation between project team members. Through this platform, users will have access to
a wide range of tools and features necessary for the successful coordination of the team, such
as e-mail, on-line forums, dynamic news board, document management etc. The platform will
support the team to share project files, exchange and co-edit files, share information and
organize discussions across members of the consortium.

2.6 ASSURED ADVISORY BOARD
In order for the innovation developed within the ASSURED project to have any value, it is
essential to show it and its applicability to industry needs. Within the industry, a large potential
of stakeholders can be found which will eventually enhance the general exploitation of the
innovation, thus also benefitting the global European economy. The ASSURED project
foresees several ways to reach the industry. Whereas the main channel is the attendance of
trade fairs, the industry is also reached by attending conferences, workshops and further by
publishing newsletters and keeping the website up to date. In this context, the ASSURED
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consortium has also initiated the process for the establishment of an Advisory Board with
outside experts in order to provide valuable feedback on the core research artefacts of the
project from both an academic, scientific and industrial standpoint.
The Assured Advisory Board is a group of experts who will meet periodically with the
ASSURED consortium throughout the project. They will provide technical guidance, input, and
feedback on the ASSURED technology roadmap, advise on links with relevant interest groups
(outside ASSURED), propose and assist potential interactions of the project with other
projects, initiatives, activities and standardisation bodies. In addition, the advisory board will
critically evaluate project proceedings and the technological and scientific outcomes, give
feedback to the dissemination and clustering exercises, and thus provide an external review
of project actions. The AB members will document their experiences when it comes to the
developments of the project and their feedback will be fed into all modelling actions and into
the improvement of the final outcomes and deliverables.
In this direction, the Advisory Board will consist of a partner-nominated group of external senior
academic, business, industry and standards-associated advisors who will assist in reviewing
the project’s development and progress from the very first steps of the project until its
completion. During the periodic meetings with the ASSURED consortium, given the produced
results of the research and invocation actions, they will have a strong role in ensuring that the
project outcomes are aligned to the vision of the research and technology fields they represent.
Given the above, the consortium will liaise with at least four well-known external, independent
experts of different disciplines that will cover the following research/technology axes and
impact categories of the ASSURED project:


Trusted computing technologies (TPM, DICE, etc);



Hardware/Software Remote Attestation;



Runtime operational assurance through Control-flow attestation mechanisms;



Security and Safety critical vertical application domains;



Blockchain technologies and light-weight cryptography;



Certifiability of “Systems-of-Systems” as required by regulatory organizations such as
EASA, CEN, ENISA, etc.

The approach used in the context of the AB liaison process requires the consortium partners
to suggest experts with the experience and scientific background, which is aligned to the
abovementioned core pillars of the project. The final selection of the members to liaise with
requires the approval of all partners in order to avoid potential conflicts of interest. Once, the
consortium agrees on the experts to be contacted, the selected experts will be requested to
sign a Non-Disclosure Agreement (NDA) and the corresponding letter of intent. Dr. Dimitrios
Papamartzivanos (UBITECH) will be responsible for the AB Liaison, while the legal department
of the project management (MARTEL) in close collaboration with the technical coordinator of
the project (BTU) will form the NDA to be shared with the experts.
Currently, the ASSURED consortium has initiated the process for inviting the following experts
to participate as members in the envisioned AB: Gene Tsudik (University of California, US),
Luca Davi (University of Essen, DE), Graeme Proudler (Trusted Computing Group), Milan
Petkovic (Philips), and Michele Nati (IOTA).

2.7 SUSTAINABLE
APPROACH
© 2020-2023 ASSURED Consortium
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The ASSURED dissemination and communication approach take into account the
sustainability principles for the organization of events and the production of communication
materials. For this purpose, the partners will:


Organize virtual meetings and workshops instead of face-to-face events;



Avoid using material resources where possible (avoiding printing flyers when unnecessary
and promote the online download, producing promotional materials using recycled
materials and avoiding single-use products, for example);



Encourage the reduction of emissions through sustainable mobility practices (e.g.,
recommending bicycle use, public transport at ASSURED events and rewarding these
actions);



Work with suppliers (printers, caterers, etc.) that use sustainable products and materials;



Try to measure the carbon footprint and compensation of emissions of partners’ traveling
to dissemination events.
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3 MEANS AND ACTIVITIES
3.1 PROJECT BRAND IDENTITY
As an EC co-funded project, a clear project brand identity needs to be implemented in order
to have an impact with the dissemination of respective work and achievements.
The recognition and perception of a brand is highly influenced by its visual presentation. A
project’s visual identity is the overall look of its communications. Effective visual brand identity
is achieved by the consistent use of particular visual elements to create distinction, such as
specific fonts, colours, and graphic elements.
The visual identity and sets of guidelines have been finalised since the early stage of the
project in order to secure a strong and unique brand. It will be incorporated in all promotional
and dissemination materials produced during the project and will be used by all project partners
in their communication activities.

FIGURE 3: ASSURED LOGO

ASSURED’s brand uses the open source fonts from Google Fonts: Comfortaa (Bold version)
for headings and Montserrat (Regular and Bold versions) for body copy. The usage of other
versions of the fonts are allowed. This applies to the website, presentations and all promotional
material.
For deliverables, the system font Arial (only Regular and Bold versions) should be used
instead, to avoid missing font issues, as those documents are likely to be mainly edited outside
design departments. It could be used also for presentations in case the two brand fonts are
missing.

FIGURE 4: ASSURED FONTS
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The colour palette (Figure 4 here above) is based on the logo colour scheme and contains 3
main colours. These are the colours of the logo gradient. In combination with the main colours
palette, two more greyscale colours can be used.
For slide presentations and deliverables: the colour of standard elements has been defined
and locked in the respective templates, as those documents are likely to be mainly edited
outside design departments. To change colours (icons or additional text), editors will find the
corporate color palette in the templates.

FIGURE 5: ASSURED COLOUR PALETTE

Martel Innovate prepared a document which provides guidelines (see Annex A) to create a
unique and easily recognizable image footprint. Such guidelines define all of the basic graphic
characteristics of the ASSURED project: from the logo to the colour palette and fonts used.
The ASSURED logo is shown in several variations, to be used depending on the background,
and in different sizes, to guarantee readability in different sources, e.g. reports, web,
presentations. The range of colours to be used in the project are the ones adopted in the logo.
Each colour is defined with precise printing characteristics (CMYK) and digital encoding (RGB
and HEX).
A PowerPoint presentation template was created to be used by the partners to create their
presentations for all external and internal events, meetings, etc., based on a common look and
feel.

FIGURE 6: ASSURED POWER POINT TEMPLATE
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A Word document template was created to be used by the partners for deliverables (this
document follows the defined template).

FIGURE 7: ASSURED DELIVERABLE TEMPLATE

3.2 ONLINE TOOLS AND CHANNELS
3.2.1 Project website
The ASSURED project web portal (see Figure 9) is a fully functional and responsive web portal
that contains comprehensive information on the ASSURED aims and objectives with easy
access and a friendly interface to retrieve information and any public material generated within
the project, as well as materials gathered via the various work packages activities about
ongoing projects and relevant initiatives. The ASSURED web portal is the entrance point for
all the cybersecurity community players / stakeholders (existing and newcomers) to the
activities, services, material and information that ASSURED is planning to create, collect and
share.
Web design experts within the project consortium conceived its design and structure to
promote the outcomes to the relevant target groups.
© 2020-2023 ASSURED Consortium
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A first release of the web portal was publicly accessible since the first month (on October 15,
2020) of the project at www.project-assured.eu. Further updates will be promptly applied as
necessary. At the time of writing, the website has already counted 104 unique visitors, who
generated 419 page views, as shown in Figure 10.

FIGURE 8: ASSURED PROJECT PORTAL HOMEPAGE

FIGURE 9: ASSURED WEB PORTAL RESPONSIVE VIEWS
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FIGURE 10: ASSURED WEBSITE ANALYTICS

As shown in Figure 8, the project website’s home page has evolved into a clear and clean
communication interface that is easily navigable, containing all relevant project related public
information. The site includes the ASSURED logo and the EU flag with the respective message
and is structured into the following sections:
About
This section contains the information about the project. In order to present it in a user-friendly
way, three subsections have been created.


Vision & Objectives: here is an overview on ASSURED – the project’s scope and main
goals are stated in a brief text and broken down into a series of simple, captioned icons,
for readability at a glance



The consortium: presenting and linking all the partners



Advisory Board: a section that elaborates on one of the project’s main objectives

Use cases
This section gives an overview of ASSURED four use cases on smart manufacturing, smart
cities, smart aerospace and smart satellite communications.
What’s New
This section covers news and press releases related to the project and will be updated often
with new information in order to keep the audience aware of this project progress. Concerning
the news: meetings execution, important milestones achieved and any other relevant
information about project ongoing will be included here. At the time of writing the news section
gathers five entries. All news are also spread through our Twitter/LinkedIn channels to increase
their visibility and their promotion. Furthermore, visitors can subscribe to the newsletter from
this section as well, and will be able to browser previous issues after publication.
Events
Future events related to the project such as meetings, workshops or conferences or those that
could be interesting due to its relationship with project topic are also gathered under this
section.
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Library
In order to have the information categorized, eight subsections include.


Scientific Publications: under this subsection all the publications related to the project will
be gathered. When available, full paper and/or abstract download possibility will be set up
as well.



Presentations and talks given at events and workshops will be published in this section



Deliverables, currently presenting the list of public deliverables, which will be uploaded
and made available along the project’s lifetime



Press Releases relevant for the media will be published here along with press clippings
once available



Videos: we will present here the project’s videos, linking to the YouTube channel as well



Promotional Material: leaflets, brochures, logo and all the documents aimed to construct
the corporative image of the project will be gathered under this subsection



Links: “Liaised projects” and other “relevant initiatives” that are part of ASSURED’s
ecosystem. For all such project and initiatives, links and brief descriptions are provided.

Contact
This page allows visitors to directly contact the project through a dedicated form and it includes
links to ASSURED’s social media channels.
Messages sent via the contact form are forwarded to info@project-assured.eu, which is
forwarded to the concerned project partners, who will receive the message and respond to it.
It should be noted that all information and e-mails collected are protected under GDPR.
Contacts will only be made to those who have submitted their inquiries and newsletters will
only be sent out to those who have explicitly requested to receive them. Any person who has
subscribed will be allowed to remove their e-mail upon request.
As one of the main dissemination channels and dynamic tools, the website will undergo a major
streamlining, and it will be continuously updated throughout the lifetime of the project.
The website provides also information on data kept and how they are used in alignment with
the GDPR under the Privacy policy link (footer of the webpage).
Since its inception we are working on supporting the traffic to the website through:


SEO (Search Engine Optimization): the traffic of visits to the project’s website will increase
progressively throughout the course of the project thanks to the implementation of
strategies oriented to organic traffic, always considering the keywords identified for it.



Link building: it will be able to create synergies between the project’s website and the
partners' websites as well as with other relevant agents of the sector (stakeholders),
encouraging the exchange of links.

3.2.2 ASSURED social media channels
Various social networks were established as marketing tools in order to promote activities
and outputs of the project on a regular basis, while also encouraging a wider discussion on the
topics related to cybersecurity activities. Thus, ASSURED created an active presence on the
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most popular social media channels, such as Twitter and LinkedIn, which are linked to the
project's website.
Below, a brief overview of the social media channels created for ASSURED.
Twitter is a very dynamic social network that covers the news in real-time at a global level.
ASSURED has established its Twitter account @project_assured before the official start of the
project (August 2020). At the time of writing it counts 32 followers, it has tweeted over 34 posts
and has been already used to cover the project’s own kick-off meeting and relevant initiatives
and projects’ activities. The Twitter account will be used for promoting and disseminating the
development of ASSURED, including news, events, outcomes, etc. Moreover, re-tweets are
made of relevant and interesting content from disparate sources. Last but not least, by
following relevant users, ASSURED not only gains access to more relevant content and
updates, but also acquires more followers.
ASSURED uses Twitter to establish meaningful connections with an active and relevant
audience (EC, policy makers, stakeholders of the industry, local authorities and general
public). These connections can produce beneficial opportunities for the project across the
network of stakeholders. It serves as well to tell everybody in real time what is happening in
the co-creation workshops and other activities of the project. The credentials for Twitter are
the following:


@project_assured - Twitter handle, mentions the project #Assured – hashtag

Examples of appropriate hashtags:


5G, #5GPPP



#smartmanufacturing



#smartcities



#SMEs



#satellitecommunication



#internetofthings



#IoT



#EC



#H2020



#cybersecurity

To maximize the impact of the project on social media channels, images and gifs will be
created and shared with all the partners. Tweets can be directed to specific accounts by using:
@TWITTER-HANDLE in tweets. Please find here below 3 lists for partners’ handles and other
relevant handles - To be mentioned in the ASSURED’s tweets to generate conversations and
interactions. List of the European Union related Twitter accounts and hashtags:


@EU_H2020



@EESC_PRESS



@EUScienceInnov



@NetTechEU



@EU_EASME



@DSMeu



@EU_Commission



@ENISA

List of ASSURED’s consortium Twitter accounts:


@ DTU_Compute



@TUeindhoven



@martel_innovate



@TUDarmstadt



@RealSystemSec



@nvidia

© 2020-2023 ASSURED Consortium

Page 24 of 49

D7.1: Internal and External IT communication infrastructure and project website



@uniSystems_GR



@INTRASOFT_Int



@suite5eu



@ubitech



@spacehellas



@RaytheonTech

List of twitter accounts of related initiatives relevant for ASSURED:


@5GPPP



@3GPPLive



@BDVA_PPP



@ETSI_STANDARDS

FIGURE 11: ASSURED TWITTER CHANNEL
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LinkedIn is currently the main business network in the world and has more than 150 million
users in more than 200 countries and territories. Stakeholders, which ASSURED needs to
connect with, are on LinkedIn, so it is appropriate to implement some actions. ASSURED’s
LinkedIn company page has been established before the project officially started (August
2020) to provide a public image on a global scale as a reputable and trustworthy project. It
counts, at the time of writing, 29 followers and 12 posts have been published.
By producing content about the project that our viewers want to see and share with others, our
viewers become engaged advocates of ASSURED and can expand our global influence. The
content generated by ASSURED project will be available in different formats such as project
presentations, website blog posts, infographics and videos to suit the viewing preferences of
our target audience. ASSURED should post as many status updates as our content supports.
We will reach more of our audience and extend our reach as we post more often.
The ASSURED LinkedIn profile is a supplement to the website, helps driving traffic to the site
and offers a way out to promote the project. We will mention partners’ LinkedIn pages when
appropriate to create positive visibility exchanges. We intend to engage relevant initiatives
LinkedIn pages in the dialogue on this platform, while promoting the ASSURED initiatives
across LinkedIn relevant groups, to further increase this social media audience and diversify
the group’s user base, engaging more vertical representatives/managers.

FIGURE 12: ASSURED LINKEDIN CHANNEL
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YouTube is one of the leading video-sharing platforms at a global level that allows to upload
videos and create a community of subscribers. ASSURED will maintain a YouTube channel
that is used to disseminate the ASSURED vision, concepts and objectives, but also to promote
and ensure enhanced visibility of the experts and engaged stakeholders of the project that
participate in the interviews and project events.

FIGURE 13: ASSURED YOUTUBE CHANNEL

3.2.3 ASSURED e-newsletter
An e-Newsletter will be produced by the ASSURED consortium on a quarterly basis and will
provide regular updates on trends of cybersecurity innovation practices, project findings and
results, news from industrial partners, among others.
The newsletters will also contain information regarding the upcoming tasks and events in an
attempt to inform the audience on how they can get in touch with the project and the connected
initiatives. As such, a typical e-newsletter of the project will contain highlights (major outcomes,
links, contacts, and dissemination activities), the most important news, announcements and a
schedule of the major upcoming events.
Mailings with invitations to relevant workshops and webinars, consultations and other
information which cannot wait for the newsletter publication or that cannot appear only in the
newsletter will be sent out regularly to the same database used for the newsletter. Project
partners will provide information for the e-Newsletter and ensure that the content is accurate.
The first issue of the newsletter will be published in December (M04). Newsletters will be
uploaded on the website and an internal calendar will be shared with all project partners for
receiving their contributions and the final approval about the content and appearance.
A mailing list has been created, based on subscription, giving the possibility to share the enewsletter via mass mailing as well to inform interested users about project news,
achievements and planning of events. A registration functionality allowing the interested
visitors to subscribe to the newsletter is already available on the ASSURED website.
Through the Data Management Plan prepared by Martel Innovate (D8.2 at M06 and D8.3 at
M24), it will be ensured that all these actions comply with the requirements of the General Data
Protection Regulation (GDPR).
The design of the newsletter has already been developed (see Figure 14) and it provides a
clear branding and content template, flexible enough for the communication needs.

© 2020-2023 ASSURED Consortium

Page 27 of 49

D7.1: Internal and External IT communication infrastructure and project website

FIGURE 14: ASSURED NEWSLETTER PREVIEW
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3.2.4 e-Publications
Significant project developments, news and announcements, white papers, but also articles
introducing ASSURED will be published on third-party portals, including professional and
specialized platforms, Cordis, relevant thematic blogs and collaboration platforms, partners’
web portals, as well as through several freely accessible tools. A preliminary list of the freely
accessible portals includes:


Cordis projects & results: http://cordis.europa.eu/projects/homeen.html



ELTIS: http://www.eltis.org/



Horizon Magazine: http://horizon-magazine.eu/



Research*eu results magazine: http://cordis.europa.eu/research-eu/homeen.html



Headlines on the Commission’s Research & Innovation website:
www.ec.europa.eu/research/infocentre/allheadlinesen.cfm



CORDIS Wire: http://cordis.europa.eu/wire/

Beyond these, other documents produced by the project will be properly presented through
the ASSURED website. ASSURED partners have set a target of publishing on average 5 peerreviewed publications per year in journals, conferences and workshops. Table 2 below
presents the relevant publications which will be considered for submission, along with the
leading partners. We expect this list to be further reviewed and populated in the upcoming
months as the academic and research partners take a deeper dive in ASSURED results,
methodologies and challenges, which may be relevant for the scientific community. All
scientific publications issued by the Consortium will be made available through the project’s
website, where a specific section has already been created (Green Route).
TABLE 2: RELEVANT JOURNALS AND CONFERENCES PUBLICATIONS

Publication Type

Submission to

International Journal

IEEE Transactions on Dependable and Secure Computing
(https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=8858)

International
Conference

European Symposium on Research in Computer Security

International
Journal

Future Generation Computer Systems
(https://www.sciencedirect.com/journal/future-generationcomputer-systems)

International
Journal

Computers
&
Security
(https://www.journals.elsevier.com/computers-and-security)

Journal scientific
publication

IEEE Transactions on Network and Service Management
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Journal scientific
publication

IEEE Communications Magazine

Journal scientific
publication

IEEEXplore Journal of Communications and Networks

Journal scientific
publication

IEEE Transactions on Wireless Communications

Journal scientific
publication

ACM, Computer Networks: The International Journal of Computer
and Telecommunications Networking

Journal scientific
publication

Springer Wireless Personal Communications

Journal scientific
publication

Springer Journal of Network and Systems Management

Journal scientific
publication

MDPI, Future Internet

Journal scientific
publication

IEEE Transactions on Control of Network Systems

Journal scientific
publication

Wiley, International Journal of Communication Systems

Conference scientific
publications

ACM Conference on Computer and Communications Security
(CCS)

Conference scientific
publications

IEEE Symposium on Security and Privacy (S&P)

Conference scientific
publications

The Network and Distributed System Security Symposium
(NDSS)
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Conference scientific
publications

ACM Conference on Security and Privacy in Wireless and Mobile
Networks (ACM WiSec)

Conference scientific
publications

European Symposium on Research in Computer Security
(ESORICS)

Conference scientific
publication

IEEE Global Communications Conference

Conference scientific
publication

IEEE International Conference on Communications

Conference scientific
publication

IEEE Conference on Computer Communications

Conference scientific
publication

Connected Smart Cities Conference

Conference scientific
publication

ITS World Congress

Conference scientific
publication

IoT Week

3.2.5 Press releases
Press releases will be edited on a regular basis (approximately four press releases by the end
of the project) and coincide with key project achievements (e.g. organization of a large event,
implementation of key activities within the project, etc.) and in order to present the results
achieved through the four ASSURED use cases. Press releases will be distributed to national
and European media, thus contributing to the wider dissemination of the project. All partners
will be responsible for engaging with their local media outlets to ensure a wider reach of the
press release. All press releases will be published on the project’s website.

3.2.6 Videos
ASSURED will produce 5 videos to present the project and its achievements. The first video,
scheduled for around M06 in the first year, will present the project’s goals and the partners’
role in the ambitious plan of work. The following videos will focus on presenting the results of
the project and support the interest for the developed solutions uptake.
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3.3 PROMOTIONAL MATERIALS
3.3.1 ASSURED promotional materials
An ASSURED project flyer will be created in the next month and it will be used for informing
interested people about the project’s objectives and activities. The flyer will be uploaded to the
ASSURED website and shared as printed versions during any future relevant events. Till the
end of the project, we plan to prepare at least 3 project flyers.
Moreover, at least 2 roll-ups and posters will be created before the end of the project, matching
the look and feel of the website and the overall project design concept to meet the needs of
the project. ASSURED will also consider producing event focused posters of smaller size, if
considered necessary, where the content of the poster will be replaced to fit the needs (theme)
of the event.
Both the roll-up and the posters will be prepared in English (local languages to be considered
if appropriate or necessary) to raise awareness of the stakeholders and a variety of relevant
audiences about the project with succinct textual and graphical information. Printable versions
of the posters will also be created and provided to partners to be printed and used at the events
they participate in.
The design will be easily adjustable to the requirements individual partners have, in case an
additional or a more specific version is required. The project logo, the EU flag &
acknowledgement along with the ASSURED website and the social media links will be clearly
displayed on all promotional materials.
During covid-19 period, with no on-site events, we plan to create dedicated landing pages that
helps to visualize key aspects of the project and dedicated slideset to be used during online
events.

3.4 EVENTS
Awareness, Interaction and Promotion regarding ASSURED is expected to be impacted
positively by the project representation in relevant events. Events are an important means for
the consortium to communicate and disseminate the aims, developments and results of its
work. We distinguish among:


Events organized by ASSURED;



External events in which ASSURED will participate.

Events are often the only way of interesting mainstream press in EU affairs, to ensure a Press
Release and organize interview opportunities with high-profile participants. The project will be
supported by the relevant communication material produced, namely the Event Toolkit
(brochure, banners, posters, flyers etc.). As the per Grant Agreement specifications, we expect
to be involved in a variety of event formats, such as: Workshops, Hackathons/Datathons,
Demo Events, Scientific Conferences, industry Events, Fairs and Exhibitions, and Events of
affiliated projects, clusters and communities.
The first three categories are currently being planned in collaboration with the consortium.
Their exact targets and KPIs are presented in Section 5.2 ASSURED Dissemination and
Communication Results Assessment.
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3.4.1.1

Innovation workshops

The dissemination plan includes the organization of three (3) scientific workshops. The
organization of these workshops will be led by TUE and UBITECH, and the foreseen time
schedule for their realization is before M28. Each of these will have a different scientific focus
and will be targeted to the scientific and trusted computing research and industrial
communities.
The organizing partners will work with the Dissemination and Communication Officer as well
as with the Project Coordinator to further define their plans and begin their preparations for the
workshop. These include: main topic(s) definition; key participants and target audiences;
scientific program and workshop agenda; promotional material and communication channels,
time schedule, logistics and practical issues setup; documentation and reporting.
3.4.1.2

Internal and External Training

Training activities will be organized during (led by SURREY) the project involving both internal
and external members of the project. One of the goals is to mitigate the gap that typically
separates practitioners and theoreticians by providing a series of regular structured training
events in the form of workshops and schools on topics relevant to the project. The meetings
will ensure that practical aspects inform theoretical research, that developers benefit from
proper theoretical foundations, and that the project fosters cross pollination of ideas. A second
relevant aspect of the training activities within this project is the offering of this training element
to external PhD students, post-docs and researchers and the possibility for external parties to
participate in research exchanges, to visit project member's research lab, and to contribute to
the schools and workshops. Such visits are extremely beneficial to foster strong scientific
collaboration and to benefit from external knowledge relevant to the project.
Example training activities and events include:


Teaching activities on trusted computing technologies and secure software execution on
a number of MSc courses;



Internal departmental seminars (organized by ASSURED consortium partners) for
presenting the emerging trends in secure supply chains (based on the use of trusted
computing technologies) and also presenting the research avenues investigated within
the ASSURED project (30 participants, other faculty members and MSc students).



Supervision of MSc and PhD theses;



PhD Summer or Winter Schools;



Supervision of special project courses on topics related to the use of trusted computing
towards enhanced operational assurance in cloud-based applications domains including
V2X, crowdsensing and Blockchains.



Hackathons/Datathons: Exploration of organizing challenge events on ethical hacking that
will be open to students, security practitioners, etc. The goal is to be able to engage the
community and various stakeholders towards the need of more advanced security
mechanisms in order to be able to withstand even a prolonged siege by a pre-determined
attacker with known or unknown capabilities. In this context, DTU has been participating
in the organization of such events that were offered to DTU students. These events were
also supported by the Municipality of Copenhagen and revolving around a series of small
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challenges that were handed out to the participants who tried to identify vulnerabilities in
a number of real-world industrial systems.

3.4.1.3

Demo Events

Beyond the participation of the consortium members into various key sector technology related
events and activities, the dissemination plan includes the demo of the various ASSURED
functionalities in well-established events. Candidate industrial events include: WebIT
Conference, Tedx, European Data Forum, BDVA Summit, Hannover Messe, MWC. All such
events shall be recorded and managed through the online dissemination tracker. The
ASSURED vision is to participate in two such demo events, by the end of the project, with an
approximate participation of around 40/50 participants.
In this context, UTRCI is sponsoring the yearly HiPEAC conference event
(https://www.hipeac.net/) which is a European network of almost 2.000 world-class computing
system researchers, industry representatives and students. HiPEAC offers the opportunity for
setting up a booth to interested participants where they can showcase the progress of their
various projects and interact with the community. UTRCI is already organizing to disseminate
the ASSURED project in the next HiPEAC event.
3.4.1.4

Events participation

The dissemination approach foresees active participation in EU and worldwide events related
to the topics and domain of the project. Participation will escalate as the project advances and
is including from presentations of the project’s scope and representation in booths, to
showcase of concrete results and live demo sessions for exploitation and uptake. Participation
in events is also seen as an opportunity to build and increase a network of relevant groups
interested in transforming into followers and advocates of ASSURED.
A non-exhaustive list of candidate European and international events selected by the
consortium is presented in the following table. This list will be prioritized and further additions
will be included throughout the project’s duration. To support this process an internal database
of relevant events will be maintained by MARTEL and frequently updated with the help of the
consortium.
TABLE 3: RELEVANT EVENTS CONSIDERED FOR WIDE DISSEMINATION

Title of event

Type

Date

Location

ESORICS 2021
workshop

workshop

prospective 2021

Germany

InfoSecurity Europe

Industry

8-10 June 2021

London

Cloud Security Expo

ICT industry

24-25 March 2021

London
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World Cybersecurity
Congress

Industry

19-22 July 2021

New York (US)

InfoSec World

ICT industry

12-14 April 2021

Colorado (US)

ICSJWG

Research

27 January 2021

Online webinars

ManuSec

Manufacturing

March 2021

London

Security Week ICS

ICT industry

November 2022

TBD

International Summit
on Cyber Security in
SCADA
and
Industrial
Control
Systems

Researchers, industry

TBC 2021

TBC

SPS IPC Drives

Digital industry

November 2021

TBC

International
Conference on Cyber
Security

Academic,
researchers

July 2021

Zurich

ACM Conference on
Computer
and
Communications
Security

Academic,
researchers

November 2021

TBC

IEEE Symposium on
Security and Privacy

Academic,
researchers

23-27 May 2021

San Francisco (US)

IEEE Infocom

Academic,
researchers

May 2021

Canada

ICS Cyber Security
Conference

Industry, researchers

October 2021

TBC
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Public policy, industry

September 2021

Central, East
Europe

Academic,
researchers

June 21-22

Vienna

European Big Data
Value Forum

EC projects, policy
makers, Industry

November 2021

TBC

ENISA several event

Monitor: Standardization conference, IoT security conference, SMEs
security etc

FIWARE
Summit

EC projects, policy
makers, Industry

TBC

TBC

Research and
Industry

18-20 January 2021

Budapest, Hungary

Industry

October 2021

TBC

Industry

November 2021

TBC

CYBERSEC

International
Conference
Cyberforensics
Cybersecurity

on
&

Global

HiPEAC

CEBIT
Events

Worldwide

ESCAR Europe

3.5 DISSEMINATION AND COMMUNICATION RECOVERY PLAN IN
TIMES OF COVID-19
The current COVID-19 outbreak brings about opportunities and challenges for the community
building and communication activities of ASSURED. To ensure that project outcomes will not
be significantly affected by event cancellations due to COVID-19, we will carefully rethink our
events. Face-to-face partners meetings and events might have to be organized as a virtual
event. The ASSURED consortium closely monitors the current COVID-19 situation, trying to
anticipate early on the next steps that need to be taken.
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4 RELEVANT INITIATIVES AND STANDARDIZATION
4.1 LIAISON WITH RELEVANT INITIATIVES
4.1.1 Cybersecurity initiatives
An important part of the dissemination activities includes the build-up of liaison with other
projects and initiatives relevant with the fields of ASSURED. Through this connection,
ASSURED will promote stakeholders clustering, focus on targeted engagement and perform
cross-dissemination activities. The aim is to disseminate project’s outcomes, ensure exchange
of knowledge and best practices to the mutual benefit of all parties involved, and increase
visibility of ASSURED within the market and potential future clients for its solutions.
Under this approach ASSURED will seek developing liaison and collaborations with:


related projects and research initiatives;



industrial associations;



appropriate standardization bodies and working groups.

An initial list of receivers is the already established and rich portfolio of connections with related
projects and initiatives by the members of the consortium. The strong and multi discipline
partnership of ASSURED’s consortium poses a wide network of synergies that will be exploited
to engage with several market players and domain stakeholders. This list will further grow with
the addition of relevant organizations and peers that will be identified during the project’s
lifetime.
Furthermore, the ASSURED Consortium will closely monitor and analyze all future
developments under the Cybersecurity PPP umbrella, and integrate them to the extent
possible within the ASSURED Framework. Targeted technological areas include:


Assurance/risk management, advanced assurance and security/privacy-by-design:
Based on the adoption of the ASSURED Blockchain-enabled environment for secure SoS,
cybersecurity awareness of security professionals, data protection officers, supply chain
enablers, infrastructures owners, software developers as well as employees in enterprises
is going to be increased leading to identification of causes of threats through the Multidependency Cyber-Physical Risk Assessment, Forecasting and Compliance, Blockchainbased ASSURED Supply Chain Control Services and Trust Evidence Collection.



Protecting the ICT infrastructures (including Cyber Threats Management, Network
Security, System Security, Trusted Hardware/Edge Devices Security/IoT Security):
ASSURED is going to design and implement flexible and scalable data security and
privacy building blocks and services using policy-compliant structures with trusted
blockchain-enabled collective threat intelligence functionalities addressing advanced
cybersecurity, privacy threats and threat actors.



Security Services (including auditing, regulatory compliance and certification, risk
management, cybersecurity operation, security support services): Contributing directly to
security services challenges, ASSURED provides a Blockchain-enabled environment with
a palette of SDKs, APIs and tools for efficient cyberattacks management, tailored to
collective threat intelligence for knowledge sharing, providing improved means of
modelling, analysis, evidence collection and quantification of risks, as well as
incorporating real-time risk-assessment and management utilities that take into account
the dynamicity and diversity of the heavily interconnected SoS ecosystem.
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4.1.2 Open Source Communities
ASSURED is in a position to contribute to various policies and initiatives due to the novelty of
the solution, as well as on the fact that it tackles a domain which is fairly new and not highly
mature, thus it is still evolving and is open to accommodate and to get influenced by
innovations such as the ones brought forward by the project. Apart from the envisioned
participation and contribution to various standardization bodies (detailed in Section 4.2),
ASSURED aspires to also contribute to a series of open source communities, which are
highlighted below:
TABLE 4: ASSURED OPEN SOURCE COMMUNITIES CONTRIBUTIONS

Open Source Communities



Contribute to specifications that can be used to enable end-to-end
security services; this forms a fundamental part of ISG NFV Phase 2.



The Mobile-Edge Computing (MEC) is a new Industry Specification
Group (ISG) within ETSI, aiming to create a standardized, open
environment which will allow the efficient and seamless integration of
applications from vendors, service providers, and third-parties across
multi-vendor Mobile-edge Computing platforms.



ASSURED is envisioning to provide the following contributions to the
ETSI NFV ISG and ETSI MEC ISG through the development of an
applicable edge-based solution architecture for the transformation of
safety-critical SoS to distributed safety-critical SoS.



An open source initiative whose objective is to create a productionquality NFV orchestrator based on open-source code that should
become a reference implementation of the MANO stack.



ASSURED aspires to closely monitor the developments of the OSM
and contribute based upon the advancements of the development of
the distributed attestation-enabled CPS orchestration for
heterogeneous and high-density edge devices, leveraging the root of
trust capabilities of the ASSURED remote attestation services and
providing security and trust features at all levels of the VNF stack.



Has developed an SDN architecture that may be relevant for SDN and
NFV concepts. ONF activities and groups that may be relevant
include: the North Bound Interface (NBI), the Carrier Grade SDN WG
and the Mobile WG.



ASSURED aspires to monitor the advancements of these groups and
explore the possibility of contributing to the open source specifications
related to optimal device resource allocation.



Abroad-based collaborative project focused on Software Defined
Networks and Network Function Virtualization (NFV)



Providing contributions to IEEE NFV regarding the dynamic resource
allocation mechanisms that are going to be applied, exploiting the

ETSI NFV ISG
& ETSI Mobile
Edge
Computing ISG

ETSI OSG
OpenSource
MANO (OSM)

Open
Networking
Forum (ONF)

IEEE SDN
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ASSURED collective threat intelligence analysis and forecasting
engine.

NetWorld2020



European Technology Platform for secure communication networks
and services.



Results of the ASSURED project are going to be disseminated to
NetWorld 2022.

4.1.3 5G PPP
ASSURED will actively collaborate with other 5G PPP and non-5GPPP projects. Several
ASSURED partners, among the other Martel, UBITECH, S5, UTRCI, INTRASOFT have been
or are actively involved in 5G PPP Phase 1, Phase 2, and Phase 3 projects, and have long
track record in establishing fruitful liaisons with other projects. As a matter of fact, ASSURED
builds up on previous work that the consortium has performed as part of the aforementioned
projects. The liaisons will see the participation of several common partners to ensure a
successful collaboration and a smoother integration of technologies and concepts. Moreover,
the collaboration of ASSURED partners to 5G PPP and 5G IA activities, will allow ASSURED
to be aware of the ongoing and recently finished activities and strengthen the mutual
developments within the 5G era.

4.2 STANDARDISATION ACTIVITY PLAN
4.2.1 Research and Standardization Communities
Reaching the research and standardisation communities is crucial to innovation within the
European Union: in order for the ASSURED project to have a real impact in further research,
and to help the standardisation path, it is essential to reach and gain the interest of the
communities, as described in Chapter 2.
For the former, there are many channels through which the research community can be
reached and results of the project can be made available. First of all, it is necessary to publish
in open access. ASSURED will provide open access to all published articles, on the ZENODO
platform, and all publications will be made accessible on the project website, where they will
be linked to their DOIs.
For the latter, standardisation is an utmost important aspect of the ASSURED project.
ASSURED envisions to actively contribute to the normalisation and interoperability efforts
regarding future-proofing of ICT trust chains that the European Commission instruments,
standardisation bodies and private organizations are pursuing. Towards this goal, the
consortium will continuously analyse the standardisation potential of the project’s key
innovations and will map the key exploitable innovations to the standardisation objectives in
order to continuously update the concrete plan, already put forth in Section 4.2.2, towards
submitting contributions to relevant standardisation bodies. Objectives include:


Stimulating pre-normative or standardization activities related to the core value
propositions of ASSURED towards: (i) Future-Proofing of ICT Trust Chains, (ii) Run-time
Risk Assessment, Forecasting and Compliance, (iii) Distributed Attestation-enabled CPS
Orchestration, (iv) Trusted Computing Technologies, (v) Trust Enhancing DLTs and Smart
Contracts for Secure Data Sharing, and (vi) Lightweight Crypto primitives for user
authentication, access authorization and secure Blockchain Wallets.
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Liaising with the appropriate standardization bodies and initiatives in order to ensure that
ASSURED is building upon emerging standards.



Providing industry sector specific best practice solutions which can be described in
recommendations or technical reports.

All relevant findings of the project will be communicated to the corresponding European or
International standardization bodies such as TCG, ISO/IEC, ETSI, W3C, RISC-V and CEN,
and more indicatively to working groups on:


Security related standards like those described in the Trusted Computing Group, the
ISO/IEC JTC 1/SC 27 IT Security Techniques committee, the ETSI Cyber Security
Technical Committee (TC CYBER).



Blockchains and distributed ledger technologies and IT security techniques (ISO/TC 307).



Big Data standards such as the ITU standard Y.3600: Big data - Cloud computing-based
requirements and capabilities.



Semantic Web standards (especially W3C Semantic standards) with additions such as
metadata and W3C RDF vocabularies and these of Linked Open Vocabularies, schema
additions to schema.org etc. around the concepts of creativity and creative industries.

In this context, many of the ASSURED technical project partners are already members of
various committees (i.e., TCG and ISO) or will apply for a membership or an academic liaison
(Section 4.2.2). Envisioned activities through the participation in the various committees may
involve: (i) contributions to the preparation of EU and/or International standards and other
types of publications, (ii) communication of the committee’s work, standards and their
significance to various stakeholders, (iii) participation in the preparation activities of work plans
for the need of new technical specifications in response to the needs that have been identified
by the research communities, and (iv) contributions towards ensuring the correct technical
preparation of the envisioned white papers to be published.
ASSURED partners aspire to exceed instead of merely reaching the following list of Impact
KPIs, concerning Standardization Activities in all parallel channels, as these are gathered from
the relevant sections of the Grant Agreement and tracked through the plan presented in this
deliverable.
Note: This list might be further enriched as the project progresses and the present plan is
updated and refined accordingly (in M18 and M36 respectively).
TABLE 5: ASSURED STANDARDIZATION KPIS

Relevant Activities

Impact Metric – KPI

Target

Collaborations,
Synergies,
Liaisons, with
projects clusters
and initiatives

Synergies with Projects

>=6

Joint Activities, Joint Dissemination, Joint presence in Events

>=8

Standardisation

Liaison with working groups

>=3
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Bodies

Project presentation in standardisation meetings

>=5

Contributions to technical specifications related to remote
attestation and Blockchains, Smart Contracts and their
applications

>=3

Participation in Committees (meetings)

>=3

4.2.2 Standardization bodies & ASSURED Road-Map
As aforementioned, a key strategic objective of ASSURED is to contribute to standardization
efforts at EU level within TCG, ISO/IEC and ETSI (among others).
Planned outcomes of the project include the development of standardization proposals that
push the state of the art in the core areas (targeted by ASSURED) of remote attestation (and
underlying trusted computing technologies), lightweight cryptography, dynamic real-time
risk assessment, and enhanced and accountable knowledge sharing of operational
threat intelligence data flows (through the use of Blockchains). Towards this direction,
ASSURED will involve the technical committees of the relevant standards bodies, notably ISO,
IEC, ETSI and the TCG:


Trusted Computing Group (TCG) (https://trustedcomputinggroup.org/) is producing a
wide range of standards related to trusted computing technologies and their deployment
in enterprise systems, storage systems, networks and embedded devices. There are
specific working groups targeting core functionalities, as the ones envisioned by
ASSURED, in the context of: (i) Attestation – The Attestation Working Group (AWG) aims
to ensure that attestation related specifications, references, and guidance from TCG are
consistent across work groups, (ii) DICE - The DICE Architectures Work Group is
exploring new security and privacy technologies applicable to systems and components
with or without a TPM, (iii) IoT - the IoT Sub Group provides guidance on how Trusted
Computing can be used for securing IoT. Further, the IoT Sub Group works to improve
TCG standards so that they are better adapted to the needs of IoT systems, (iv) Trusted
Platform Module – The TPM WG has already produced various specifications: The first
widely adopted version TPM 1.1b was released in 2003, which was subsequently revised
to version 1.2, published in about 2005, and was later standardized by the ISO/IEC in
2009. The last major revision of TPM is version 2, released on 2014 and standardized in
2015. The last updates to the TPM 2.0 specification have been made early in 2018, (v)
Trusted Network Communications - TCG’s Trusted Network Communications (TNC)
work group has defined and released an open architecture and a growing set of standards
for network security, providing interoperable end-to-end trust in multi-vendor
environments across a wide variety of endpoints, network technologies, and policies.



ISO/IEC JTC 1/SC 27 (https://www.iso.org/committee/45306.html) has produced a wide
range of cryptographic technique standards (e.g., ISO/IEC 9796 and ISO/IEC 14888:
Digital Signatures, ISO/IEC 9798: Entity Authentication, ISO/IEC 18033: Encryption, and
ISO/IEC 11770: Key Management), and also standards for privacy-protecting
cryptographic mechanisms (e.g., ISO/IEC 20008: Anonymous Digital Signatures and
ISO/IEC 20009: Anonymous Entity Authentication). ISO/IEC has adopted the TPM
specifications developed by the TCG as ISO/IEC 11889. Furthermore, ISO/IEC JTC 1/SC
27/WG 2 are currently working on lightweight cryptography for user authentication, access
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authorization and building secure Blockchain wallets. All of which will highly relevant to
the ASSURED project.


ISO TC 307 (https://www.iso.org/committee/6266604.html) is working on standardization
of Blockchain technologies and distributed ledger technologies. Target working groups
include: (i) ISO/TC 307/JWG 4 on Blockchain and Distributed Ledger Technologies and
IT Security techniques, (ii) ISO/TC 307/WG 2 on Security, Privacy and Identity
Management, and (iii) ISO/TC 307/WG 3 on Smart Contracts and their applications.



EASA, CEN and EUROCAE are regulatory organizations driving certification activities for
a number of application domains as the ones envisioned in ASSURED (i.e., ASSURED).
They are working towards the certifiability of systems that have been partially tested and
show validation of critical regulatory properties of the developed security/certification
models, in order to build a case for systems certification.



ETSI
Technical
Committee
on
Cybersecurity
(TC
CYBER)
(https://www.etsi.org/technologies/cyber-security) is a major trusted centre of expertise
offering market-driven cyber security standardization solutions, advice and guidance to
users, manufacturers, network, infrastructure and service operators and regulators. ETSI
TC CYBER works closely with stakeholders to develop standards that increase privacy
and security for organizations and citizens across Europe and worldwide. In the context
of ASSURED, the vision is to engage into the ongoing activities for cybersecurity in the
Internet of Things (ETSI EN 303 645) that establishes a security baseline for connected
SoS.



RISC-V is a free and open ISA enabling a new era of processor innovation through open
standard collaboration towards reducing the instruction set needed for performing core
operations in various microcontrollers and embedded systems. In the context of
ASSURED, the target working group is the one focusing on Trace Specifications
(https://github.com/riscv/riscv-trace-spec) for providing recommendations on new realtime device data and execution stream processing and monitoring programmable
components. The consortium envisions to push the developed data and execution stream
monitoring and introspection capabilities necessary for tracing the control- and
information-flow execution paths, needed by today’s runtime attestation enablers

A particular focus will be on standardization initiatives where partners are already actively
engaged (see Table 6 on the current status); for instance, we would anticipate the work leading
to contributions to ongoing standards work in TCG and ISO/IEC JTC 1/SC 27 on both propertybased attestation schemes and on privacy-protecting signature and authentication techniques.
TABLE 6: ASSURED STANDARDIZATION ROAD-MAP

TCG
SURREY and DTU have already established an Academic Liaison relationship with TCG and
are aiming to disseminate the work conducted in the context of ASSURED WP3 (Distributed
Attestation Orchestration) towards novel property-based attestation mechanisms. They
participate in the following working groups: Trusted Platform Module (TPM), TPM Software Stack
(TSS), Trusted Network Communications (TNC), the Internet of Things (IoTs), and DICE. In
addition, SURREY is working on a new breed of Direct Anonymous Attestation schemes which
is targeted for inclusion in the future TPM.
Furthermore, DTU is planning to become a member of the C2C-CC for disseminating the work
towards decentralized security and privacy-preserving architectures in the V2X domain (where
trust is shifted from the infrastructure towards the edge) based on the use of advanced crypto
primitives and especially Control-Flow Attestation.
ISO/IEC JTC 1 SC 27
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SURREY and TUE are continuously involved in ISO/IEC JTC 1 SC 27 WG 2, towards
contributing to the development of several lightweight cryptographic standards, and to the study
period of post-quantum cryptography. Furthermore, DTU and TUE are also participating in the
ISO/TC 307 WGs 2, 4, and 5 related to security and privacy in Blockchains and DLTs and smart
contracts & their applications.
EUROCAE and EASA
UTRCI has been engaging with EUROCAE and EASA to investigate routes towards the
certifiability of Smart Aerospace systems. In the context of ASSURED, they envision security
attestation at different levels of system control to be enabled, while assessing which trusted
supply chain operational practices (especially in the aerospace domain) could be safely
substituted or enhanced with security attestation techniques.
RISC-V
MLNX is currently a member of the RISC-V consortium engaging specifically in the compilation
of the Trace Specifications. In the context of ASSURED, they will be focused on pushing the
advanced tracing techniques to be considered as part of the ongoing activities of this working
group. In ASSURED, dynamic tracing functionalities will be provided, as programmable
components, enabling the continuous monitoring of kernel shared libraries, system calls, shared
data and memory address space, etc., and the in-depth investigation of the systems’ behavior
for detecting cheating attempts or if any type of exploits to the program and data memory. This
provides the trusted anchor with the compiled control- and information-flow graphs (CFGs &
DFGs) that represent the runtime state of a remote device, against the configuration and
execution properties of safety-critical components.
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5 ASSURED IMPACT ASSESSMENT
5.1 ASSURED IMPACT ASSESSEMENT METHODOLOGY
Impact assessment is a multi-disciplinary topic and for ASSURED will follow a systematic
approach for the evaluation of the advancements of the project beyond the state of the art on
a technical, strategic, research and standardization aspect. While the contribution from the
ASSURED evaluation framework outputs will be considered, impact refers to the effect of the
project on a broader scope. More specifically, the advancements to be evaluated and
measured refer to the main axes of ASSURED components Area I: Certifiable Systems for
Real-time Supervision, Attestation and Verification of CPSoS Operational Assurance and
Functional Safety, Area II: Blockchain and Optimized Security Policies Enforcement and Area
III: Multi-Dependency Runtime Security & Privacy Risk Assessment, Management and
Prediction. The technical innovation potential will indicatively be measured in the following
approaches:


The potential of ASSURED will be measured in order to evaluate to what level attestation
is leveraged beyond static certification mechanisms to ensure safety and resilience, since
the latter is not a robust answer to current needs. Also, the impact of the proposed remote
attestation - as a layering approach with high performance and scalability - will be
evaluated. Further to that, achievements of swarm and runtime attestation techniques will
be identified and the potential of leveraging the proposed framework from the
demonstrators’ Systems of Systems to a wider field of diverse administrative systems will
be examined.



Benefits of the combination of ASSURED runtime verification mechanisms with attestation
protocols will be measured on the reduction of attack surfaces and on the improvement
of dependability, security and resilience.



The impact of ASSURED Blockchain-based architecture as the first holistic solution for
edger-based data operation and control services for SoS will be identified. The innovation
potential of the Blockchain technologies in the management of attestation policies and
data is of high importance, since it introduces in the industry a novel approach and sets
the ground for advancements in regulatory bodies and standardization activities.



ASSURED aims to advance beyond the state of the art in the field of multi-dependency
runtime security and privacy Risk Assessment. The approach for risk assessment is
based on existing models and further enforced to a universal methodology that has the
potential to impact policy enforcement techniques and threat forecasting tools in the
industry.



Finally, the aforementioned aspects as well as other strategic and research targets, that
have been identified for ASSURED, will be measured in the impact assessment in
combination with the foreseen KPIs and indexes in directions of financial, business,
innovation, environmental, societal and standardization pillars. The final objective of
impact assessment is to enlist the project's contribution to governance, policies and
regulations, to standardization activities at a European level and to a wider field of
application areas other than the project’s four demonstrators.

By implementing the ASSURED Dissemination Plan the consortium expects to communicate
relevant outcomes to each of the target groups, as well as to attract their interest and generate
engagement that will influence the overall impact of the project. The complete set of
communication and dissemination activities will be closely monitored and evaluated in order
to keep track of all ongoing activities. The deliverable “Exploitation, Standardisation,
Dissemination and Communication Activities” will document all the related conducted activities
in two versions: D5.2 (M18 & M24).
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5.2 ASSURED DISSEMINATION AND COMMUNICATION RESULTS
ASSESSMENT
The evaluation of the Dissemination Strategy concerns both qualitative and quantitative
indicators. Once measurable objectives are defined, ASSURED will then evaluate to what
degree the project has achieved the objectives set. Process evaluation will involve examining
the progress of the strategy’s implementation and will refer to an outreach activity that is
quantifiable through the attendance of persons present from the audiences, quantity of material
distributed, number of events participated in, the development and dissemination of messages
and materials, media presence and traffic created in social media.
There are various key issues associated with measuring and controlling the outreach and
impact creation strategy and plan. Achievement is often more difficult to measure and
compare, and thus needs to be carefully quantified and measured according to the specific
type of action involved. The objectives chosen must be realistic, clearly defined, relevant, and
coherent; the means of measurement must be objective, clearly defined and quantified, and
the measurement process must not involve significant levels of cost relative to the objectives
themselves. The evaluation needs to be continuous or incremental as much as possible, in
particular for non-repetitive actions. Finally, the measurement of different actions must allow
some degree of comparison with other actions and/or alternatives.
The proposed analysis framework will aim to measure various quantitative figures, as well as
the impact of promotional efforts on the attitude of the receivers of the communications
messages. This will be feasible through the combination of a set of measurement procedures,
which will provide a clear view of the promotional activity outcomes in terms of behavioural
trends. In full accordance with the ASSURED needs, we take on a five-step measurement
cycle model, spanning from objective identification to data driven optimization:


ASSURED identifies its core dissemination and communication objectives (e.g. raise
awareness, increase engagement – i.e. acquire more contacts, acquire more participants
for our events).



ASSURED sets goals for our promotional tactics. We concentrate on how to accomplish
our objectives (e.g. inform visitors through the content of our website, intensify events
promotion, etc.).



ASSURED identifies the project’s Key Performance Indicators (KPIs) – the metrics that
play a crucial role to the success of the aforementioned utilized tactics and set the
expected achievable qualitative and quantitative targets.



ASSURED measures the progress and impact of the conducted activities based on these
metrics on a regular basis. Such metrics will allow the consortium to have a constant view
of the amount and the effectiveness of the dissemination activities conducted.



ASSURED adjusts and optimizes the dissemination strategy towards achieving the
expected outcomes and maximising visibility.



The tools, products and activities outlined in this strategy will be monitored, measured,
evaluated and realigned on an ongoing basis. Table 7 below presents the Key
Performance Indicators (KPIs) and the achievable targets set for each type of the
dissemination activities, while Table 8 lists the project’s dissemination deliverables and
milestones. Furthermore, at the very beginning of the project, ASSURED has defined
some additional KPIs (see Table below) aimed at better monitoring the dissemination and
communication results across online and offline channels.
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TABLE 7: ASSURED COMMUNICATION KPIS

Measure

Indicators

Target (M24)

KPIs as per the DOA
No of workshops

≥3

No of attendees (per
workshop)

≥ 40

The consortium will
explore options

Tentatively 2

No of demo events

≥3

No of attendees (per
event)

≥ 40

No of trainings

≥5

No of attendees (per
session)

≥ 20

Number of invited persons in a position
to push ASSURED Framework to the
market (e.g. investors)

No of invited persons

≥ 30

Number of European PPPs reached
(Cybersecurity, Big Data, Future Internet,
FoF)

No of PPPs

3

Number of synergies with other
Cybersecurity PPP projects

No of synergies

≥ 10

Number of ASSURED Innovation
Workshops

Number of hackathons/datathons
organised

Number of demo events organised

Number of Trainings

KPIs defined at the beginning of the project
Events participation

Presentation/Talk at
events
No of flyers

≥ 15

3

Project flyer

Copies distributed
(online/offline)

1,500

Roll-up posters

No of posters/roll-up

2

Press releases distributed to media

No of press release

4

No of videos

≥5

No of views

≥ 300

Videos
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Scientific / conference publications

No of scientific
publications
submitted

≥ 40

Newsletter

No of newsletter
issued

12

Website unique visitors

Unique visitors

≥ 1,500

Twitter followers

300

LinkedIn followers

100

Exploitable artefacts

3

Social media followers

Exploitable artefacts

TABLE 8: ASSURED DISSEMINATION DELIVERABLES AND MILESTONES

No.

Name

Lead

Type

Diss’
level

Due

MS1

ASSURED branding.
Project guidelines established.

Martel

OTHER

PU

M2`Achieved

D7.1

Dissemination channels and plan

Martel

R

PU

M2 Current
document

D7.2

Dissemination, collaboration and
standardisation report

Martel

R

PU

M12, M24
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6 CONCLUSIONS
This deliverable presents the ASSURED Dissemination Strategy providing guidelines and a
consistent framework for all planned activities to disseminate and sustain the concepts,
achievements, as well as knowledge results developed within the project.
Dissemination, communication and engagement activities are essential to the achievement of
the ASSURED mission and objectives, having possibly an impact on cybersecurity policy
making, as well as planned research and innovations priorities and investments. It will be a
coordinated and cooperative effort throughout the project’s lifetime and integrated within all its
work packages. The present plan illustrates in clear terms the rationale behind the strategy
and clarifies all dimensions and tools necessary to communicate the core messages of the
project in a very effective and comprehensive way.
Various activities will be realized throughout the project’s lifetime in order to help ASSURED
achieve its purpose. Promotion of the project online and via participation in events (possibly
online), organization of webinars, writing of news, producing high-quality promotional material
as well as collaboration with other projects and relevant initiatives are essential planned
activities.
The current report will act as a handbook for every project partner in order to perform their
dissemination activities, as it lists all stakeholders, communication channels, dissemination
activities and corresponding key performance indicators. It also addresses the European
Commission that will be an essential partner in the realisation of this plan.
In order to measure the achieved progress and impacts of the proposed strategy and plan, a
monitoring and evaluation framework has been defined and a number of indicators have been
recognized and reported. Knowing that some activities might be impacted by the COVID-19
crisis even further, close coordination with the EC will be pursued so as any corrective measure
might agilely be put in place.

© 2020-2023 ASSURED Consortium

Page 48 of 49

D7.1: Internal and External IT communication infrastructure and project website

ANNEX A – ASSURED BRAND GUIDELINES
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