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Integrity of Tracer / Authentication of
Traces

<% The Tracer is responsible for continuously monitoring the processes executed in the device
it belongs to, and collects information that is required in the context of the attestation
schemes.

% This information can include control flow graphs used in Control-Flow Attestation (CFA),
and hashes of configuration properties used in Configuration Integrity Verification (CIV).

% The Tracer is executed as a user space program and needs to be added to our Trusted
Computing Base.

> |n order to prove the validity of the measurements that the TPM receives from the Tracer
and uses in the context of the implemented attestation protocols, we employ a Pre-
Installed Key

> This key will be used to send signhed traces to the Verifier, who is responsible for verifying
their integrity.

> Protocol securing the integrity of the reported traces. Protects against replay attacks and
Impersonation attacks, and ensures the integrity of the traces during correct protocol
execution.
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Trdcing Techniqués
NeBPF

o Fully software based
solution, leveraging
kernel hooks.
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Intel PT Evaluation

IntelPT timings en embench-iot binaries.
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Intel PT Evaluation

IntelPT timings en embench-iot binaries.
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ASSURED Tracer Evaluation
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