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The Confidential Computing Dilemma

e Diverse cloud-native workloads
* |aaS, CaaS, PaaS

* Inflexible security solutions

* [nefficient workarounds to support
different workloads

« Complex deployment & mgmt.
* Requires expert knowledge
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Research Directions

 Adapt TEEs to support cloud workloads
« Combine TEEs & containers: Google (AMD SEV), MS Azure (Intel SGX)

 We are not there yetl!

« Secure orchestration of containers is an open research challenge
« TEEs need to get more flexible
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Trusted Container Extensions: A Security
Architecture for Container-based Confidential

Computing

Abstract: Cloud computing has emerged as a corner 1 Introduction

stone of today’s computing landscape. More and more
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Edge Computing Gains Traction

 Connection to embedded edge devices gets more important

 Major driver for
e autonomous cars & vZx
 compute-heavy spacecraft
 critical infrastructure
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Confidential Edge Computing

* Challenges
* Highly individual, highly distributed systems
* Tedious deployment/communication

« Qur approach:
« Service consolidation
« E.g., using virtualization
« TEEs for confidential edge computing
» Security Services
* Cloud-native deployment & management
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Takeaways

* Confidential Cloud Computing is possible today

* Next step: bridging the gap to Confidential Edge Computing

* Leverage TEEs, also for measuring integrity ASSURE«W
* Bring Cloud workflows to the Edge
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