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FUTURE PROOFING
OF ICT TRUST

QEA OPERATIONAL

ND VERIFICATION
REMOTE GUARDS FOR SYSTEMS-OF-
SYSTEMS SECURITY AND PRIVACY.

The vision of ASSURED is to design and
Implement 2 novel  policy-driven,
formally verified, runtime qassurance
framework in the complex domain of
Cyber-Physical System (CPS).
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Motivation &
Cb@ueggcg%easmgly autonomous CPSs grows, so

does the need for certification mechanisms to ensure their
safety. Current methods towards software and system
validation requires exhaustive offline testing of every possible
state scenario PRIOR to fielding the system.

Novel assurance services are needed to ensure that the

control output of such controllers does not put the system or AS S U R E D

people interacting with it in danger

Especially in safety-critical applications

What is needed: BAC KG ROU N D AN D
Convergence of security/trust and safety R ATI O N A |_ E

Verification techniques to allow intelligent controllers

to perform within a predetermined envelope of
acceptable behavior

Trusted Supply Chains - Decentralized Roots of Trust

Efficient ways for certifying the correct execution of
heterogeneous devices

Collective Threat Intelligence

Enhanced Data Sharing




Securing Supply Chains - Digital Trust ASSUREI»

48 Smart Cities....Autonomous
| E~M Cars...Intelligent Transportation

Systems - Software as core enabler

o Security & Operational Assurance in all phases of SDLC life-cycle

v Establishing and maintaining trust - from secure production, through
distribution in the supply chain, and ending with secure disposal

@ Device and Data Integrity & Operational Correctness for:

— Ensuring the trusted execution of connected components

— Safeguarding code updates against tampering

= Ensuring that firmware and software code comply with internal policies
— Protecting against unauthorized and erroneous production runs

@ BUT codebase is too large!!
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Software eats the world..and what's left is
data ASSURE(»

e Impractical to provide secure execution guarantees for the
entire codebase

= No complete & correct definitions for all adversarial behaviors
— No option to control the global attack surface - Current security

measures provide targeted defense
— But do we need it? Partially correct execution even in compromised

environments

@ Functional safety (ISO 26262) specifies the need for integrity and trustworthiness
of input/output data to/from safety-critical functionalities

v" Understanding what is reasonable (safety-critical) for an ECU of a
certain type to be doing offers most promise in defending in a

quantifiable way automotive systems
v ldentify safety-critical functions and data as properties and verify

their correct execution and/or configuration (during run-time)
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Remote Attestation

@ Remote attestation has been researched for many years

v" TPM Attestation (2001), Property-based Attestation (2004),
Software-based Attestation (2004), Dynamic RoT (2005), PUF-based
Attestation (2011), SWARM Attestation (2015), Control-Flow
Attestation (2016)

o Challenges:

— Not all of them address run-time attacks

— Performance issues when trying to attest the entire control-flow
= Hard assumptions on isolation of software modules and the OS
= Disruptive during the tracing of the control-flow paths

@ Hybrid solution
v Control-Flow Property-based Attestation

ASSURE(»

Scalability Performance Robustness Security
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Furthermore...Threat
Intelligence Sharing

> Different levels of threat intelligence
> Information Sharing
> Use of Blockchain-based Market

8 — Indicators of compromise (loCs) associated with
malicious activity

Information sharing platforms, via which companies ﬂ
e rd

and providers exchange information w

[ = .
Paste sites, which can reveal leaked
credentials or indications of activist .0:

3 », o
campaigns & ® ©

Social media, which activists often use to

announce their intent to conduct
operations
®
|
| | °
. ® o ®
® [ Client-derived data, such as that
Code repositories, which g from a SIEM or threat hunting
provide information on ®
proof-of-concept  exploit g o
code ® @
b/ [ r ==
- ® Deep web, such as hacking forums
Gaopolical - developments, ® frequented by cybercriminals
which can be used to derive D
insight into  nation-state & ' ®
intent

0. E

g

Malware analysis, which provides
insight into TTPs and 10Cs

Dark web, including marketplaces and shops
criminals use to purchase goods and
services

u Messaging platforms, which
cybercriminals and activists often use to

communicate

Human intelligence, albeit under
a strict framework

late Less-than-perfect

outdated material.

Accessible
Intelligence  products should be
designed and delivered with its

intended audience in mind

Continuous
review

Assessments should be continually tested
against new information, while feedback
should spread throughout the cycle

Sharing

Intelligence  should be  shared
according to protective markings, while
protecting sources, when required

Intelligence is useless if delivered too
outputs
delivered on time are preferable to

Centralised

Centralised control allows for efficient
allocation of resources and a primary
point of contact

' esponsi
Intelligence should be responsive

| consumers, with clearly defi
reporting lines

Source, data and information should

be methodically exploited in a coherent

and coordinated fashion

—_—
Analysts should remain impassive v

assessments, which should be m:
independently from the policy proce:




ASSURED Vision ASSUREI[®

ASSURED aims to deliver a novel policy-driven, formally verified, runtime assurance framework in the
complex domain of heterogeneous CPSoS. The core idea is to leverage and enhance runtime property-
based attestation and verification techniques so as to allow intelligent (unverified) controllers to perform

within a predetermined envelope of acceptable behavior, and a risk management approach to extend this
to a larger SoS. of protocols and software processes, software attestation, blockchain technology for
distributed verification of transactions between system elements and control-flow attestation techniques for
enhancing the operational correctness of such devices.

FOR WHO? ASSURED will enable a new mode of certification and verification for mixed-criticality services running at
various levels in the overall application stack

WHY? Turn the supply chain into a real-time verified ecosystem governed by attestation policies (through smart
contracts) to safeguard the correct state of all assets during the entire lifecycle of operation.

Safeguard also attestation/verification & threat intelligence data sharing.
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Key Technological
Aspects

> Main innovations

v

Converge security and safety for mixed-criticality
services

Risk Assessment & Collective Threat Intelligence
New bundle of novel attestation services

Device Data & Execution Stream Processing and
Monitoring

DLTs for certification activities & threat intelligence
sharing

Novel Trusted Ledger-based Operations

= Trusted Authentication, Trust over crypto
operations, ABE, SE, PRE

Smart contracts for (ON-CHAIN) policy deployment &
(OFF-Chain) enforcement

ASSURED
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Reference
Architecture

> Main innovations

ASSURE(»

Edge Environment =——a— Cloud Backend

1
\/ . 1 Blockchain-based Sypply Chain Control Services
Converge security and safety for : Threat inelligence S—
. .. . . . & Operational Data [ Public DLT ] Private DLT ] [m dei'ng Cs;:ngpznem] Supply
mixed-criticality services : — iy Ghain
77777777777777777777777777 Metadata Index FCQUISTION oo soated Sys Adm
. - = - : § Ermraememeis ' raquest L 3
v New bundle of novel attestation \Swarm Antestation | Local Attestation Remote A " ' Romoto Attestation ' | Se8reh Query ABE Engine & DLT Engine ]4— b ClO, OEM
. \  Prover/Verifier Prover/Verifier Prover ' - Verifier Consultant
services ProveriVerifier | 7~ ' TC-basedBlockchain Wallet | | &mart ASSURED Security Context Broker B\ |J_‘
. . Verification N [ Contract executor and | contracts _ " Data Value chain access management - | . -
il '(-— i : || Requeste
\/ DeV|ce Data & Executlon St ream || Agareqation ( e policy enforcement point | ] ‘I(;r:;t:ﬁolaesdgg: Searczpl’zlnglne : 4 T‘)ata
- . . \ »E Attestation Policy Decision | Query Builder & Data :
Processing and Monitoring s e L Pt ; Explorer i
Hatd H R 3 Composition Engine Allribute-Bas CCess| gl
v' DLTs for certification activities & Alg 2 Result '\
i i i o 3 Static U [P
threat intelligence sharing provervonter || 8 | [ Sl L ot sy Bunime 1 | atesiaton bases [
g Configuration ; HE ERcRNe Attestation & resource
v N Ovel Tr U Sted Led g er- ba Sed Agaregation 2 ] IV ; ASSURED Runtime Risk A t allocation policies g g
e I 2 -Behavioral
H . = -Zero Touch CIV| 1 Risk Assessment 22
S Aftesiation 22
O pe rations ? 1 Collective Threat Intelligence & ]
E Trust Aggregation Overlay . Forecasting engine g g
= Trusted Authentication, Trust . |& Aftestation Request | 4 ("Risk Assessment | | RISKGFAB. "Opuma scuty Do Shaing PSR Veion
i - k Assassment ngine > olicy d
. ay TC-enabled Cyber-Physical System | £
over crypto operations, ABE, ——n @) N : Models DB A s S
[ 2 7\ Ti’ustodBCOmpuﬂnq ) . \ -Safely critical thsks =
S E, p R E 3 N\ e Control/Data- 1 T - Constraint Solver
. g ! Untrusted API flow graph X ) == Digital Twin
' —){ Cyber-Physical Asset Cartography J:
v" Smart contracts for (ON-CHAIN) : | A Runme risk indcator updates
. . : 1
policy deployment & (OFF-Chain) N o
CFG extraction Physical Twin Agent I—
N i | . :
en fo rcemen t 7\ - Firmware forensics Ers’ﬂ';&"gﬁ?;& Data on system's operation: Attestation {;}
N+ . Sacure memory acquisition Raw Data, Memory Snapshots, etc.

WWW.PROJECT-ASSURED.EU

© Copyright ASSURED 2020-2023




PROJECT GOAL

#1
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Enhanced operational assurance for supply-
chains comprising heterogeneous devices

Secure Configuration, Deployment, Operation,
Management & Maintenance

New breed of attestation schemes including
Control-flow Attestation, Configuration Integrity
Verification, Direct Anonymous Attestation (DAA),
Jury-based Attestation, Swarm Attestation

Development of novel software-based tracing

mechanism for monitoring the state of a remote
device

Managament of attestation policies & results
through the use of Blockchain

Converge security and safety for mixed-criticality
services
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PROJECT GOAL

#2
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Provision of Run-time Risk Assessment and
Vulnerability Analysis Methodologies

ASSURED will design risk analysis methods
that target all the phases of a system’s
development lifecycle, from design time to near

real-time quantification of newly identified
attacks

Lead to optimized set of security (attestation)
policies to be deployed/enforced

= Constraint-based Network Learning

Through Blockchain and smart contract
technologies

Validation and Verification using formal
security analysis

© Copyright ASSURED 2020-2023




PROJECT GOAL

#3
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Threat Intelligence Information Sharing through
use of a Blockchain-based Market

ASSURED will leverage DLTs for certification
activities & threat intelligence sharing

Novel trusted ledger operations

= Trusted Authentication, Trust over Crypto
Operations, Attributed-based Encryption,
Searchable Encryption

= TC-based Blockchain Wallet running at the
device

To be aligned with current trends in SSI
standards
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ASSURE(»

Implementation and evaluation of all
attestation and tracing schemes

PROJ ECT GOAL - Demonstrate the applicability of the designhed
attestation schemes to a wide range of l|oT
ecosystems

#4 - Implementation and rigorous evaluation of all
designed algorithms

= Djstinct devices and OSes
= Virtualized environments

= Equipped with various Trusted Computing
Bases
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Standardization within TCG, ISO/IEC, and
ETSI

PROJ ECT GOAL * Development of standardisation proposals

that push the state of the art in the areas

#5 of attestation, certification, Blockchain and
secure on- and off-chain data
Management

* Involve the technical committees of the
relevant standards bodies, notably ISO,
IEC, ETSI and the TCG
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SMART
MANUFACTURING

= SAFE HUMAN-ROBOT COLLABORATION IN

Q AUTOMATED ASSEMBLY LINES.
-

ASSURED Framework will be able to perform a
guantitative and qualitative analysis of the CPS
attacks as well as to provide the essential security
mechanisms in order to provide enhanced data
integrity and trustworthiness and recognize a
manipulation of used CPS components which shall
lead to appropriate mitigation steps through the
combined use of RA, attestation and trust
management.

Focus On Detecting Comrpomised Devices That May
Lead To Fatal Accidents On The Manufacturing Floor.

WWW.PROJECT-ASSURED.EU © Copyright ASSURED 2020-2023




WWW.PROJECT-ASSURED.EU

ASSURE([»
SMART CITIES

SECURE, CROSS-VERTICAL
COLLABORATION OF “PLATFORM-OF-
PLATFORMS” FOR ENHANCED PUBLIC
SAFETY.

ASSURED Framework will use all the runtime risk
assessment and auditable security policy
enforcement mechanisms (via the use of smart
contracts) to allow fast prototyping and enable

protection at a device level, and collaboratively prove
its nominal functionality to the belonging network.

Focus on Secure And Privacy-preserving Data
Sharing.
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SMART AEROSPACE

AIRCRAFT DEVICE USE-CASE.

ASSURED platform will be used to perform runtime
security attestation of (selected) aircraft embedded
device (constituent or holistic firmware update,
ultra-secure operation mode, new data exchange

schemes, new key distribution).

Focus on Operational Assurance Of All Devices
Comprising The «Brain» Of An Aircraft
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SMART SATELLITE
COMMUNICATIONS

DIGITAL SECURITY OF SMART SATELLITE
COMMUNICATIONS.

ASSURED will be used to perform runtime
attestation of a key distribution application at the
level of constellation.

Key distribution is highly crucial for several
applications (e.g. surveillance, communication, etc. )
utilize application-level and transport-level
encryption techniques fortify the confidentiality,
integrity and availability of the processed data.
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- ASSURED will provide a new generation of trust
assessment and operational assurance mechanisms for
protecting the entire lifecycle of a supply chains

- ASSURED fills the gaps that currently threatens the long-
term security properties of CPSoS

Will enable ASSURED systems to act as decentralized
roots of trust that can:

IMPACT

= Securely interact with cloud services and other devices
= Access corporate services

= Perform safety-critical operations with verifiable evidence on
their correctness

= Along with a wide range of other services

- Adoption guidelines of such hardware-solutions can
benefit not only the industries of interest but also other
domains such as Intelligent Transportation Systems,
eHealth, Industry 4.0, Digital Media and Content
Protection, etc.
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Where we are now... ASSURE(»

Analyzing the Landscape Developing the Verifying, Valida?ing S \tV?rrzfll?ing d
of Security, Privacy, ASSURED and DemonStratlng ARG 2L
Trust in SoS Value p ; - the ASSURED Preparing Market
Chains Omponents Framework Entry
O State-of-play analysis U Architectural Design O Verification & Vali@ation O Market analysis
. _ <t framework elaboration , oo
U Security, Privacy, Trust E U Development of U Detailed exploitation
Consideration I éeiigl(jsEé)ugglze Security E O Integration of the strategy
> i T~
Requirements £ g. ASSURED Framework 98 (1 Impact Assessment
»  Operational g » Runtime Attestation W g
Assurance | Enablers g U Technical Verification O Business Plan
O u : N ] . and Validation ' o
SC f:ase scenarios and =5 » TC-based Blgckcham ) e
requirements B Control Services O D - SetU
consolidation : CHONSHAtors Setlp U Communication
U ASSURED Risk
U Standardization

O Security & Information b Assessment b O Demonstrators
) ) » Collective Threat P
»  Attestation Properties Intelligence
a

U Security & Threat
Intelligence Data Sharing

Impact Assessment &
U ASSURED DLTs Lessons learnt

» Smart Contracts
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THE CONSORTIUM ASSURE([®
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