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Why do we need for ASSURED Blockchain ASSURE(®

« Qver the past years and following the advent of the data era and of globalisation, it became evident that enterprise
systems should capitalise not only on the internally produced data, but also on data they can access and acquire
from external sources. At the same time, the introduction of loT and other similar infrastructures within
organisations led to the exponential generation of data, which fuelled the movement of digitalisation of operations,
which is based on exploiting all data that can be accessed to extract intelligence that can be used to improve
operations, not only from a performance viewpoint, but also from a security, privacy, and trust perspective.

« As a direct result of the above, over the last decade, many different technologies came to the surface to
accommodate those needs offering robust, secure and privacy preserving data exchanges. However, the
introduction of the concept and of the technologies of Distributed Ledger Technologies (DLTs) changed the game
radically. The new concepts brought forward by these technologies allowed to not only decentralise such
operations and make them more flexible, but also to deliver new standards when it comes to trusted data

exchange services.
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Why do we need for ASSURED Blockchain ASSURE(®

Need for Distributed Ledger Technologies (DLTs) for Data Sharing
0 The usage of DLTs is to build a flexible and expandable data sharing network.
0 DLT offers smart contracts to govern the different data sharing activities that take place.

0 Smart contracts are used to govern the execution of attestations, clearly defining the flow of
interactions between the Provers and the Verifiers.

0 DLT provides flexible onchain and offchain data storage.
Need for Having DLTs to Facilitate ASSURED Trust Guarantees

0 DLTs have many other attractive features, such as decentralisation, persistence, anonymity, and
auditability. These features are used by ASSURED to address the security, trust and confidentiality
challenges which are present in an loT SoS deployment.

DLT combines with advanced access control mechanisms (e.g., ABAC) and data encryption (e.g.,
ABE).
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Blockchain platform elements - HLF ASSURE(®

Hyperledger Fabric (HLF), which is an open-source and one of the most popular permissioned
blockchains, was invented by IBM and further developed by the Hyperledger Foundation, being
applicable to enterprise level blockchain development.

HLF can provide the use of smart contracts (called chaincode) to implement logic, with

general-purpose scripting languages, e.g., Go, Java and Node.js, instead of those Iimited
domain-specific languages.

This brings convenience to smart contract development, and further enables blockchain users to
execute more sophisticated business logics, e.g., attestations.

HLF can also support so-called pluggable consensus algorithms (e.g., PBFT, Raft10, Kafka11), so
that one may tailor its needs to select which consensus protocol to use.

Besides, it can offer privacy for communication via the design of channels, private data control via
the access control list, and membership mechanism to restrict channel access.

HLF consists of network nodes and their id entities are managed by the membership service
provider (MSP).
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Blockchain platform elements - HLF ASSURE(®

In the ASSURED, we merge the followings with the HLF:

(1) Enhance the access control to become an ABAC - attribute-based access control mechanism to
maintain the ASSURED blockchain users valid access rights on channels and ledgers;

2) Combine with smart contract interface to execute and enforce attestation based smart contract;

(3) Implement fast and secure consensus algorithm mainly for ordering and validation stage of
attestation reports;

(4) Provide interface to support TPM-based wallet for cryptographic key management, authentication
and attestation;

(5) Support secure data protection, access and search via attribute-based encryption (ABE) and
searchable encryption.
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Blockchain platform elements - roles ASSURE[»

* Devices: Entities that request to access smart contracts for the execution of attestation and for new enrolment verification.

* Chaincode: (i) execution of smart contracts; (ii) taking input to and yielding outputs from smart contracts; (jii) interacting
with channel ledger for status update. The chaincode, in ASSURED, that means the programming scripts of smart contracts
that are executable and readable on ledgers. It is transferred via the form of transaction to peers who will install it on ledger,
and then later be invoked by devices.

* Orderer. Given the smart contract execution responses (in the form of transactions) - which are sent by devices, orderers
order and put them into a block.

* Endorser. This role is taken by the ASSURED blockchain network’s peers. An endorser validates a given transaction with
smart contract initialisation/call, and further execute the contract.

* Security Context Broker (SCB) is responsible for offering a trusted bridge between the (trusted) blockchain network and
the (untrusted) “outside world”. SCB interacts with smart contracts to control (1) which contracts could be accessed by
which devices; (2) based on smart contracts design and the policies, maintain the ABAC - controlling who can access to the
channels; (3) and the SCB is also responsible for circulating (and enforcing) the secure enrolment policy.

* Blockchain CA: This is responsible for the verification of the device Blockchain credentials, in order to verify whether the
device has permission to access the ledger in order to obtain the requested set of data.

* Elastic Off-chain Storage Facility: This is responsible for the storage of (raw) attestation data corresponding to an
attestation report on the ledger, following the execution of an attestation operation. The attestation report stored on the
ledger contains a location pointer that indicates the location of the stored data off-chain.
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Blockchain platform elements - SC ASSURE(®

Smart contract: event-driven computer programs defined, executed and enforced by the participants
when a certain event happens, based on specified parameters in a blockchain network.

It is first designed and deployed on the blockchain, and then a unique address is assigned to identify
the smart contract.

The specified blockchain users can invoke the smart contract by sending a transaction with the
address.

This transaction is later handled by an entity who executes the code of the smart contract and then
performs actions on the specific tasks written on the contract.

And later, the produced results is updated to the blockchain ledger.
Only parties who have been granted permission can see the results/outputs.
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Blockchain platform elements - SC ASSURE(®

We use smart contracts to provide automatically and decentralized attestation operations and
data accessing.

Use of a policy recommendation engine and smart contract composition engine is done to support
the security context broker to allow it to deploy policy-based attestation smart contract on private
ledger.

The smart contract is merged into a chaincode that enables attestation proof and verification, policy
generation/update, and other data access operations.
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Blockchain platform elements - SC ASSURE(®

Types of SC:
- Smart Contract depicting the scheduling attestation policies

0 This SC is based on the scheduling policies as outputted by the Policy Recommendation Engine for
capturing the type of attestation schemes are executed by all edge devices towards achieving the
required level of trustworthiness.

0 This SC can provide all the necessary functions and information for a set of edge devices to execute
a remote attestation process based on the attestation schemes.

0 Input: Types of attestation tasks to be executed per device; IDs of the devices — acting as prover and
Verifier — to take place in the attestation process; Order of execution of both the attestation and
operational tasks running in the target device; Execution time to be allocated per task.

0 Output: A transaction stored on the ledger including the result of an executed attestation process.
Recall that this is binary outcome representing whether the attested device is at a correct state or not.

0 Interactions: Policy Recommendation Engine, Security Context Broker, Smart Contract Composition
Engine, Edge devices.
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Blockchain platform elements - SC ASSURE(®

Types of SC:

- Smart Contract depicting the querying of attestation related from external stakeholders

0 This SC can provide the necessary access control policies for checking the types of attributes and

privileges to be exhibited by a requesting entity wishing to query some of the recorded attestation
related data.

0 Input: Access control policies depicting the list of attributes that the requesting stakeholders need to
exhibit.

0 Output: A transaction stored on the public ledger including the result of this data querying operation.
0 Interactions: Security Context Broker, External Stakeholders.
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Blockchain platform elements - SC ASSURE[»
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Blockchain platform elements -
consensus ASSURE([p

Consensus.

- Raft is used to maintain performance and correctness for distributed consensus. It is built on a

leader-driven model, in which a leader is elected to be responsible for cluster message management -
handling replication across all nodes within the cluster.

- Raft is with lightweight and safe leader election, and it is comparatively easy to implement in
networks requiring a minimum quorum size N/2 +1, in which N is the number of nodes in the network.

- Raft is the only crash fault tolerant (instead of byzantine fault tolerant) consensus algorithm in the
literature.

We use a fast and secure consensus algorithm to safeguard the final results from the validation and ordering stages.

This consensus algorithm is used in the ordering services so that a new block created by orderers could be finalized and validated.
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Blockchain platform elements - Trusted
Blockchain Wallet ASSURE[W

ASSURED uses TPMs as central building block to build a very resource-efficient and_trustful blockchain
verification mechanism.

Trusted Authentication:

(i) trusted identity authentication between peers.

(i)  trusted membership authentication for read and write on ledger.
(i)  trusted access authentication for cloud-cased storage system.
(iv)  trusted actioner authentication for data search and sharing.

ASSURED guarantees that a user or a party claim what it is that is exactly what it is, which means that
trust can be delivered inside the physical level — providing trustworthiness for the device managed by
the user.
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Blockchain platform elements - Trusted
Blockchain Wallet ASSURE[W

The ASSURED TPM-based Wallet offers several features to devices participating in the service graph chain towards
achieving the requirements set forth by the ASSURED use case demonstrators.

Specifically, it offers identity management through the concept of Self-Sovereign Identities (SSI), which enables a
device to make verifiable claims about its identity by leveraging its HW-based Trusted Component (TC). Thus, a
device is able to transform its TPM-based Wallet into a trust anchor capable of securely managing Verifiable
Credentials (VCs). These are essentially the set of device attributes that are issued by the Blockchain CA during the
Secure Enroliment process, and include information, type of libraries installed, type of CPU microcontroller, as well as
security claims on the correct execution of specific software.

The end goal of this approach is to achieve continuous authentication and authorization in the interactions of the
devices with the Blockchain infrastructure, either when querying for operational or attestation-related data, or for
recording attestation results. This is achieved by providing devices with the capability to create Verifiable
Presentations (VPs), without the need for relying on trusted centralized entities for issuing them. Thus, when a device
aims to perform a BC-related operation, it can create a VP based on the aforementioned VCs, containing only the
subset of attributes required in order to perform that operation.

This approach aligns with the ASSURED goal of operating within a zero trust ecosystem, but also provides scalability
by shifting trust to the devices themselves, thus eliminating the need for a centralized identity management system.
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Blockchain platform elements - Trusted

Blockchain Wallet ASSURE[»

The main functionalities of the TPM wallet within ASSURED Blockchain services:

1. provide strong user authentication and securely store the device credentials based on the
TPM’s secure key storage functionality.

2. control and authorize access to private or public ledger channels based on the authentication
process (e.qg., to authorize access to or operations on different ledgers).

3. securely and efficiently verify Blockchain updates.

4. continuously attest to the security and trustworthiness of all involved devices in a
privacy-preserving manner.
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Blockchain platform elements - Trusted
Blockchain Wallet ASSURE(»
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Figure 4. Registration of a Device in the ASSURED Blockchain
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Blockchain platform elements - Trusted
Blockchain Wallet ASSURE(»
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Blockchain platform elements - Trusted
Blockchain Wallet
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Secure data management ASSURE(»

- Attribute-based access control (ABAC)
- Attribute-based encryption (ABE)
- Dynamic symmetric searchable encryption (DSSE)
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Secure data management - ABAC ASSURE(®

ABAC.

ASSURED requires secure access on private and public channels/ledgers for all the network
entities including devices, and the blockchain entities.

Collaborations among Privacy CA, Blockchain CA, the SCB and the blockchain
peers/orderers/clients.

0 The two CAs are used to generate token and credentials for devices.

0 SCB is regarded as a general role of admin to check devices’ policies and monitor the CAs
operations.

0 Accessing blockchain channels and ledger must be verified via the devices’ credentials.

0 Any operations within the ASSURED blockchain network are signed by the entities’ credentials,
so there are verifiers to check the validity of the signatures.
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Secure data management - ABAC
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Secure data management - ABAC ASSURE(®
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Secure data management - ABAC ASSURE(®
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Secure data management - data query ASSURE(®
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Figure 11. Private ledger query
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Secure data management - attestation

query from private ledger ASSURE(p
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Secure data management - data query ASSURE(®
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Secure data management- attestation raw

data from off-chain storage ASSURE[»

Requestor Off-Chain Data
Storage
° Access Private Channel o
H return Access Token E
:< ___________________________
Send Donwload Request -
v > request files (based on pointer)

E{ return requested files

I decrypt files (ABE)
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Decentralized Attribute-based Encryption ASSURE(»

We enable devices to perform ABE to encrypt the attestation report log using attributes, and while
decrypting the encryption, we enable TPM to help device to generate the corresponding attributes
key to recover the full attestation contents.

The concept of ABE offers a way to define asymmetric-key encryption schemes for policy
enforcement based on attributes, where both the user secret key and the ciphertext are associated
with a list of attributes.
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Decentralized Attribute-based Encryption ASSURE(»

ABE schemes that have been proposed in the literature operate in a centralized manner, that requires the
presence of a trusted entity, referred to as the SCB, to whom the devices send their raw attestation data.

This entity not only dictates which are the attribute policies but also is responsible for managing the

encryption and decryption keys, and for encrypting and decrypting the data depending on who performs
the request.

However, the issue with this approach is that a very large degree of trust is placed on the SCB, since it
has access to the actual data, as well as the cryptographic keys.

The novelty of ASSURED in this regard is that we propose the first scheme of its kind to provide
decentralized ABE, that enables encryption and decryption based on the presence and verification of
specific attributes in the requesting devices.

Specifically, we enable the encryption process at the side of the data owner, so there is no need for a
central entity such as the SCB to have access to the actual data or the keys.
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Decentralized Attribute-based Encryption ASSURE(»

System model:

« Trusted Authority: responsible for defining the attribute and generating the user attribute keys for each of these
attributes. In ASSURED, the SCB is the party acting as the trusted authority.

* Encryptor: The device that aims to encrypt data in a manner that makes decryption possible only by parties that
possess the appropriate attributes, which are specified during encryption. The encrypted data may be attestation
data which is generated after the execution of an attestation process and needs to be recorded to the ledger and
made accessible to interested parties (mainly in the BIBA Smart Manufacturing, UTRC Smart Aerospace, and SPH
Smart Satellites use cases), or operational data which may be extracted during the operation of devices such as
smoke sensors (mainly in the DAEM Smart Cities use case).

« Decryptor: The device that aims to decrypt data that has been encrypted by the Encryptor. The Decryptor must
possess the attributes specified by the Encryptor during the encryption process. Note that the totality of these
attributes has been registered during the Secure Enroliment process in the form of Verifiable Credentials (VCs),
and in order to access a set of encrypted data, the Decryptor must create a Verifiable Presentation (VP) containing
only the subset of attributes required in order to perform the decryption.
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Figure 15: Querying for ABE-encrypted data in ASSURED

WWW.PROJECT-ASSURED.EU © Copyright ASSURED 2020-2023



https://www.project-assured.eu/

Decentralized Attribute-based Encryption ASSURE(»

Conceptual Protocol Overview

Initialization phase:
1. Either as an Encryptor or as a Decryptor. First, the device sends its static attributes (which will eventually be used
as part of Verifiable Presentations) to the SCB.

2. The SCB creates the static attribute elliptic keys, along with a key for the device to put into its key hierarchy in
order to create the encryption/decryption and HMAC keys under a key policy, containing a concatenation of the

static attributes and the dynamic attributes.
The data is encrypted under the device (TPM)’s endorsement key.

4. From the side of the device, when the encrypted data is acquired, it decrypts and stores the attribute keys inside
the PCRs of its embedded TPM, and puts the key provided by the SCB in the TPM’s key hierarchy.
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Conceptual Protocol Overview

Encryption phase:

Encryptor first requests from its TPM to create a random nonce.

It uses this nonce to compute, along with the master attribute key and the key restriction policy, the encryption key seed.
If then creates the Encryption Key under the key provided by the SCB, bonded with the appropriate policy.

The device undergos an integrity check, using both its static attributes and its dynamic attributes.

If the device passes the integrity check, it encrypts the desired data and creates its HMAC.

Then, the device computes a shared value, using the Public static attribute keys, and the aforementioned random nonce
created by the TPM.

7. The device then uses its DAA key that was created during the Secure Enrollment, to perform a DAA signature operation on
the key restriction policy, to provide a security proof that the correct key restriction policy was used during the encryption
of the raw traces.

8. The device sends the encrypted data, the HMAC of the encrypted data, the signature of the policy, the public part of the
signing key, its respective credential, and the shared value, to the SCB in order to be stored in the data storage engine.

9. The signature of the policy and the public part of the signing key, are stored in the ledger.

SR o
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Conceptual Protocol Overview

Decryption phase:

1.

o 0o kW

Decryptor first retrieves the DAA-signature.

It uses the policy that was expected to be used in order to verify the signature provided by the Encryptor and to recreate
the credential.

If this verification is successful, the Decryptor uses its static attribute key to compute the encryption key seed.
With the extracted key seed, it creates an HMAC key in order to recompute the HMAC of the encrypted data.
It uses this HMAC in order to perform an authentication check, by comparing it to the one given by the Encryptor.

If the authentication check is successful, the device goes through an integrity check, using both the static and dynamic
attributes.

Upon successful completion of the integrity check, the Decryptor device decrypts the data.
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Attribute list update
1. SCB requests from the device a session nonce.

2. Using the nonce, SCB signs the new policy that contains the concatenation of the run-time and the
static attributes.

3. It sends the new signed policy to the corresponding device, along with the corresponding cpHash.
4. The device then verifies the signature.
5. If the verification is successful, the old policy is replaced with the new one.
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DSSE.

- ASSURED requires that any external parties can perform fast and secure search over the public
ledger to locate any related attestation files.
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Need of Searchable Encryption

Only using ledgers has also some drawbacks, which mostly have to do with performance during the execution of
operations that need to be performed over the ledgers when it comes to vast amounts of data or the introduction and
querying of many records. For this purpose, hybrid approaches are employed in ASSURED, such as having off-chain
storage facilities where data (especially the system traces, as monitored during the execution of a remote attestation
process, whose size might excess the order of KBytes) is placed and the location of those is provided as pointers
which are stored in the ledgers. The off-chain data is stored over a cloud-based data storage engine which may not
be trusted with security of sensitive data. As known, data privacy issue are the most prominent and important one
when it comes to cloud storage, and could theoretically be easily resolved by storing the data in an encrypted form.
However, although encryption solves the problem of privacy, it also engenders some other serious issues including
infeasibility of the fundamental search operation, reduction in flexibility of sharing the data with other users etc. To
address these issues, the concept of searchable encryption is introduced and developed on ASSURED blockchain
ledger. SE allows blockchain ledger peer(s) to perform search on encrypted and stored data on ledger(s) without
disclosing any information about what is being searched to the peer(s). Secure SE is the answer to this need.
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DSSE.
This service mainly includes the interactions with SCB, the ASSURED public ledger, ASSURED data
storage engine and the searchable encryption component.

DSSE component can allow interested stakeholders to perform queries on top of encrypted metadata
that are stored in the public ledger and accompany the different attestation information generated by the
devices.

These metadata are provided by the SCB in an encrypted manner, and this component allows
stakeholders to request a special search token corresponding to a or some keywords to perform queries
over the encrypted metadata.

In case the token of the querying is valid, and the requested information exists on the ledger, this is
revealed to the query party, reverting them to the storage engine where they should query to get the full
attestation report.

We consider using this as a dynamic mode to enable the increase of metadata from various attestation
reports.
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- Data Privacy. DSSE depends on a third-party server to receive and store scripts which imply a
keyword-document relationship for later data retrieval. That is, the index or the searchable ciphertext
is visible to the server. Data privacy requires that the content of documents should be concealed,
even though index or searchable ciphertext is transmitted and stored.

- Keyword Privacy. Given a search query, i.e., the token or the trapdoor representing the keywords of
user’s interest, keyword privacy requires that the token or the trapdoor should not leak information
about the underlying keyword while used for testing index or searchable ciphertexts.
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DSSE includes four algorithms:

- Setup/Key Generation. In this algorithm, system parameters are set, and keys are generated for
each party.

- Build Index/Encrypt. In this algorithm, the data owner processes the keywords of their documents
and uploads this script, i.e., index or searchable ciphertext, to the server.

- Token/Trapdoor Generation. In this algorithm, the authorized data user computes the token or
trapdoor based on the keyword of its interest, which is used for later testing with an index item or a
searchable ciphertext.

- Search/Test. In this algorithm, the server validates the received token or trapdoor with the index item
or searchable ciphertext in storage to decide to return the corresponding document or not.
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User Database
_ T || Enelfi s Tis)
I = Buildindexx (£, w) > I || Enc(fi,..., [
t = Trapdoor (w) A -
Enc(f;q) id = Search(I,T)
-«

Figure 16. General Model of an Index-Based Searchable Encryption Scheme
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Dynamic Searchable Symmetric Encryption

- Data owner: An authorized data owner outsources a collection of documents f = (f,, . .., f) toge@eSv%#JanEemm
keywords w = (w ,w_). In ASSURED context, the devices who generate the attestation data are the data
owners.

"EREEEE

* Blockchain peers: send the attestation bundle, including attestation results, attestation ID, encrypted attestation
raw data, and related metadata to the SCB; perform secure share over the public ledger.

« ASSURED public ledgers: The public ledger stores the encrypted index structure and encrypted pointers (Recall
the private ledger is used to store attestation results and related information).

« SCB: It makes use of searchable encryption component to construct encrypted index structure and encrypted
pointer, and further stores them on the public ledger. The SCB also performs search/update token generation
tasks. When the SCB receives a query keyword from an external party, it constructs a search token so that the
peer can search over the public ledger and then returns related encrypted pointer. The SCB can further decrypt
the pointer for the external party.

« Elastic off-chain storage: The off-chain cloud-based storage engine stores the encrypted data under an ABE
scheme and responds to the SCB’s (and external parties with granted rights) requests and queries.

« Data user: If an external party wants to search the data that contains a particular keyword, he/she has to submit
this query keyword to the SCB. After searching, the SCB returns the encrypted data that contains this keyword to
the user. As for internal private channel users, e.g., a device, it can directly request the private ledger peer to
return the attestation result and plaintext pointer.
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Figure 17. Genéra/ Workflow of DSSE Secure Data Storage and Search on Public Ledger
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