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Miller: http://pages.cs.wisc.edu/~bart/fuzz/ (1988)
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Nyx (USENIX'21) + Nyx-Net (EuroSys'22)

https://aithub.com/RUB-SysSec/

Intel PT (Processor Trace)
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Efficient State-Machine Exploration WA
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Schumilo et al.:“Nyx-Net: Network Fuzzing with Incremental Snapshots”, EuroSys’22
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Snapshot-based Fuzzing
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“Nyx-Net: Network Fuzzing with Incremental Snapshots”, EuroSys’22
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Fuzzing Firefox with Nyx-Net
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Motivation o |
» Pairs of programs encode domain knowledge about

glven protocol

» Generator generates content (e.g., generate PDF file or
encrypted message)

« Consumer processes content (e.qg., display PDF file or
decrypt encrypted message)
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Motivation o |
» Pairs of programs encode domain knowledge about

glven protocol

» Generator generates content (e.g., generate PDF file or
encrypted message)

« Consumer processes content (e.qg., display PDF file or
decrypt encrypted message)

» HOw can we efficiently test such programs without
domain knowledge?

» Basic Insight: we can use generator for input generation
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» Randomly flipping instruction bits in generator would

not affect output and—even worse—Ilead to crashes

» Compile-time analysis to identify operations on data and
filter out crashing operations

» Analyze data-flow dependencies to avoid redundant
mutations

» [NStrument generator and just-in-time (JIT)-complle
both tracing and mutation mechanismes
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Results o |
» | 00sely Structured Formats (objdump, readelf)

» Complex Formats (pngtopng, unzip, 7zip, and pdftotext)

» Cryptographic Formats (OpenSSL's dsa and rsa, and
Mozilla NSS' viychain)

Efficient and Scalable Fuzzing of Complex Software Stacks | Slide #20



Results | S
= OO
Target Roadblocks Generator for FT
s Con Checksums Crypto Iftotext)
rsa” v v/ genrsa”
= Cry| dsa”® v v gendsa” and
MOz vfychain® v v sign®
7o ip(n) / 4 7121ip, 7z ipﬂ
pdftotext® v pdfseparate, qpdf®
Uunz ip(“) v v Z1p
pngtopng v ) 4 pngtopng
e2fsck v ) 4 mke2fs
readelf X X objcopy
ob jdump X X objcopy

Efficient and Scalable Fuzzing of Complex Software Stacks | Slide #20




Results

dsa
s | OC ;
10000 -
8000 -
s COr
6000 -
B C r —&— Fuzztruction-NoAFL
Y aoo- A
2000 - —#— Fuzztruction
MO: — Smeo
‘ 0 - —4— Weizz
8 12 16 20
pdftotext-enc
P .
40000 -
s — —
30000 -
20000 - —e— Fuzztruction-NoAFL
—%— AFL++
10000 -+ ——  Fuzztruction
—a— SymCC
0 - —4— Weizz
8 12 16 20

I
\\/
=

%\

viychain

15000 -
,__+——‘———‘_'—_‘_
10000 - d
—&— Fuzztruction-NoAFL a n
5000 - —%— AFL++
——  Fuzztruction
—4— Weizz
04 o
0 4 8 12 16 20
pngtopng
5000 A
— -
— "= i o
4000 -
3000 -
2000 A —&— Fuzztruction-NoAFL
—¥— AFL++
1000 - —#— Fuzztruction
—a&— SymCC
—4— Weizz
04 o
0 4 8 12 16 20

CISPA

HELMHOLTZ CENTER FOR
INFORMATION SECURITY

Iftotext)

Efficient and Scalable Fuzzing of Complex Software Stacks | Slide #20




Summary & Outlook

S »
/'/l I\\\



S /

Trophy Cases

TigerVNC

CISPA

EEEEEEEEEEEEEEEEEE
IIIIIIIIIIIIIIIIIII

)

bmutlls COnTl I(I

';”’WPGI'I NEXT GENERATION

G @DJX

macOS High Sierra

Parallels Desktop

P

Qtjs
) PN Cuud
»od Zephyr penLDAPvmware Fusion AC D N )
0 curl:// é E MU @ @ o
Nextcloud W |

FreeBSD

' b yve ﬂzw

for Android’ O SV NO pt ICS’
COuNTERASTRIKE

SOURCE"

Efficient and Scalable Fuzzing of Complex Software Stacks | Slide #22



Towards Secure Systems | i
» Efficiently fuzz deeper parts of the compute stack
+ UEFI? SMM /SMI handler? MSRs? ISA? Pre-silicon?

Efficient and Scalable Fuzzing of Complex Software Stacks | Slide #23
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» Efficiently fuzz deeper parts of the compute stack
- UEFI? SMM /SMI handler? MSRs? ISA? Pre-silicon?
» Machine learning to the rescue?
« Can we reuse knowledge from previous fuzzing
campalgns?

« Can we use LLMs to generate Interesting INputs?
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Towards Secure Systems o | e
» Efficiently fuzz deeper parts of the compute stack
+ UEFI? SMM / SMI handler? MSRs? ISA? Pre-silicon?
» Machine learning to the rescue?
« Can we reuse knowledge from previous fuzzing
campalgns?
« Can we use LLMs to generate interesting INputs?
» How to handle all the bugs founds?
« Automated root cause analysis

« Automated patching of found vulnerabilities
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Abstract

N this talk, | will give an overview of our recent progress in

randomized testing ("fuzzing”) and present some of the methods
we have developed Iin the last few years. These include fuzzing of

operating system kernels and hypervisors, erarrrrarpasea
fuozzg-of-complextnhterpreters, and fuzz testing of embedded

systems. The talk will focus on our recent work on Fuzztruction, a
novel perspective on generating inputs in highly complex formats
without relying on heavywelight program analysis techniques,
coarse-gralned grammar approximation, or a human domain

expert. | will conclude the talk with an outlook on challenges yet
to be solvea.
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