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Networked Systems Security (NSS) group

Global Navigation Satellite Systems (GNSS)
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ρ1
ρ2

ρ3 ρ4

GNSS receiver, V
1. Receive NAVi from satellite Si at

position si
2. Estimate the NAVi propagation

delays, and thus V-Si distances
(pseudoranges), ρi

3. Minimize the system of equations
given by the ρi

4. Obtain own position, locV, and
clock correction, tV
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Attacking GNSS-based positioning
• Mislead devices (and their users) about their location

• Compromise the device: hard
• Compromise the infrastructure: much harder
• Interfere with the infrastructure-to-device wireless

communication
• Easy

• Jam è Outage
• Not too hard

• Overwrite legitimate transmissions with synthesized ones è
Control locV and tV

6

Attacking GNSS-based positioning (cont’d)

• Attacker: Record and replay, or forge, GNSS signals, overwriting the
legitimate GNSS signals

• System: GNSS receiver locks on spoofed signals
• Consequence: User provided with a false, attacker-controlled location

and time
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Attacking GNSS-based positioning (cont’d)

Armored Vehicle Demonstration flop [2001]

Russian Truck Hijacking  [2007]

California Cell Infrastructure Outage [2008]

Seoul airport jamming [2012]

US Unmanned Area Vehicle downed [2012]
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Defending GNSS-based positioning

• Many proposals/defense mechanisms
• Monitor signal properties, e.g., received signal strength, Doppler frequency

shift
• Adversary could predict and adjust

• Cryptographic protection of civilian GNSS signals
• Upcoming but adoption will take time

• Challenge: Attacks that do not change the navigation messages can
still succeed

• Relay/replay attacks
• Distance-decreasing attacks

10
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Defending GNSS-based positioning (cont’d)

• Approach 1
• Detect attacks with tailored countermeasures
• Develop defense mechanisms at the GNSS receiver

• Approach 2
• Be attack-agnostic
• Focus on the effect(s) of the attack: change of position or change of time
• Use information beyond the GNSS receiver

• In many cases, readily available
• Develop defense mechanisms around the GNSS receiver

11
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Local Processing

Memory
External Data 

Defending GNSS-based positioning (cont’d)
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Local Processing

Memory
External Data 

Defending GNSS-based positioning (cont’d)
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Adversary
• Replay/relay attacks
• Distance decreasing attacks
• Spoofing attacks

Defense mechanisms
• (approach 1) detect GNSS distance decreasing attacks
• (approach 2) use motion/position data to detect GNSS attacks
• (approach 2) use own/network time to detect GNSS attacks

14

Defending GNSS-based positioning (cont’d)

14

Attacking GNSS-based positioning (cont’d)

Record and replay

15
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Attacking GNSS-based positioning (cont’d)

Relay/Replay attacks (aka meaconing)

16

Attacking GNSS-based positioning (cont’d)

‘Capturing’ the victim receiver

1. Jam è Receiver loss of its “lock” on the 
satellites
1. (alternatively (harder)) à gradually 

‘lift’ adversarial signals to make the 
victim receiver lock on them

2. Relay/Replayè Receiver locks on the 
spoofed signal

17
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Attacking GNSS-based positioning (cont’d)

Practical relay/replay attackers

• Two colluding adversaries
• Off-the-shelf components

• BladeRF 2.0 & LimeSDR

• uBlox GNSS receivers

• LTE cellular radio connection

[ACM WiSec 2021, ION ITM 2022]
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LTE Radio
+ Reference 

GNSS

GNSS
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Hardware

Freezing
Researcher
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Attacking GNSS-based positioning (cont’d)

Practical relay/replay attackers

Receiver, mobile 

19

P. Papadimitratos, NSS, KTH 
(https://www.eecs.kth.se/nss)



Presentation at TU Darmstadt; "ASSURED 
Scientific Workshop"

4/26/2023

P. Papadimitratos, NSS, KTH 
(https://www.eecs.kth.se/nss) 11

Transmitter
• Connected to 

victim GNSS 
receiver 

• Static

Controller 
Laptop

Victim 
GNSS

Antenna

LTE Radio
+

Reference 
GNSS Victim 

Receiver
+ Replay 

SDR20

Attacking GNSS-based positioning (cont’d)

Practical relay/replay attackers

20

Signal-level replay
1) Is LTE sufficient for signal-

level replay?
2) Can we spoof with the 

attacker path and velocity?

LA
TI

TU
D

E

START

Adversary path 
Victim receiver

25 m

LONGITUDE
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Attacking GNSS-based positioning (cont’d)

Practical relay/replay attackers

21
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1) Cold start GNSS devices
2) Start satellite tracking, 

obtaining PVT fix
3) Attacker jams victim
4) Attacker starts replay & 

movement

START

Adversary path 
Victim receiver

25 m

LONGITUDE
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Attacking GNSS-based positioning (cont’d)

Practical relay/replay attackers

LA
TI
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D

E
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• ARX to ATX communication
data rate approx. 3.8MB/s

• The victim follows the
attacker path and velocity

Attacking GNSS-based positioning (cont’d)

Practical relay/replay attackers
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• What if ARX-ATX are
connected with a low
bandwidth link?
• Data-rate reduction
• Authentication-aware
• Evaluate attack

effectiveness & trade-offs

Attacking GNSS-based positioning (cont’d)

Practical relay/replay attackers
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• What if ARX-ATX are
connected with a low
bandwidth link?
• Extract signal parameters

& authentication bits

• Distribute to replaying
node(s)

• Re-generate GNSS
signals

• Adversarial data rate:
15 KB/s

Attacking GNSS-based positioning (cont’d)

Practical relay/replay attackers
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Attacking GNSS-based positioning (cont’d)

Distance decreasing attacks

26

27

Attacking GNSS-based positioning (cont’d)

Distance decreasing attacks

• Each ARX-ATX pair represents one signal processing
• One transmitting antenna vs multiple transmitting antennas
• TDD =  TLC − TED − Td , where Td is communication delay between ARX and ATX

April 1, 2021 27 /

56
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Attacking GNSS-based positioning (cont’d)

Distance decreasing attacks

[IEEE ITM 2019]

28

9

• Two DE0 Nano SOC computing
nodes with ARM+FPGA

• Two uBlox ZED-F9P receivers
• USRP SDR (or any other SDR)
• Asynchronous simulation
• Synchronous simulation with

reference receiver

Attacking GNSS-based positioning (cont’d)

Spoofer

[IEEE/ION PLANS 2023]
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Co-simulation step attack: discontinuity in the PVT 
solution, time skips forward or backwards

We feed the legitimate sky-view to the 
spoofer to guarantee coherent 
constellation maps

Synchronous lift-off attack: possible due to the precise 
frequency control during the attack. Effects still visible

Sp
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d 
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y
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al
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ky

Attacking GNSS-based positioning (cont’d)

Spoofer

30

Defending GNSS-based positioning (cont’d)

31

A commercial off the shelf GNSS receiver

Embedded platform providing connectivity and 
computation

Set of local oscillators and a set of remote time 
providers

Inertial motion units (IMUs) (sensors)
Position estimation based on terrestrial networks

31
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Defending GNSS-based positioning (cont’d)

Position- and motion-based detection

32

• IMUs accurate short-time; cumulative error

• Network localization is not accurate as GNSS
• Detection beyond a binary output

• Fuse heterogeneous data using model-based and -free methods

• Robust decision-making; a weighted integral form
• Opportunistic information:

[IEEE/ION PLANS 2023]

𝐩m(t),𝐯(t),𝐚(t), and 𝝎(t)

32

• Interpolate: local polynomial regression (motion of receiver)

• Statistics: Gaussian process regression (statistics of locations)
• Decision: generalized likelihood ratio, combining all information

Alternative
position

Uncertainty

GNSS
position

True 
position

33

Defending GNSS-based positioning (cont’d)

Position- and motion-based detection

33
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Defending GNSS-based positioning (cont’d)
Position- and motion-based detection
(1) Local polynomial regression

• Local polynomial, also known as moving regression

• Fits data locally and uses a polynomial function

• “Local” implemented by a kernel assigning weights

• Optimization problem:

 minimize: the fitting error of 𝐩

 such that: movement satisfies 𝐯(t),𝐚(t),𝝎(t)

• Convex problem, it can be solved in polynomial time (real-time)
34

34

Defending GNSS-based positioning (cont’d)
Position- and motion-based detection 
(2) Gaussian process regression

• Models the residual part 𝐱(t)	of estimated 
positions

• 𝐱(t): difference between interpolated and 
measured positions

 characterized as Gaussian.

• Finally, by combining the 𝐱(t)	and previous local
polynomial results, we get confidence intervals

35

35
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Defending GNSS-based positioning (cont’d)
Position- and motion-based detection
(3) Decision making based on confidence intervals

• Cross time perspective
– Combine probability space of confidence intervals 

from time 𝑡	−	𝑤	to 𝑡, where 𝑤	 is window size

• Cross information sources perspective
– Multiply probability density functions of confidence 

intervals from different sources at time 𝑡

• Neyman-Pearson lemma
– Fix false alert rate, optimize and compare true 

positive rate
– False alert rate false positive detection

number of real negative
36

36

Defending GNSS-based positioning (cont’d)
Position- and motion-based detection 

• 1-2 second lower detection latency

• Stable performance for large attack 
induced deviation

Some simulation results

• Network locations + on-board sensor data

• Up to 20% performance gain

• Up to 97% true positive rate (false alarm=0.05)

37
37
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6

• Select the most accurate time source
• Trust Internal time sources
• External time sources authenticated

Defending GNSS-based positioning (cont’d)
Time-based detection 

[IEEE/ION PLANS 2023, 2020; IEEE GNSS+ 2020, 2019]

38

Defending GNSS-based positioning (cont’d)
Time-based detection 

8

• Receiver state: cold/warm
start

• Progressive refinement of
time solution and its
trustworthiness

• Best effort in terms of
connectivity

• Continuous monitoring of the
time solution

• At each PNT update
• Rate dependant on the 

application

39
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Defending GNSS-based positioning (cont’d)
Time-based detection 

8

• Receiver state: cold/warm
start

• Progressive refinement of
time solution and its
trustworthiness

• Best effort in terms of
connectivity

• Continuous monitoring of
time solution

• At each PNT update
• Rate dependant on the 

application

40

Defending GNSS-based positioning (cont’d)
Time-based detection 

2023-05-18

11

Roughtime 
secure test

NTS
secure test

Local clock 
testing

Progressive refinement of accuracy and trust

41
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Defending GNSS-based positioning (cont’d)
Time-based detection 

12

• Using Roughtime
• Non repudiable time (multi-peer)
• Disadvantage: (Very) Coarse

42

13

• Using Network Time Security (NTS)
‒Mutiple options
‒Requires connectivity
‒Latency sensitive

Defending GNSS-based positioning (cont’d)
Time-based detection 

43

P. Papadimitratos, NSS, KTH 
(https://www.eecs.kth.se/nss)



Presentation at TU Darmstadt; "ASSURED 
Scientific Workshop"

4/26/2023

23

14

• Local clock (OCXOs)
ensemble tracking

• Continuos monitoring
• Independent of

connectivity
• Disadvantage

• Additional hardware
• No absolute time check
• Periodic re-sync

Defending GNSS-based positioning (cont’d)
Time-based detection 

44
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Defending GNSS-based positioning (cont’d)
Detecting distance decreasing attacks

[IEEE TAES 2022]
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Defending GNSS-based positioning (cont’d)
Detecting distance decreasing attacks

[IEEE TAES 2022]

46
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Defending GNSS-based positioning (cont’d)
Detecting distance decreasing attacks

[IEEE TAES 2022]
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Defending GNSS-based positioning (cont’d)
Detecting distance decreasing attacks

[IEEE TAES 2022]

48
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Defending GNSS-based positioning (cont’d)
Detecting distance decreasing attacks
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Location Privacy

53

• Secure and Privacy-Preserving
Location Based Services (LBS)

• Challenges
• Honest-but-curious service

providers
• Malicious users/peers

• Solution
• Peer-to-peer operation
• Privacy; reduced exposure

to LBS servers and peers
• Security
• Efficiency

[ACM WiSec 2017, NordSec 2015, IEEE TDSC 2014, ACM TOPS 2019]
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Decentralized location privacy and security

54

54
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Decentralized location privacy and security (cont’d)
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Quantitative analysis

56

56

Quantitative analysis (cont’d)

57
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Quantitative analysis (cont’d)

58

58

59
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