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Quantum Computing (B-bits) ASSURE[R

> A classical binary bit is physically realized with a
state equal to 0 or .

> |n quantum computing, a qubit or quantum bit is
the basic unit of quantum information.

> A qubit is a two-state quantum-mechanical
system, qubits can achieve a mixed state, called a
“superposition” where they are both | and [ at the
same time.
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This allows quantum computers to store
exponentially more data than binary machines, and
to work much faster!
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A real Thread!

Currently standardized signature schemes have their
security based on the factoring and the discrete logarithm
problems and are therefore insecure against quantum
attackers as a result of Shor's quantum algorithm.

In 1934 Peter Shor showed that a quantum computer could
be used to factor a number #in polynomial time, thus
effectively breaking RSA.
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Overview ASSURE(»

- There are two kinds of cryptosystems; symmetric and asymmetric. Symmetric cryptography
can also be affected by specific quantum algorithms; however, its security can be increased
with the use of larger key spaces.

. [luantum algorithms can break the present asymmetric crypto-schemes whose security is
based on the difficulty of factorizing large prime numbers and the discrete logarithm.

. Even the elliptic curve cryptography which is considered presently the most secure and
efficient scheme is broken against quantum computers.

Consequently, a need for quantum-attacks-resistant cryptography.
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Current Cryptography ASSURE
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COMPARISON OF THE SECURITY LEVELS ASSURE[»

TABLE III. COMPARISON OF CLASSICAL AND QUANTUM SECURITY
LEVELS FOR THE MOST USED CRYPTOGRAPHIC SCHEMES

: . Effective Key Strength/Security Level (in bits)
Laypto Sehense ey Seze Classical Computing Quantum Computing
RSA-1024 1024 80 0
RSA-2048 2048 112 0
ECC-256 256 128 0
ECC-384 384 256 0
AES-128 128 128 64
AES-256 256 256 128

* https://arxiv.org/pdf/1804.00200.pdf
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NIST POC Candidates ASSURE

KEM /Encryption Overall

Signatures

First Round

Lattice-based 5

Code-based 2

Multi-Variate 7

Symmetric 3
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Second Round

First Round Second Round  First Round Second Round
21 9 26 12
17 7 19 7
2 0 9 4
3 2
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Digital Signature to be Standardized
ASSURE ([

CRYSTALS-Dilithium (Lattice-based) i
‘ E

FALCON (Lattice-based)
: . !
SPHINCS* (hash-based) Congmtumtwns
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The lattice-based signature scheme. Dilithium is one of the strong candidates
submitted for the NIST standardization process of post-quantum cryptography.

The Dilithium signature scheme is based on the Fiat-Shamir paradigm.

The design is simple to securely implement everywhere — uses only uniform
sampling.
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Ises Hash and signs signatures over NTRL.

aving compact keys.

mplementation is quite heavy. FALCON
-

Dilithium

-

This Photo by Unknown Author is licensed under CC BY-SA-NC
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SPHINCS + ASSURE(W

Hash-based signatures are attractive as they can be proven secure in the standard model
under well-known properties of hash functions such as collision resistance.

SPHINCS+ beats the performance of other symmetric crypto-based signatures for
comparable parameters.

SPHINCS+ has a tight security reduction to the security of its building blocks, i.e., hash
functions

At the 128-bit post-quantum security level, signatures are about 41 kB in size, and keys are of
size of about | kB each.
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SPHINCS+ R

- d=3

(O hash node
[ ] OTS node
: O FTS node

A SPHINCS tree needs to be

considerably large

. To verify this chain of paths and
signatures, the verifier iteratively
reconstructs the public keys and root
nodes until the root node at the top of ﬁ

the SPHINCS+ hypertree is reached.

Figure 1: An illustration of a (small) SPHINCS structure.
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Comparison with Gurrent Crypto

ASSURE
Signature size (Bytes) PK size SK size
(thES) (bytes)

RSA-2048
RSA-4036 a00 a00 a0l
ECDSA-256 B2.5 31.20 31.20
SPHINCS+ 30552 48 g6
Dilithium 2701 1472
Falcon b25 897
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Direct Anonymous Attestation (DAA)
ASSURE ([

* [irect Anonymous Attestation (DAA) is an anonymous digital
signature that aims to provide both signer authentication and
privacy.

« This primitive was designed for the attestation service of the

Trusted Plattarm Maodule (TPM).

Direct Anonymous Attestation (DAA)

 [DAA signer consists of the TPM and an assistant signer called
the host.

 [AA allows the linkability of signatures via link tokens.

 [PM can be revoked if its private key is extracted.
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Direct Anonymous Attestation (DAA) ASSURE[»

verifier

- DAAsigner

Issuer

Data Security
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ASSURE(®
DAA Security Requirements

Unforgeability: No adversary without knowing the signing key can
output a signature.

Anonymity: Starting from two valid signatures with respect to two
different base-names, the adversary can't tell whether these
signatures were produced by one or two different honest platforms.

Non-frameability: No adversary can produce a signature that links to
signatures generated by an honest platform.
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Currently standardised Direct
Anonymous Attestation
(DAA)schemes have their security
based on the factoring and the
discrete logarithm problems and
are therefore insecure against
quantum attackers as a result of
Shor's quantum algorithm.
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Lattice-based Enhanced Privacy ID (EPID) ASSURE[

= EPID is a more general scheme than DAA and thus does not split signers into TPMs and hosts, but also targets
the creation of anonymous signatures.

= |ike with DAA, one can check whether a certain signature was generated by a corrupt private key.

= Nonetheless, the ability to link signatures with the same base name is removed. [nstead, whenever a signer is
corrupted, they may be revoked by including one of their signatures as part of the signature revocation list

SRL.

= EPID is capable of revoking corrupted signers from the system, even when their private key is kept hidden,
whilst providing maximum privacy for the platforms.

WWW.PRO.JECT-ASSURED.EU



https://www.project-assured.eu/

 We designed two Lattice-based DAA schemes

(More Efficient, Provably-Secure Direct Anonymous
Attestation (DAA) from Lattices, A Framework for Efficient

Lattice-Based DAA) and an EPID (A Lattice-based Enhanced
Privacy 10)

o The latest one is based on the Dilithium
signature scheme.

o Another Hash-based DAA scheme based on the
SPHINCS+ scheme is designed and submitted.
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Hard Problems over Lattices ASSURE[W

= The Ring Short Integer Solution Problem (R-818nmqg)

Given m uniformly random element a=(al, a2...., am), where aiin Ra.
The Ring Short Integer Solution problem asks to find z=(zl, z2....,
zm)With |z] < B and such that: az = [.

1
H

= [he Ring Inhomogeneous Short Integer Solution problem R-
1518n.m.q.B problem asks to find z=(z!. z2..... zm) with |z| < B and

such that: a z =y, for some uniform random polynomial y.
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The RING Learning with errors (LWE) Problem

The search Ring LWE problem asks to return a secret
short polynomial s in Rq given a Ring LWE sample
(a,b=as+e) froman LWE distribution Z for a uniformly
sampled secret s from Ra.

?

a S + e = b
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T model

The security of our <chemes was prover in the
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= [o design a new lattice-based DAA based on the
recent lattice-based Zero-Knowledge proofs.

= [o work on shifting more complex designed
protocols that have DAA as their main

ingredients such as ASSURED SWARM
FUtu I'E WD rk attestation and Verifiable credentials (VE) to be

Pl secure.

= [esigning a (R-TPM that can manage PI-DAA

execution.
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