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A software-based approach to
secure bare-metal devices
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Motivations

In this context a purely software solution is a necessity

Bare-metal device

* No memory protection

. * No MMU
Firmware bundle « 1o ASLR, DEP, etc.
* No MPU

— ) * No hardcoded dual mode
| SRAM [FLASH}[MMIO
| J
f CPU /o ) « Typically few kB of Flash ("100 kB) and
1 pheripherals | RAM ("10 kB)

_______________________________________

 AllAVR MCUs, some MSP430, some
ARM Cortex-M 3
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Trust model

SW supply-chain issues

Bare-metal device

Firmware bundle

| SRAM [FLASH }[MMIO
| |
| N

_______________________________________

>
| I/0 i
i CPU } [pherlpherals !

)/I

Developed (partially) by
third-parties

Rarely the open-source is
available
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Adversarial model

= Software remote-only attacks.
= Tampering with any unprotected memory area.
= Eavesdropping on communication

= Inject malicious logic in existing applications

= Availability and physical attacks are out of scope.
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PISTIS: SW-based Trusted Computing
Architecture

Confidentiality and Integrity

Memory isolation technique based on selective
software virtualization and assembly-level code
verification

Formally verified that the design preserve memory
isolation

Implementation (code) verified to be memory-safe
and crash-free
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Verified properties

*  Memory-safety: SW is free from the
following runtime errors:
e Division by zero.
* Integer overflow / underflow.
» Buffer overflow / underflow.
e Out-of-bounding array indexing.
* Invalid pointer dereferences.
* lllegal memory accesses.
e Use after free.
* Double free.
* Problematic bit shifts.

* Type conversions that would overflow
the destination.

*  Memory leaks.

Freedom from crashes: crash-free is
guaranteed at two levels.
1. Absence of run-time errors ensures
absence of crashes.

* No segmentation faults (e.g.
attempting to write read-only

memory).
* No exceptions (e.g. division by zero).
2. Atomicity.

* No failures through scheduled

interrupts.



State of the Art

Von Neumann Memory Map

Persistent Memory

App
memory
A
R/WIX
R/W/X
1
Y ¥
App MMIO
Memory registers
Volatile Memory MMIO

Program
Memory

Harvard Architecture

Instruction
Bus

Data
Bus
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i Von Neumann Architecture

CPU Data

Data

Memory

: Program
: Instruction and

Data Bus



Von Neumann Memory Map

Persistent Memory

App
memory
R/WI/X
R/WIX
-
A4 Y
App MMIO
Memory registers
Volatile Memory MMIO
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Virtual instructions

CALL R10 //Dynamic call to an address in a register

DINT // Disable interrupts to ensure atomicity
MOV R10, R6 // copy target address to R6
CALL #safe_call // Call to a TCM’'s safe virt. routine

safe_call:
CMP #topInstrMem, R6 // Check upper boundary
JHS .stopExecution // MCU reset if AP is violated
CMP #btmInstrMem, R6 // Check bottom boundary
JL .stopExecution // MCU reset if AP is violated
EINT //Enable interrupts after passing all checks.
BR R6 // Jump to original destination

10



Interrupts
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Trqsteq Interrupt Vector
Application Table (IVT)
Interrupt -
v Triggered Execution interrupted... fetch
[ » &User ISR 2

a

Return

Interrupt Service Routine (ISR)

Has access to TA's

context!

User ISR 2

Execute User ISR

y 3
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Interrupts

Create new vector

Trusted Int t Vect table User Int t
- e nterrupt Vector — ser Interrup
Application Table (IVT) \J’ Vector Table
Interrupt &Trampolinel i}
Triggered , | pisTIs _Fetches User |

’ > &Trampoline2 " Trampoline 2 o TR addross &User ISR _2

, —— R4 PISTIS ISR Handler:

PISTISRETI | Virtual Return 1 UserISR2 Backup operations
handler [ | Clean up operations to

clear context

12
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(Untrusted) Toolchai
Reject and virtualise Enforces modified _ = Modified
unsafe instructions, <---._ memory map linker script
add NOP slides ::
________________________________________________________________________________________ e
Compiler = Instrumenter = Assembler = Linker —> Exe%"’;ab'e
elf
Modified Toolchain
MCU
Y
Execute <— Verifier Loader -~ Ima.ge <+—— Deployer
L | receiver
i i X
\j \j \J
Reject app with Reject app with Add metadata

unsafe instructions unsafe memory map

13
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PISTIS

Persistent Memory

PISTIS ' VPIST.IS Core | :
Secure ' Loader Virtual = Secure , A A
\ | Verifier = functions Update ! pp pp
=g ! . Instruction ;Read-Only
Crypto : IVTs Crypto \RA T ' memory ! memory
keys 1 module A : !
Points VA V 4 ¢
X
el
Protected Code , ._
v v W/R ¥
: i
Pl!‘)sags ; S:tg public ! protected
Memory : Memory reglsters: registers
Volatile Memory MMIO

Crypto: HCL* library. Formally verified to be memory-safe, functionally-correct and secret-independent
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Evaluation

~500 LoC

\

Overheads of SuV-Enabled Binary Image Sizes

Application ;’:’j{;‘om ‘gﬁt\};
Crypto 1414 B 1428 B (+0.99%)
Crypto ptr 1438 B 1458 B (+1.39%)
Sense temp 1012 B 1034 B (+2.17%)
Storage R/W 640 B 652 B (+1.88%)
Avg overhead 1.61%

Overheads of Si.V on the Execution Times
of the Sample Applications

wooge Without With Relative
Applicati
pplication Suv SuV overhead
Crypto 3.9460 ms 4.1695 ms 5.66%
Crypto ptr 3.9469 ms 4.1706 ms 5.67%
Sense temp 65.9048 ms 65.9364 ms 0.05%
Storage Write 859.6278 ms 859.6897 ms 0.01%
Storage Read 0.4382 ms 0.4468 ms 1.96%
Avg overhead 2.67%

8-bit AVR ATmega 1284p MCU running at 10 MHz,
with 16 KB of SRAM and 128 KB of flash. Modified
Harward Arch.

~1300 LoC
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A ELF Binary Memory Footprint
PP Orig. Mod. Orig. Mod.
SerialMSP 3884 B 412B (-89.39%) 302B 356B (+17.88%)
CopyDMA 5764B 694 B (-87.96%) 444B 628 B (+41.44%)
XorCypher 5940B 532B (-91.04%) 247B 475B (+92.31%)
Bitcount 5664 B 1602 B (-71.72%) 3684 B 5462 B (+48.26%)
SHA-256 9448 B 5518 B (-41.60%) 1376 B 1546 B (+12.35%)
ML-acc 16616 B 9512 B (-42.75%) 6174 B 9452 B (+53.09%)
PrimeFactor 33200 B 3650 B (-89.01%) 2192 B 3286 B (+49.91%)
32bitMath 6036 B 822 B (-86.38%) 522B 766 B (+46.74%)
16bitSwitch 3940 B 182 B (-95.38%) 102B 126 B (+23.53%)
8bitMatrix  4640B 916 B (-80.26%) 844B 860 B (+1.90%)
MatrixMul 4324 B 572 B (-86.77%) 500B 516 B (+3.20%)
firFilter 24912 B 5486 B (-77.98%) 3312 B 5430 B (+63.95%)
dhrystone 7840 B 2468 B (-68.52%) 1335B 2411 B (+80.60%)
Average -77.60 % +41.17 %
App Normal Execution (Orig.) PISTIS-enabled Execution (Mod.)
SerialMSP 334.1976 ms 335.325 ms (+0.34%)
CopyDMA 118.4960 ms 238.656 ms (+101.40%)
XorCypher 245.6500 ms 446.104 ms (+81.60%)
Bitcount 5.7520 ms 5.786 ms (+0.59%)
SHA-256 49.1888 ms 89.046 ms (+81.03%)
ML-acc 1456.9092 ms 3311.829 ms (+127.32%)
PrimeFactor 4.0810 ms 5.938 ms (+45.50%)
32bitMath 0.9310 ms 1.294 ms (+38.99%)
16bitSwitch 0.0050 ms 0.006 ms (+20.00%)
8bitMatrix 0.5760 ms 0.577 ms (+0.17 %)
MatrixMul 0.3430 ms 0.344 ms (+0.29%)
firFilter 1093.5059 ms 2359.619 ms (+115.78 %)
dhrystone 102.9200 ms 177.336 ms (+72.30%)
Average +52.72%

MSP430 MCU, which features ~132 kB of FLASH, ~8kB of SRAM, and up to an' 8

MHz of CPU
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Trusted Applications

e Secure Update
* Shadow stack and CFl
* Verify & Revive
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Verify & Revive

 Composed of
* RA that mitigate TOCTOU
* Secure Erasure
* Remote secure code update for healing
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Verify & Revive

Industrial SmartMesh Opr - Verifier
IP network ’

Attest request: Nonce ’

Value = MAC (K, Nonce || MeM)
Attest response: value :

User Code |.
RWIX IF value == value' .
Not Compromised!
AttestCode Otherwise

Compromised!

(A) A possible scenario of industrial network

Attest Attest TOCTOU problem

l Malware Malware l
(infect) (leave)

5

é Benign

P Benign Software Benign

§ Software Software

3 Malware

a
| | | |
] | I T Time "
t 4 t2 t3 t A



VERIFY

Verifier (Vrf) Prover (Prv)
Kauth - Cv: C1 Kauth - Kattest - MACirye - Cp - C1
Cv = Cv +1

Nonce = generateNonce()

H — HMAC(K 4y, . “attest” || C,, || Nonce)
lmestl,eq = {"attest" || C,, || Nonce }

SEND(Attest,oq. H)

Verify(Attest, )

Attestreq, H

IF(Cp<C,)

IF (HMAC(K . Attestyg ) == H)
Cp=Cy
MACCOmp — HMAC(Kanest o rnefnofy)
IF (MACCOmp == MACtrue)

Attest, ., = {1 || C | HMAC(K, 4n . 11l C Il Cp Il Nonce)}

AmStl'GP SEND(report)
ELSE
Attestrop, = {0 || HMAC(K;y, . O Il Cp, [| Nonce)}
Attest .,  SEND(report)
perfromSecureErasure()

<« FOE  sendProofOfSecureErasure()

checkForProofOfSecureErasurelfRequired()

WIVE;
c
Z
<
=
2
—
v

Prv parameters

Kaieh A secret key shared with Vrf for authentication.

Kattest A secret key used for attestation, i.e. computing MAC over entire memory.
Cp A counter used to avoid replay attacks.

Cr A counter used to detect TOCTOU attack.

MAC;rye A digest computed over a benign state of Prv’s memory, using Kasrest-
Koauth A secret key shared with Opr for authentication.

VCNp A Version Control Number of current Prv s software, shared with Opr.

Vrf parameters

Kauth A secret key shared with Prv for authentication.
Cy A counter used to avoid replay attacks, initialized with same value like Cp.
Cr A counter used to detect TOCTOU attack, initialized with same value as Prv’'s Ct.

OxFF | OXFF | OxFF | OxFF

user user user user
code code code code
user user OxFF Maware OxFF OxFF OxFF OxFF
code code code
| i :
I T B OxFF OxFF OxFF OxFF
code code code code
PC |
—
safe transmit/receive code safe transmit/receive code
pc [TSM TSMm

—. SecureErasure() SecureErasure()

Flash memory before Erasure Flash memory after Erasure

19
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REVIVE

Operator (Opr) Verifier (Vrf) Prover (Prv)
Koauth - Kattest - VCNo provy. Koauth + Kattest - MACyre » VEN,
o e | R
ﬂag « checkForUpdates(Prv, VCNy) F (VCNp < VCNQ) Update (new software),
IF (flag == 1) ! IF (HMAC(K 11, - VCNg Il imgg,, ) == H)

img «— newUpdatedBinarylmage() img , MAC . ceived < DEC(K et - iMIenc)

MAC, o « HMAC(K yeqt » iMQ)
iMgenc « ENC(K,test - img I MACy o)
VCNO “ VCNO +1

H « HMAC(Koauth - VONG Il imggne)
DEPLOY(VCN, , img,,.. H)

Recovery (restoring last correct software) | ! a—
iMggp « restoreLastCorrectState(Prv, VCNO]E
Nonce = generateNonce()

X 0
H « HMAC(KOauth K VCNO |INonce "'mgenc):f
DEPLOY(VCNO , Nonce, imgenc , H)

VCNg , Nonce, imggc Iql

VERIFY(POU)

)

|

)

i

g 1

MAC mp < HMAC(K gt . M) i
IF (MAC o, == MAC ¢ ceived) !
IF (SuV-VERIFY(img) == 1) i
VCNp < VCNg :

|

MACi e < MAC eceived i
LOAD(img) :
POU «— HMAC(Kogyth - VCNp || memory) |

Recovery (restoring last correct software) | ,

IF (VCNp == VCN)
IF (HMAC(K o auth » VONG Il Nonce [l imggn,c) == H)
img , MAC ¢ ceived < DEC(Kjttest  iM3enc)

IF (MAC o ceived == MACy,e)

LOAD(img)
POU «— HMAC(Kogyth . VCNp || nonce)

pou  SEND(POU)

20

S5 *AT

)2 UNIVERSITY
% OF TRENTO

\\wm(,

"’ O

Prv parameters

Kaieh A secret key shared with Vrf for authentication.

Kattest A secret key used for attestation, i.e. computing MAC over entire memory.
Cp A counter used to avoid replay attacks.

Cr A counter used to detect TOCTOU attack.

MAC;rye A digest computed over a benign state of Prv’s memory, using Kasrest-
Koauth A secret key shared with Opr for authentication.

VCNp A Version Control Number of current Prv s software, shared with Opr.

Vrf parameters

Kauth A secret key shared with Prv for authentication.
Cy A counter used to avoid replay attacks, initialized with same value like Cp.
Cr A counter used to detect TOCTOU attack, initialized with same value as Prv’'s Ct.
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Considerations

Hardware must be trusted

arm
CORTEX®-M4

Nested vectored Wake-up interrupt
interrupt controller controller

CPU
Armv7-M

Memory protection unit DSP

Data

ITM trace watchpoint

3x
AHB-Lite

Breakpoint

: Serial wire
unit

Not always clear for what though

A vulnerability/error in HW can be very
costly

* j.e., Xilinx 7-s [Usenix Sec 20]

Do it right is getting difficult
* e, Intel MPX

Alternatively, HW can be

reconfigured/fixed but at the price of
loosing some trust

Interoperability issues

21
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Conclusions

New foundational TAs besided the existing ones

Now a good time also to re-think about trusted

computing architectures. RISCV is an opportunity

We didn’t touch side-channels attacks
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